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CLOUD COMPUTING

Cloud com puting = the on-demand srrailab ity
of computer zyztem rES0 rees ezpecially data
storage and computing power, without direct active management
by the uger. The term iz generally uzed to dezcnbe data
centers available to many uzers owver the Intermmet, Large clouds,
predominant todsy, often hawe functions dizgtributed over
multiple locations from central zerverz, If the connection to the
uzer ig relatively cloze, it may be dezignated an edge zerver,

Cloudz  may bhe lmited to a szingle organization [enterprize
cloudeg], or be availah le to many organeations [public cloud],

Cloud computing reliee on zharing of rezources to achisve
coherence and econormies of scale,

Advocates of public and hybrid clouds note that cloud computing
allowwrs cotnpanies  to anrod or  minimize  up-front IT
infragtructure coste, Proponents alzo claim that cloud comp uting
allowz enterprizses to get their spplications up and Mminning faster,
with improwved mansgeability and leze maintenance, and that it
enablez IT team= to more repidly adjus=t rezources to meet
fluctuating and unpredictable demand, providing  the burst
computing capability: high computing power at certain periods
of pealt demand

Cloud providers typically uge a "pay-ag-you-go" model, which can

lead to unexpected operating ecpenses f administrators are not
familiarized with cloud-pricing models,

The awrailshility of high-cepacity networle, low-cozt computers
and storage devicez az well az the widespread adoption
of hardware wirtualization . getvice-oriented architecture atd
sutonornic and utility computing has led to growth in cloud
computing By 2019 Linux wasz the most widely uzed operating
gyetern , including in Microzoft's offerings and 1z thus dezcrbed
a2 dominant, The Cloud Service Provider [CEF] will zocreen, keep
up and gather data about the firewallz |, intimzion identification
orf and counteractive action frameworlce and information stream
inzide the network,




Types of Cloud

Cloud computing 1z an Internet-baged comp uting in which
zhared the pool of rezourcez are available over a broad network
acceze, thege regources can e provizioned or releazed with
minimum management efforte and zervice provid er interaction,
There are four types of cloud:

1. FPublic cloud

2, Private cloud

3. Hybrid cloud

4, Community cloud

Public cloud:

Fublic cloud are managed by third parties which provide cloud
servicesz over the internet to public, theze zervices are available asz
pay-az-you-go billing mode,

They offer zolutione for minimeing IT infraztrmicture coste and
act az a good option for handling pealk loadsz on the local
infraztructure, They are a goto option for 2mall enterprizes,
which are ahle to gtart their busginezzez wihout large upiront
investments by completely relying on public infrastructure for
their IT need =,

A tundamental characteristic of public cloud s iz multitenancy. A
public cloud = meant to zerve mulkiple uzerz, not a zingle
cuztomer, A uzer regquires a vittual computing environment that
1z zep arated , and most likely 1zolated | from other uzers,
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Private cloud :

Private cloud 2 are diztributed syetems that worlkton aprivate
infraztructure and providing the uzers with dvynamic provizsioning
of computing regources, Ingtead of a pay-ag-vou-go model a2 in
public cloudsz, there could be other echemes 1n that tale into



account the uzage of the cloud and proportionally billing the
different departmentz or zectionsz of an enterprize,

The advantagez of uzing a private cloud are:

l. Customer information protection: In private cloud zecurity
concerns are legz 2ince cuztomer data and other zensitwe
information does not flow out of aprivate infrastructure,

2, Infrastructure ensuring SLAs: Prvate cloud prowvid ez gp ecific
operationsz guch a2 approp rate cluztering, data replication,
gyetem monttoring and maintenance, and dizaszter recovery,
and other uptime zervices,

J, Compliance with standard procedures and
operations: peciic procedurez have to be put in place when
deploying and executing applicationsz according to third -party
compliance gtandarde Thiz 12 not pozzdle in caze of public
cloud,
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Hybrid cloud:

Hyhrid cloud 12 & heterogeneous digtnbuted zystem resulted by
combining facilities of public cloud and private cloud, For this
reazon they are alzo called heterogeneous clouds.

& major drawbhaclk of private deployiments iz the inability to zcale
on demand and to efficiently addreze pealtloads, Hers public



cloude are needed . Hence, a hybrid cloud takes advantages of
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both pub lic and private cloud,

Community cloud:

Community clouds are distributed zyetems created by integrating
the zervices of different cloudz to addrezz the gpecific needz of an
induszgtry, acommunity, or a husinezs zector,

In community cloud, the infrastracture 12 shared between
organization which have shared concerne or tazke, The cloud
may be managed by an organization or a third party,

sectore that uze community clouds are:

l. Media industry: Media companies are looking for quick,
gitnp le, low-cost way for increazing efficiency of content
generation . bogt media productions involve an extended
ecogyvetem of partners, In patticular, the creation of digital
content iz the outcome of a collaborative proceszez that
includ ez movement of large data, maseive comp ute-inten zive
rendenng taslks | and comp lex worldlow excecutions,

2, Healtheare industry: In healthcare industry community
clouds are uzed to ghare nformation and knowledge on the
global level with senztive data in the private intraztructure,

J. Energy and core industry: [n these zectorg, the community
cloud iz uszed to cluster zet of 2olution which collectively
addrezzes management, deployment, and orchestration of
gervices: and operations,

4, Scientific research: In thiz organization with common
intereszte of ecience share large distributed mfrastructure for
zcientific computing,
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CLOUD COMPUTING HISTORY

Cloud computing is the on-demand availability of computer system resources,
especially data storage and computing power, without direct active management
by the user. The term is generally used to describe data centers available to
many users over the Internet. Large clouds, predominant today, often have
functions distributed over multiple locations from central servers. If the
connection to the user is relatively close, it may be designated an edge server.
Clouds may be limited to a single organization (enterprise clouds), or be
available to many organizations (public cloud).

Cloud computing relies on sharing of resources to achieve coherence and
economies of scale.

Advocates of public and hybrid clouds note that cloud computing allows
companies to avoid or minimize up-front IT infrastructure costs. Proponents
also claim that cloud computing allows enterprises to get their applications up
and running faster, with improved manageability and less maintenance, and that
it enables IT teams to more rapidly adjust resources to meet fluctuating and
unpredictable demand, providing the burst computing capability: high
computing power at certain periods of peak demand.

Cloud providers typically use a "pay-as-you-go" model, which can lead to
unexpected operating expenses if administrators are not familiarized with cloud-
pricing models.

The availability of high-capacity networks, low-cost computers and storage
devices as well as the widespread adoption of hardware virtualization, service-



oriented architecture and autonomic and utility computing has led to growth in
cloud computing. By 2019, Linux was the most widely used operating system,
including in Microsoft's offerings and is thus described as dominant. The Cloud
Service Provider (CSP) will screen, keep up and gather data about the firewalls,
intrusion identification or/and counteractive action frameworks and information
stream inside the network.
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Cloud computing was popularized with Amazon.com releasing its Elastic
Compute Cloud product in 2006.

References to the phrase "cloud computing” appeared as early as 1996, with the
first known mention in a Compaq internal document.

The cloud symbol was used to represent networks of computing equipment in
the original ARPANET by as early as 1977, and the CSNET by 1981—»both
predecessors to the Internet itself. The word cloud was used as a metaphor for
the Internet and a standardized cloud-like shape was used to denote a network
on telephony schematics. With this simplification, the implication is that the
specifics of how the endpoints of a network are connected are not relevant to
understanding the diagram.

The term cloud was used to refer to platforms for distributed computing as early
as 1993, when Apple spin-off General Magic and AT&T used it in describing
their (paired) Telescript and PersonaLink technologies.



EARLY HISTORY

During the 1960s, the initial concepts of time-sharing became popularized via
RJE (Remote Job Entry); this terminology was mostly associated with large
vendors such as IBM and DEC. Full-time-sharing solutions were available by
the early 1970s on such platforms as Multics (on GE hardware), Cambridge
CTSS, and the earliest UNIX ports (on DEC hardware). Yet, the "data center"
model where users submitted jobs to operators to run on IBM's mainframes was
overwhelmingly predominant.

In the 1990s, telecommunications companies, who previously offered primarily
dedicated point-to-point data circuits, began offering virtual private network
(VPN) services with comparable quality of service, but at a lower cost. By
switching traffic as they saw fit to balance server use, they could use overall
network bandwidth more effectively. They began to use the cloud symbol to
denote the demarcation point between what the provider was responsible for and
what users were responsible for.

Cloud computing extended this boundary to cover all servers as well as the
network infrastructure. As computers became more diffused, scientists and
technologists explored ways to make large-scale computing power available to
more users through time-sharing. They experimented with algorithms to
optimize the infrastructure, platform, and applications to prioritize CPUs and
increase efficiency for end users.

The use of the cloud metaphor for virtualized services dates at least to General
Magic in 1994, where it was used to describe the universe of "places" that
mobile agents in the Telescript environment could go. As described by Andy
Hertzfeld:

"The beauty of Telescript,” says Andy, "is that now, instead of just having a
device to program, we now have the entire Cloud out there, where a single
program can go and travel to many different sources of information and create a
sort of a virtual service."

2000s

In_Auqust 2006, Amazon created subsidiary Amazon Web Services and
introduced its Elastic Compute Cloud (EC2).

In April 2008, Google released the beta version of Google App Engine.

In_early 2008, NASA's OpenNebula, enhanced in the RESERVOIR European
Commission-funded project, became the first open-source software for
deploying private and hybrid clouds, and for the federation of clouds.




By mid-2008, Gartner saw an opportunity for cloud computing "to shape the
relationship among consumers of IT services, those who use IT services and
those who sell them" and observed that “organizations are switching from
company-owned hardware and software assets to per-use service-based models"
so that the "projected shift to computing ... will result in dramatic growth in IT
products in some areas and significant reductions in other areas."

In 2008, the U.S. National Science Foundation began the Cluster Exploratory
program to fund academic research using Google-IBM cluster technology to
analyze massive amounts of data.

2010s

In February 2010, Microsoft released Microsoft Azure, which was announced in
October 2008.

In July 2010, Rackspace Hosting and NASA jointly launched an open-source
cloud-software initiative known as OpenStack. The OpenStack project intended
to help organizations offering cloud-computing services running on standard
hardware. The early code came from NASA's Nebula platform as well as from
Rackspace's Cloud Files platform. As an open-source offering and along with
other open-source solutions such as CloudStack, Ganeti, and OpenNebula, it has
attracted attention by several key communities. Several studies aim at
comparing these open source offerings based on a set of criteria.

On March 1, 2011, IBM announced the IBM SmartCloud framework to support
Smarter Planet. Among the various components of the Smarter Computing
foundation, cloud computing is a critical part. On June 7, 2012, Oracle
announced the Oracle Cloud. This cloud offering is poised to be the first to
provide users with access to an integrated set of IT solutions, including the
Applications (SaaS), Platform (PaaS), and Infrastructure (laaS) layers.

In May 2012, Google Compute Engine was released in preview, before being
rolled out into General Availability in December 2013.

In 2019, it was revealed that Linux is most used on Microsoft Azure.



MAJOR MILESTONES

o 1999 . Salezforce.com

v HEetablizhed the ability to uze a zimp le webzite on the
Internet to deliver enterprize-level applications

o LOODE - Amaron Webh Bervices

o Featured zeveral cloud-bazed retail zetwvicez that included
data zstorage and comp utation

o ZO0A : Amaron’= Klastic Compute Cloud [ECZE)] — the firzt
commercial cloud

v Enabled zmall comp anies to rent comp uters that would host
and run their own applications

o 2008 : Google launches Google Docz

o End uzers were directly ableto uze cloud computing for
document zharing purpoges,

o 2007 : Drophox

o DMIT =ztudent created thiz file hosting zervice that offers file
storage and synchronization

o LOCDT

v Google Appe — examp le of b rowezer-hazed enterprize
app lications

o Windows Azure — Microzoft’s cloud computing p latfornm



EUCALYPTUS

Eucalyptus is a paid and open-source computer software for building Amazon
Web Services (AWS)-compatible private and hybrid cloud
computing environments, originally developed by the company Eucalyptus
Systems. Eucalyptus is an acronym for Elastic Utility Computing Architecture
for Linking Your Programs To Useful Systems.

Eucalyptus enables pooling compute, storage, and network resources that can be
dynamically scaled up or down as application workloads change. Marten
Mickos was the CEO of Eucalyptus. In September 2014, Eucalyptus was
acquired by Hewlett-Packardand then maintained by DXC Technology.
After DXC stopped developing the product in late 2017, AppScale
Systems forked the code and started supporting Eucalyptus customers.

HISTORY

The software development had its roots in the Virtual Grid Application
Development Software project, at Rice University and other institutions from
2003 to 2008. Rich Wolski led a group at the University of California, Santa
Barbara (UCSB), and became the chief technical officer at the company
headquartered in Goleta, California before returning to teach at UCSB.

Eucalyptus software was included in the Ubuntu 9.04 distribution in 2009. The
company was formed in 2009 with $5.5 million in funding by Benchmark
Capital to commercialize the software.

The co-founders of Eucalyptus were Rich Wolski (CTO), Dan Nurmi, Neil
Soman, Dmitrii Zagorodnov, Chris Grzegorczyk, Graziano Obertelli and
Woody Rollins (CEQO). Eucalyptus Systems announced a formal agreement
with Amazon Web Services in March 2012.

SOFTWARE ARCHITECTURE

Eucalyptus commands can manage either Amazon or Eucalyptus instances.
Users can also move instances between a Eucalyptus private cloud and
the Amazon Elastic Compute Cloudto create a hybrid cloud. Hardware
virtualization isolates applications from computer hardware details.

Eucalyptus uses the terminology:

« Images — An image is a fixed collection of software modules, system
software, application software, and configuration information that is started
from a known baseline (immutable/fixed). When bundled and uploaded to
the Eucalyptus cloud, this becomes a Eucalyptus machine image (EMI).



Instances — When an image is put to use, it is called an instance. The
configuration is executed at runtime, and the Cloud Controller decides where
the image will run, and storage and networking is attached to meet resource
needs.

IP addressing — Eucalyptus instances can have public and private IP
addresses. An IP address is assigned to an instance when the instance is
created from an image. For instances that require a persistent IP address,
such as a web-server, Eucalyptus supplies elastic IP addresses. These are
pre-allocated by the Eucalyptus cloud and can be reassigned to a running
instance.

Security — TCP/IP security groups share a common set of firewall rules. This
is a mechanism to firewall off an instance using IP address and port
block/allow functionality. Instances are isolated at TCP/IP layer 2. If this
were not present, a user could manipulate the networking of instances and
gain access to neighboring instances violating the basic cloud tenet of
instance isolation and separation.

Networking — There are three networking modes. In Managed Mode,
Eucalyptus manages a local network of instances, including security groups
and IP addresses. In System Mode, Eucalyptus assigns a MAC address and
attaches the instance's network interface to the physical network through the
Node Controller's bridge. System Mode does not offer elastic IP addresses,
security groups, or VM isolation. In Static Mode, Eucalyptus assigns IP
addresses to instances. Static Mode does not offer elastic IPs, security
groups, or VM isolation.
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A user of Eucalyptus is assigned an identity, and identities can be grouped
together for access control.



EUCALYPTUS COMPONENTS

« The Cloud Controller (CLC) is a Java program that offers EC2-compatible
interfaces, as well as a web interface to the outside world. In addition to
handling incoming requests, the CLC acts as the administrative interface for
cloud management and performs high-level resource scheduling and system
accounting. The CLC accepts user API requests from command-line
interfaces like euca2ools or GUI-based tools like the Eucalyptus User
Console and manages the underlying compute, storage, and network
resources. Only one CLC can exist per cloud and it handles authentication,
accounting, reporting, and quota management.

. Walrus, also written in Java, is the Eucalyptus equivalent to AWS Simple
Storage Service (S3). Walrus offers persistent storage to all of the virtual
machines in the Eucalyptus cloud and can be used as a simple HTTP
put/get storage as a service solution. There are no data type restrictions for
Walrus, and it can contain images (i.e., the building blocks used to launch
virtual machines), volume snapshots (i.e., point-in-time copies), and
application data. Only one Walrus can exist per cloud.

« The Cluster Controller (CC)is written in C and acts as the front end for a
cluster within a Eucalyptus cloud and communicates with the Storage
Controller and Node Controller. It manages instance (i.e., virtual machines)
execution and Service Level Agreements (SLAS) per cluster.

« The Storage Controller (SC)is written in Java and is the Eucalyptus
equivalent to AWS EBS. It communicates with the Cluster Controller and
Node Controller and manages Eucalyptus block volumes and snapshots to
the instances within its specific cluster. If an instance requires writing
persistent data to memory outside of the cluster, it would need to write to
Walrus, which is available to any instance in any cluster.

« TheVMware Brokeris an optional component that provides an AWS-
compatible interface for VMware environments and physically runs on the
Cluster Controller. The VMware Broker overlays existing ESX/ESXi hosts
and transforms Eucalyptus Machine Images (EMIs) to VMware virtual
disks. The VMware Broker mediates interactions between the Cluster
Controller and VMware and can connect directly to either ESX/ESXi hosts
or to vCenter Server.

« The Node Controller (NC)is written in C and hosts the virtual machine
instances and manages the virtual network endpoints. It downloads and
caches images from Walrus as well as creates and caches instances. While
there is no theoretical limit to the number of Node Controllers per cluster,
performance limits do exist.



FEUNCTIONALITY

The Eucalyptus User Console provides an interface for users to self-service
provision and configure compute, network, and storage resources. Development
and test teams can manage virtual instances using built-in key management and
encryption capabilities. Access to virtual instances is available using familiar
SSH and RDP mechanisms. Virtual instances with application configuration can
be stopped and restarted using encrypted boot from EBS capability.

laaS service components Cloud Controller, Cluster Controller, Walrus, Storage
Controller, and VMware Broker are configurable as redundant systems that are
resilient to multiple types of failures. Management state of the cloud machine is
preserved and reverted to normal operating conditions in the event of a
hardware or software failure.

Eucalyptus can run multiple versions of Windows and Linux virtual machine
Images. Users can build a library of Eucalyptus Machine Images (EMIs) with
application metadata that are decoupled from infrastructure details to allow
them to run on Eucalyptus clouds. Amazon Machine Images are also compatible
with Eucalyptus clouds. VMware Images and vApps can be converted to run on
Eucalyptus clouds and AWS public clouds.

Eucalyptus user identity management can be integrated with existing Microsoft
Active Directory or LDAP systems to have fine-grained role based access
control over cloud resources.

Eucalyptus supports storage area network devices to take advantage of storage
arrays to improve performance and reliability. Eucalyptus Machine Images can
be backed by EBS-like persistent storage volumes, improving the performance
of image launch time and enabling fully persistent virtual machine instances.
Eucalyptus also supports direct-attached storage.

Eucalyptus 3.3 offers new features for AWS compatibility. These include
resource tagging, which allows application developers and cloud administrators
to assign customizable metadata tags to resources such as firewalls, load
balancers, Web servers, and individual workloads to better identify them.
Eucalyptus 3.3 also supports an expanded set of instance types to more closely.

Eucalyptus 3.4, released on October 24, 2013, added new features including
improved image management and migration tools, capabilities for warm
upgrades, a hybrid cloud user console to manage both Eucalyptus and AWS
resources, Identity and Access Management (IAM) roles, and improved High
Availability (HA) capabilities."”

Faststart demonstration configurations that allow you to set up your own private
cloud quickly with as few steps as possible are available.



NIMBUS

Nimbus 1z a toollat that, once inetalled on a clusgter, provides

an infraztructure az a zervice cloud to itz client via WEEF-bh aged
ot Atnazon BCE WEDL web zervice APIz, Nimbusz iz free and
open-zource zoftware, ubject to the requirementsz of the Apache
Licenze, verzion 2,

Mimbu=z suppotte both the hyp errizors Xen and KWL and wirtual
machine zchedulers Portable Batch Syztem and Oracle Grid
Engine, It allows deployment of gelf-confisured vittual clusters
via contextualization. ] It 12 configurable with respect to
gcheduling, networlnin g leazes, and uzage accounting,

MNitnbus 1= a powerful toolkit focuzed on converting a computer
clusgter into an Infrastructure-az-a-bervice [laab] cloud for
gcientific communities, Eezentially, it allows a deployment and
configuration of virtual machines [Whiz)] on remote regources to
create an environment zuitahle for the nzers’ requiretnents, Being
written in Python and Java, it 12 totally free and open-zource
software, releazed under the Apache Licenze,

Nimbug congists of two baszic products:

Ninbug Infrastrnicture iz an open gource BCY} 535-compatih e
[azas zolution with features that beneft zcientidic community
interezte, lilke gupport for auto-configunng clusters, proxy
credentialz | batch schedulers, hest-effort allocations, etc.
Ninbusg Platform iz an integrated zet of toolz for a multi-cloud
ervironment that automates and =imp lifies the worle with
infraztructure clouds [deployment | zocaling, and management of
cloud rezources| for gcientific uzers,

Thiz toolkit iz compatible with Amarzon's Networlk Protocols wia
ECY hazed clientz, 53 FEST AFI clientz, az well az S0AF AFT and
EE ST AFI that have been implemented in Nimb usz, Alzo it
provides zupport for X509 credentials fazt propagation, multiple
protocolz, and compartmentalized dependenciesz, Nimbus
features tlexib le uger, group and workepaces management,
request authentication and anthorzation, and per-client uzage
tracking,



NIMBUS KEEPS DEVELOPERS, PROVIDERS AND USERS
SATISFIED

To open all power and versatility of [aas to zcientific nzers
Ninbhug project developers targeted the main three goalz and
their open source implementations:

Give capabilities to providers of resoarces for privaie or
commanity IaalS cloads development. The Nimbus Worlzpace
service enables leaze of computational rezources by deploying
virtual machines onthoze rezourcez, Cumulue 1= an open zource
itnp lementation of the 33 EEST AFI that was built for gcalab l=
guota-baszed storage cloud implementation and multiple zstorage
cloud confizuration,

Give capabilities to asers for IaaS cloads application. Among
Ninbug zcaling toolz [ugers can antomatically zcale acrozs
multiple distributed providerz) the Nunhus Contest Broler 1=

ezp ecially robuzt, It coordinates large virtual cluster launches
automatically and repeatedly uszing a common confisuration and
gecurity context acroze rezources,

Give capabilities to developers for extension,
experimeniafion and castomization of IaaS. For inzstance, the
Workepace Service can support geveral virtualization

itnp lementationg [either Xen or KVM)], resource managetment
optiong [including gechedulerz such az Fortable Batch Syztem),
interfaces [including compatid ility with Ameazon BEC2), and other
options,

Ditfferent combinationsz of these toole azzizt uzers 10 rapid
development of custom community-sp ecific golutions, For
excatnp le, Mimb uz enables uzerz to build mukip le wirtual
machinez and deploy them throughout the cloud | zo that they
will co-operate and gsupplement each other,

Uzer can connect a virtual machine to regources on a cloud
regardlezz ite owner/ provider, Or, with the Nimbusz cloud client,
uzer can provigion customized comp ute nodes [a workepace] and
matage it uzing a leasing model bazed on the BECY zearvice,

much flexibility and on-demand computing power 12 particularly
ezgential for gpecific computational jobe and data-intenszive
rezearch,



Ninbusg iz a zet of robust toolz providing Storage Cloud Service
and Infrastructure-az-a-Service capabilities to the scientific
cormtnunity,

It iz highly confizurable, including zcheduling, networlking leaszes,

uzagze accounting, remote dep loyment and lfecycle management
of Wiz,

Moreover, Nimbusz allows deployment of gelf-confisured virtual
clusters via contextualzation,

Mimmbusz 1= an open-=zource toollat to convert a computer cluster into
an Infraztructure az-a-Setvice cloud to provide compute cycles for
goientdic cormmunities, It allows a client to lease remote regources
by deploying wirtual machines [WVMz] on thoze rezourcez and
cordizuring them to reprezent an environment desired by the uzer,

Mimmbug 12 comprized of two products:

Mimbus Infrastructure is an open zource B CY [ S5-compatible
Infraztructure-ag-a-Bervice tmp lementastion specdically targsting
features of interest to the =cientific community guch a= suppott for
proxy credentiale batch schedulers, best-effort allocations and
others,

Mimbus Platform iz an integrated zet of toole, operating in a multi-
cloud environment, that deliver the power and versatility of
mfraztructure clouds to gcientfic uzers, Nimbus Platform allows
wou to reliably deploy, 2cale, and manage cloud rezources,

The Nimbugz cloud client allows the uzer to provizion customized
compute nodez, called a worlepace, and meadntain full control ower
t uzing a leazing model bazed on the Amszon’s Elastic Compute
Cloud [ECZ] zervice.

The HNimbuz cloud-computing infrastructure allows scientists
working on data-intengive regearch to create and uze guch wrtual
machines with a cloud provider,

Mimbug alzo allows uszerz to create muliiple wirtual machines to
cotnplete specific computational jobz that can be deploved
throughout the cloud and still work in tandem wih each other,
Thiz flexcibilty allows a uzer to configure a wirtual machine and
then connect it to resources on a cloud, regardless of who i=
providing the cloud.



Nimbus Architecture
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NEBULA

OpenMebula 1= a cloud computing platform for managing heterogensous
diztributed data center mfrastractures. The Openlebula platformm manages
a data center's wvirtual mfrastructare to buld prreate, public and hybnd
o plementations of mfrasbuctare az a zervice.

The two prmary uses of the OpenlMebula platform are data center
virtualization zolutonsz and cloud frastuctare zolutionz. The platform i=
alzo capable of offering the cloud infrastachare neceszary to operate a cloud
on top of exsting mbrasbuchare management zolutions.

OpenMebula 1= free and open-zource softsmre, subject to the requirements of
the Apache Licensze werszion 2.

HISTORY

The OpenMebula Project wwasz started az a research wenture m 2005 by
Ienacio M. Llorente and Euben 3. Montero. The first public releaze of the
software ocourred i 2002, The zoals of the rezearch w=re to create efficient
zolubions for managimg virbual machines on distributed infrastractares. It




was alzo mmportant that theze solubions had the ability to zcale at high
lewvels., Dpen-zource development and an actrve commurity of dewelopers
hawe zince helped mature the project. As the project matared it began to
becme more and more adopted and m March 2010 the primary wnters of
the project founded T125 Labz, now kawown as OpenMebula SBystem =, which
provides walue-added professional services to enterprises adophng or
utihzing OpenMebula.

Description

Openlebula orchestrates storage, network, virtualizaton, monitorng , and
securnty technologies to deploy mulb-ter sernces (=g, compute clusters| as
virtual maclkines on distributed mfrastractares, combimng both data center
resources and remote cloud resowurcesz, accordimg to allocation policies.
According to the Ewopean Commiszsion's 2010 report .. only few cloud
dedicated research projects in the widest sensze hawe been rutbated most

prominent amongst them probably OpenlMebula "

The toollat mecludez featurez for mtbtegrabon, management, =scalability,
security and accountng. It also claim s standardization, interoperability and
portability, provding cloud uzers and administrators with a choice of sewveral
cloud mterfaces [Amazon BECE Query, OGF Open Cloud Com puting Interface
and wCloud] and hypernsors [EVM, LD and Vhware wCenter], and can
accommodate mulbple hardsware and software combinatons mm a data

center.
Dpenllebula 1z sponsored by OpenMebula Systems [form erly C 1203

OpenlMebula 1= wmdely wzed by a wanety of 1ndusties, meluding
cloudproviders,  telecommunication, mformation technology serices,
government, banlonyg, gaming, media, hoshng, supercompubing, ressarch
laboratores, and mternatonal esearch projects. The OpenlMdiula Project 1=
alzo used by some other cloud zolutions as a cloud engine. OpenMdiula has
groven significantly since going public and now has many notable users from
a variety of mdustiesz. MNotabhle uzers from the telecommunicabtons and
mternet mdustry inclade Akamal, Blaclkherry, Fuse, Telefdmica, and
INdigital.



Uzers in the information technolopy mdustry mchade TA Technolopies,
Hesdett Pacleard Enterprize, Hitacks Vantara, Informatica, CentO3, Netways,
Ippon Technologies, Terradue 2.0, Thisys, MAYV Technologies, Liberologica,
Etmnetera, ED3 Syztem=, Inovex, Bozsztel, Datera, Saldab, Hazh Inclade,
Blaclpoint, Deloithe, Sharx do, Server Storage Solutionshuszwmord], and
NTS., Gowvernment solutionsbuzzword] ublimng the OpenMNebula Project
mclude the Natonal Central Library of Florence, bDigital, Deutsch E-Post,
EedIEI3, GEMET, InsttatoGeograficoMacional, C23IC, Gobex, A3IAC
Communicabons, EMAW, Junta De Andalicia, Flanders Erwvmrommental
Agency, red.es, CEMNATIC, Milieuinfo, 3IGMA, and Computaex. Hotable users
i the financial zector mclude TransUnion, Produpan, Axcess Financial,

Farm Credit Services of America, and Maszdag Dubal,

Media and gaming users include BBEC, Unity, ET.E., Crytelk, 13pot.tvw, and
MHordeus. Hosting prowders include ON VS, NESF, Ornon WM, CITEC,
LibrelT, Quohiz, Vibon, OnGrd, Altus, DMEx, LMD, HostColor, Handy
Metworkes, EBIT, Good Hosting, Awalon, noosvps, Opulent Clowd, Flisp,
Ungleich.ch, TAS France, TeleData, Cipher@pace, Muxt, Cyon, Tentacle
Hetworkes, Virtizo BV, METAMNET, e-tugra, lunacloud, todoencloud, Echelon,
Frught Pomt Systems, 2 Twelbre Solutions, and flexyz. Baald and enterprise
uzers inclade Scytl, LeadMezh, OptimalPath, EJMetiics, Cansmatel, Sigma,
GLOBAIEAP, Euntastic, MOZ, Eentala, Vikes, Yuterra, Best Buy, Eole,
Intuait, Becuntas Direct, borago, and Boolang . com.

dcience and academia implementations mclude FAS Eesearch Compubng at
Harvard University, Farmil ab , NIKHEF, LAL CHES, DESY, INFN, IFE Halle,
CRIED, foon, AIST, KISTI, KIT, ASTI, Fateclins, MIMOS, 32TAKI, Ciemat,
curfl AREA, ESA, HASA, ScanBE X, NCOHZ, CESGA, CES4, PDC, 310, Tolgo
Insttute of Technology, C3C, HRECI, Cent-3C, LEA, FIZ, Telecom JUD Pans,
Unrrerzsidade Fedeml de Cears, InshtutoBupenore Maro Barella, Academia
Birdca, THACHI, UM, UnprersiteCatholique de Lowwam, Unorersite de
Atrazshourg, ECMWE, EWE Tel, INAFTHNG, TeideHPZ, Cujas, and Fent Btate
Oorrersity. Tloud products usmyg Openlebula melade Claz=Cat, HexaGnd,

HodeWesrer, Impebaz, and ZeraMines.

Internal architecture



Bazic components

[y

Host: Phyzical machine running a supported hypervizor.

Cluster: Pool of hozts that share datastorez and wvirtual networkes.
Template: Virtual Machine definition.

Image: Virtual Machine dizkimage.

Yirtual Machine: [nstantbated Template. A Virtual Machine
reprezentz one life-cycle, and zeveral Virtual Machinesz can be created
from a single Template.

Yirtual Hetwork: A group of IP leaszes that WMz can use to
automatcally chtain [P addrezzesz. It allowes the creation of Virtuaal
Hetworks by mapping owver the physical ones. They wll he available to
the WMz through the corresponding brndgesz on hostz. Virtual network
can be defined 1n three different parts:

. Underlying of physizal network infrastrachare.

The logical address space avalable [P, [Pv6, dual stacl).
Context atbibutes [=.g. net mask, DNG, gateway]. Openlebula also

comes with a Wirtual Eouter appliance to provide networlang zervices
ke DHCF, DN etc.

Components and Deployment Model

The Openlabhula Project's deployment model resembles clazzic cluster
architecture which utlizez

A front-end [master node)
Hypervisor enabled hosts [worker nodes)
Datastores

A physical network

MMastar Modn

Finw inlines g dr sl e e Bod Hhaee Wikl

ClpeniMNebula Deployment Model o



Front-end machine

The master node, sometimes referred to as the font-end machine, executes
all the Openlflebula zermces. This 1= the actual machine where OpenlMaiula
iz installed. OpenMebula zervicezs on the front-end machine melade the
management dasmon [oned], scheduler [sched], the w=h mterface serwer
[Funstone server|, and other adwanced components. Thesze sernces are
responshble for gueumyg, schedulmyg, and submitbng jobs to other machimes
inn the cluster. The master node alzo provides the mechanisms to manage
the entire zystem. Thiz mclades adding wmrtaal machines, monitonng the
status of virtual machines, hoshing the repozitory, and transferrimg wirtual
machines when neceszzary., Much of thiz 1= pozable due to 2 momtonng
subszystem -which gathers mformabtion such az host status, performance,
and capacity uze. The system iz lughly zcalable and 1=z only limited by the

performance of the actaal zerver,

Hypervisor enabled-hosts

The worler nodes, or hypervizor enabled-hostsz, provide the actual
computing resources needed for processing all jobs submitted by the master
node. Openllebula hypervizor enabled-hosts uze a virtualizabon hypermizsor
such az Vmware, Xen, or KWVM. The EVM hypervizor 1= nabwely supported
and uzed by default. Virtualization hosts are the physical maclkines that ran
the wirtual maclines and wanous platforms can be used wth Openfebula. A
Virtualizaton Subsystem mteracts with these hoszts to talee the achons

needed by the master node.

Storage

The dataztores zimply hold the baze mmages of the Vitual Machmesz, The
datastores must be accessihle to the front-end; this can be accomplished by
uzing one of a wvarety of awallable technologies zuch az NAS, 3AN, or direct
attached storaze.

Three different datastore clazzes are mcluded wmth OpenMebwula, 1including
system datastores, image datastores, and file datastores. System datastores

hold the mages uzed for ranrming the wirtual machines. The mages can be



complete coples of an onginal image, deltas, or symbolic hnles depending on
the storage technolozy used. The image dataztores are uzed to store the di=k
itnage repository. Images from the image datastores arwe mowed to or from the
zystem dataztore when wirtual machines are deployed or manipulated. The
file datastore i1z uszed for regular filez and iz often uszed for kernels, ram
diskes, or context files.

Datastorss | Hims s
(MASISAMN) =
1 E— |
-5 | —
i —1 Sgrvice j-——1
| M oatared i
==t
= I
Hyatam [ . 0 e e D |
sisiasivry bt e
OpenNebula Storage =

Physical networks

Fhyzical networles are regquired to support the interconnechon of storaze
zarvars and virtual machines i remote locations. It iz also ezzental that the
front-end machine can connect to all the worleer nodes or hosts, At the wery
least two physical networles are reguired as OpenMebula requires a servce
networlk and an instance networlk.

The front-end machine uses the service nebtworle to access hozts, manage
and mormtor hypervizors, and to mowve imaze files. The instance network

allowws the vwrtaal machines to connect across different host=.

The network subsystem of OpenMebula 1= easily customizable to allow easy

adaptation to existing data centers.
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CLOUDSIM

Cloudisim 12 a gumulation toollat that zupportz the modeling and
zitnulation of the core functionality of cloud, lilkee job [ taszk queue,
procegzing of events, creation of cloud entitiez[d atacenter,
datacenter brolers, etc), communication hetween diferent
entitiesz | implementation of brolker policies, etc, Thiz toolkit allows
to:

o Test application zervicez in a repestable and controllah le
environinent,

o Tune the gyetem bottleneclks hefore deploying appe in an
actual cloud,

o Expenment with different worldoad miox and rezource
performance =cenarios on z2imulated infrastrmcture for
deweloping and testing adaptive app lication provizioning
technigues

Zore features of Cloud Sim are:

e The Support of modeling and =zimulation of large zcale
computing environment az federated cloud data centers,
wirtualized zerver hosts, with customizable policies for
provizioning hoegt rezources to virtual machines and energy-
aware computational rezources

o It iz azelf-contained platform for modeling cloud’z zervice
hrolers, provizioning, and allocation policies,

o It zupporte the zimulation of network connections atmong
gimulated syztem element=,

o pPuppott for zimulation of federated cloud environment, that
inter-networlee rezources from hoth private and public
domadnz,



o Awailability of a wirtualization engine that sd e in the
creation and manazement of multiple independent and co-
hozted virtual gervices on a data center node,

o Flexibility to ewitch hetween zpace shared and time shared
allocation of procegsing cores to virtualized zervices,

CloudSim iz a frameworlt for modeling and simulstion of cloud
computing infrastructures and gervices, Originally huilt primarily
at the Cloud Computing and Distributed Systems [(CLOU DS
Lahoratory the University of Melbourne, Australia, CloudiSim has
hecome one of the mozt pop ular open zource cloud gimulators in
the rezearch and academia, Cloudisim iz comp letely written in
Janra,

FEATURES OF CLOUDSIM SIMULATION TOOLKIT

1. Support for modeling and gimulation of large-scale Cloud
cotmputing environiments, including data centers, on a
gingle phyzical computing nodecould bhe a dezktop, laptop,
ot erver machine|,

2, A geff-contained platform for modeling Cloudz, =etvice
brolkers, provizioning, and allocation p olicies.

3. Facilitatez the zitnulation of netwotlc connections actozz the
zgitnulated zystem elements,

4, Facility for zimulation of federated Cloud environment that
inter-networle rezources from both private and public
domaing, a feature critical for rezearch studiez related to
Cloudburzte and automeatic application zcaling,

3, Availability of a virtualization engine that facilitates the
creation and management of multiple, independent, and co-
hozted wirtualized zervicesz on a data center node,

&, Flembility to zwitch bhetween space-shared and time-zhared
allocation of proceszsing cores to virtualized zervices,

All theze features would help in accelerating the develop ment .,
testing and deployment of potential rezourcef spp lication

provigioning policiesfalgorithme for Cloud Computing based
aystems,

CLOUDSIM ARCHITECTURE

The Cloud3im Core simulation engine provides zupport for
modeling and zimulation of witualized Cloud-bhasged datacenter
environmentz including quening and proceszzing of events,
creation of cloud zyztem entities [like data center, host |, wirtual
machines bhrokers, gervices, etc, | communication between
componente and management of the simulation clock,



The Cloud'3im layer p rovides dedicated management interfaces
for Wirtual Machines , tnetnory, storage, and bandwidth, Al=o, it
matages the other fundamental 1zzues, guch ag provizioning of
hostz to Virtual Machines, managing app ication execution, and
motttonng dynamic zysztem state[e.g, Networlk topology, zens=ors,
storage characteristics, etc], etc.

The User Code layer iz & custom layer where the uzer writes
their own code to redefine the characteriztics of the stimulating
environment az per their new rezearch findingsz,

User code
Simuiation 0 e | Rppicaon
Spacification _Sconao | Rogugmests = | - Configaration
Scheduli
Pmr:,'; serorData Caler Bkt
CloudSim
User —_—
s
Interface Claia Ma:rﬂ
Stuctures . . —
[ Cindid W
Services Exacutin Managemant
Cloud M cay Marmosy Siorge Bandwidh
Sarvices m Alocaten Alcaton Alocain | Alcaticn
Clood Evants Chouc = '
Resoures Handing Sy Coordnater Dats Corter |
Network NeEwin | Messaga dagy
g | Topooy | Caouter
CloudSim core simulation engine




DESIGN AND IMPLEMENTATION OF CLOUDSIM
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1. Cloudlet: Thisz claze modeldefine =p ecific attributez such a=
length of instruction, input) outp ut filezize, no of procezzor
regquired |, etc] the Cloud-hazed application zetrvices [prostram
bazed taszle)| such az content delivery, zocial networldng,
etc, Cloud=im imp lementz the complexity of an app lication
in termsz of itz computational requirement=, Az a developer,
we know that every ind rmid ual executable
app lication /) zervice worlkdoad has a pre-detined instruction
length and reguires certain network data flow [both pre and
poet fetches] overhead that it needs= to undertate during it
lfe cycle, thiz clage allows modeling all the abowve-zaid
requirements

2, CloudletScheduler : Thiz iz rezponezible for the
imp lementation of d fferent policies that determine the
chare of proceseing power among Cloudletz in a VM., There
are fwo fypes of provisioning policies offered: space-
shared fasing ClondetSchedalerSpaceShared class) and
fime-shared fasing ClondletSchedanlerTimeShared
class].

3. Datacenter: Thiz clagz model the core infrastructure-level
gervices (1.8, hardware] that are offered by Cloud providers
[Amazon, Azure, and App Engine|. JE encapsalaies a set of
hosisfresembling server machine model) instances that




oan either be homogeneons or heterogeneons
concerning fheir hardivare configarations fmemory,
cores, capacity, and sforage). Alzo, every Datacenter
component takes care of generalized application
provizioning that enforces a zet of policies for the allocation
of bandwidth, memory, and storage dewvicesz to hoste and ite
related Wiz,

4. DatacenterBroker or Cloud Broker: Thiz clazs model a
hroler, which 12 responzible for mediating negotiations
between Sass and Cloud providers and such negotistions
ate driven by Qo3 reguirements, The brolker clazz act= on
behalt of applications, Itz prime role iz to guery the CIS to
dizcover suitable rezourcesz |/ zervicez and undettaloes
negotiationg for the allocation of regources/ zervices that can
fulfill the spplication’™ Qo nesdsz,. Thiz clazs must he
extended for evaluating and testing custom brokering
policies,

3. DatacenterCharacteristics: Thiz clazz contains
confizuration information of data center rezources like the
arrailab le hoszt lizt, the fine-grained cozt for each rezource
tvpe, etc.

&, Host: Thiz clagz model a phyveical rezource such az a
cotmputer or storage zerver, It encap sulates important
infortmation such as the amount of memory and storage, a
liet and type of procezzing cores [if it 12 & multi-core
machine|, an allocation of policy for provizioning the
cotmpute, memory and b andwidth to the Vs,

T, NetworkTopology: Thi= class containg the information for
inducing networle behavior [latenciesz)] in the zimulation, [t
gtores the topology information, which 1z generated using
the BEITE topology generator.

=, RamProvisioner: Thiz i1z an abetract clazz that reprezents
the provizioning policy for allocating primary memory [FAL]
to Virtual Machines, The execution and deployment of W
o1 & hozt are feazible only if the FamProvizioner comp onent
spp roves that the host has the required amount of free
tnetmoty, The FamProwmzionerSimp le does not enforce any
limitation on the ssnount of memory that a VM may reguest,
The FEAM rezource regquest will he rejected if it iz bheyvond the
srrailab 1= capacity.

Q. BwProwisioner: The main role of thiz component 12 to
undertalke the allocation of network b andwidthe to a zet of
cotnpeting Whls that are deploved acroge the data center,
Cloud gyetem developers and researchers can extend thie
clazz with their policies [priority, Qo] to reflect the nesds of
their applicatione,




10, ¥m: Thiz clazz model a Virtual Machine [VL], which iz
managed and hosgted by & Cloud host component, Every Wi
cotnponent hag acceszs to a component that stores the
tollowing characteriztics related to a VM [1.e.] acceszzible
metnoty, processor, storage gize, and the Ve internal
provizioning policy that i ecrtended from an abetract classe
called the Cloudletischeduler.

11. VmAllocationPolicy: Thiz iz an abestract claze that
represzents aprovizioning policy to b e utilized by Wi
Monttor for mapping Wiz to hosgtz, The primary role i= to
eelect the beet fit hogt 1n a data center that meete the
metmoty, storage, and availability regquiremnent for W
deplovinent mapping,

12, VmScheduler: Thiz iz an abztract claze implemented
bv & Hozt component that modelz the allocation policies
[zp ace-zhared , tine-shared ] defining the mlez for procegzor
cores allocations to Whlz, To accommodate spp lication-
ep ecific proceszor shanng policiez, the claze functionality
can be extended to define a new get of provizioning rules,

13, CloudSim : Thiz 1= the prime claze, with the role of
managing entity event queues and controlling the zequential
aececution of simulation events, Every event that 1=
cenerated by the Cloudisim entity at run-time i2 stored in
the gueue called future events, Theze events are =zorted by
their time p arameterz and are engueued into the future
gqueue, Next, the eventsz that are scheduled at each =tep of
the zimulation are removed from the future evente queue
and transferred to the deferred event gueue, Following this,
an event proceszing method 12 involeed for each entity
which choogesz events from the deferred event queue and
petforms approp nate actions=, Such an organizstion allows
tlexihle management of zimulation and provides the
following powetful capabilities:

g, Deactivation [hold/pause] of entities,

b, Context switching of entities b etween dfferent states
[eng, watting to active], Pausge and resgume the process
of zimulation,

c. Creation of new entities at min-time,

d. Abotting and restarting zimulation at ran-time,

14, FutureQueue: Thiz claze implements the future event
gueues accegzed by Cloudibin and acts as a ready gaeae
fo the simunlation engine.

15. DeferredQueune: Thiz clazs 1mp lements the deferrad
event queue uzed by CloudSim and hold zuch events which
are tailed or pauzed, If acfs as a wait gaene of the




simalation engine, where preempied resoarce regoests
are kepi.

16, CloundlnformationService: A CIS 1z an entity that
provides regource regiztration, indexing, and dizcovering
capabilities, CL3 gupporte two basic primitives:

g, publish(), on the gtart of simulation it allows entities to
regizter themeelves with CIS

b, search(), allowsz Broleers in dizcovering rezources
statue and endp oint ad drezees of other entities, This
entity alzo acte a= anotification gervice to the other
entitiez about the end of the gimulation,

17. SimEntity: This iz an abstract class, which rep rezents
azitmulation entity [zuch sz DataCenter, DatacenterB roloer,
etc] | that 1z ableto zend meseages to other entities and
procezses recered mezsacsez az well az fire and handle
eventz, SimEntify class provides the abilify fo scheduale
newr events and send messages fo other entifies, where
nefwork delay is calcalated according to fhe BRITE
model. Once crealed, entities anfomatically regisier
with CI5. All entities must extend thiz clazz and override ite
three core method =

a, startEntity(|, which define actions for entity
initialization,

b, processEvent||, which defines actions proceszsing of
each called event[z] with rezpect to the entity.

. shutdownEntity||,which define action= for entity
deztruction.

15, Cloud5im Tags. Thi=z clas= containe various static
event/ command tage that indicate the type of action that
needsz to be undertalken by Cloudisim entitiez when they
recelve or gend events,

19, SimEwent: Thiz entity reprezente a zimulation event
that iz pazszed between two or more entities, Simbwvent
gtorez thefollowing information shout an event:

type,

. init time,

titne at which the event should occur,

fini=h time,

time at which the event zhould be delivered to ite

deztination entity,
B, [0z of the zource and destination entties,
7. thetag of the event, and
=, Data that have to bepazzed to the destination entity,
CloudSimShutdown: Thiz 12 an entity claze that wate for
the termmation of all end-usger submitted cloudletz{tasle] and

(1 [ O T S I



broler entitiez eventz, and once detected , then zignale: the end of
gitnulation to CIS.

CloudSimTags CloudinformationService | | CloudSimShutdown

Ml SimEvent 4‘[ SINEntr']." -I

—0[ DeferredQuene

—.[ FutureQueue i.l CloudSim |
1

FEATURES OF CLOUDSIM:

Oyerview of CloudSim functionalities:

o suppoit for modeling and =irmulation of large scale Cloud
com puting data centers

o suppott for modeling and zimulation of vitualized zerver
hoszte, with customizab le policies for provizioning host
regources to virtual machines

o support for modeling and =imulation of application
containers

o support for modeling and =irmulation of energy-asware
com putational respuwrces

o support for modeling and =irmulation of data center network
topologies and mezzage-paszing applications

o suppoit for modeling and =imulation of federated clonds

o suppoit for dynamic inzertion of zimulation elements=, ztop
and rezume of zimulation

o support for user-defined policies for allocation of hosts
to virtual machines and policies for allocation of host
rezources to wrtual machines
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CLOUD SERVICES



SAAS(Software as a Service)

The traditional model of software distribution, in which software is purchased
for and installed on personal computers, is sometimes referred to as Software-
as-a-Product. Software-as-a-Service is a software distribution model in which
applications are hosted by a vendor or service provider and made available to
customers over a network, typically the Internet.

SaaS is becoming an increasingly prevalent delivery model as underlying
technologies that support web services and service-oriented architecture (SOA)
mature and new developmental approaches become popular. SaasS is also often
associated with a pay-as-you-go subscription licensing model. Meanwhile,
broadband service has become increasingly available to support user access
from more areas around the world.

The huge strides made by Internet Service Providers (ISPs) to increase
bandwidth, and the constant introduction of ever more powerful
microprocessors coupled with inexpensive data storage devices, is providing a
huge platform for designing, deploying, and using software across all areas of
business and personal computing.

Saa$S applications also must be able to interact with other data and other
applications in an equally wide variety of environments and platforms. SaaS is
closely related to other service delivery models we have described. IDC
identifies two slightly different delivery models for SaaS. The hosted
application management model is similar toan Application Service Provider
(ASP) model. Here, an ASP hosts commercially available software for
customers and delivers it over the Internet.

The other model is a software on demand model where the provider gives
customers network-based access to a single copy of an application created
specifically for SaaS distribution. IDC predicted that SaaS would make up 30%
of the software market by 2007 and would be worth $10.7 billion by the end of
20009.

Saa$S is most often implemented to provide business software functionality to
enterprise customers at a low cost while allowing those customers to obtain the
same benefits of commercially licensed, internally operated software without
the associated complexity of installation, management, support, licensing, and
high initial cost.

Most customers have little interest in the how or why of software
implementation, deployment, etc., but all have a need to use software in their
work. Many types of software are well suited to the SaaS model (e.g.,
accounting, customer relationship management, email software, human
resources, I T security, IT service management, video conferencing, web
analytics, web content management).



The distinction between SaaS and earlier applications delivered over the
Internet is that SaaS solutions were developed specifically to work within a web
browser. The architecture of SaaS-based applications is specifically designed to
support many concurrent users (multitenancy) at once. This is a big difference
from the traditional client/server or application service provider (ASP)based
solutions that cater to a contained audience. SaaS providers, on the other hand,
leverage enormous economies of scale in the deployment, management,
support, and maintenance of their offerings.

SaaS Implementation Issues

Many types of software components and applications frameworks may be
employed in the development of SaasS applications. Using new technology
found in these modern components and application frameworks can drastically
reduce the time to market and cost of converting a traditional on-premises
product into a SaasS solution.

According to Microsoft, SaaS architectures can be classified into one of four
maturity levels whose key attributes are ease of configuration, multitenant
efficiency, and scalability. Each level is distinguished from the previous one by
the addition of one of these three attributes. The levels described by Microsoft
are as follows.

e SaaS Architectural Maturity Level 1—Ad-Hoc/Custom. The first level
of maturity is actually no maturity at all. Each customer has a unique,
customized version of the hosted application. The application runs its
own instance on the host’s servers. Migrating a traditional non-networked
or client-server application to this level of SaaS maturity typically
requires the least development effort and reduces operating costs by
consolidating server hardware and administration.

e SaaS Architectural Maturity Level 2—Configurability.The second
level of SaaS maturity provides greater program flexibility through
configuration metadata. At this level, many customers can use separate
instances of the same application. This allows a vendor to meet the
varying needs of each customer by using detailed configuration options. It
also allows the vendor to ease the maintenance burden by being able to
update a common code base.

e SaaS Architectural Maturity Level 3—Multitenant Efficiency. The
third maturity level adds multitenancy to the second level. This results in
a single program instance that has the capability to serve all of the
vendor’s customers. This approach enables more efficient use of server
resources without any apparent difference to the end user, but ultimately
this level is limited inits ability to scale massively.

e SaaS Architectural Maturity Level 4—Scalable. At the fourth SaaS
maturity level, scalability is added by using a multitiered architecture.
This architecture is capable of supporting a load-balanced farm of



identical application instances running on a variable number of servers,
sometimes in the hundreds or even thousands. System capacity can be
dynamically increased or decreased to match load demand by adding or
removing servers, with no need for further alteration of application
software architecture

Characteristics of SaaS

Deploying applications in a service-oriented architecture is a more complex
problem than is usually encountered in traditional models of software
deployment. As a result, SaaS applications are generally priced based on the
number of users that can have access to the service. There are often additional
fees for the use of help desk services, extra bandwidth, and storage. SaaS
revenue streams to the vendor are usually lower initially than traditional
software license fees. However, the trade-off for lower license fees is a monthly
recurring revenue stream, which is viewed by most corporate CFOs as a more
predictable gauge of how the business is faring quarter to quarter. These
monthly recurring charges are viewed much like maintenance fees for licensed
software.

The key characteristics of SaaS software are the following:

e Network-based management and access to commercially available
software from central locations rather than at each customer’s site,
enabling customers to access applications remotely via the Internet.

e Application delivery from a one-to-many model (single-instance,
multitenant architecture), as opposed to a traditional one-to-one model.

e Centralized enhancement and patch updating that obviates any need for
downloading and installing by a user. SaaS is often used in conjunction
with a larger network of communications and collaboration software,
sometimes as a plug-in to a PaaS architecture.

Benefits of the SaaS Model

Application deployment cycles inside companies can take years, consume
massive resources, and yield unsatisfactory results. Although the initial decision
to relinquish control is a difficult one, itis one that can lead to improved
efficiency, lower risk, and a generous return on investmen

An increasing number of companies want to use the SaaS model for corporate
applications such as customer relationship management and those that fall under
the Sarbanes-Oxley Act compliance umbrella (e.g., financial recording and
human resources).

The SaaS model helps enterprises ensure that all locations are using the correct
application version and, therefore, that the format of the data being recorded and
conveyed is consistent, compatible, and accurate.



By placing the responsibility for an application onto the doorstep of a SaaS
provider, enterprises can reduce administration and management burdens they
would otherwise have for their own corporate applications.
SaaS also helps to increase the availability of applications to global locations.
SaaS$S also ensures that all application transactions are logged for compliance
purposes. The benefits of SaaS to the customer are very clear:
e Streamlined administration
e Automated update and patch management services
e Data compatibility across the enterprise (all users have the same version
of software)
o Facilitated, enterprise-wide collaboration
Global accessibility

PAAS(PIatform as a Service)

Cloud computing has evolved to include platforms for building and running
custom web-based applications, a concept known as Platform-as-aService. PaaS
is an outgrowth of the SaaS application delivery model.

The PaaS model makes all of the facilities required to support the complete life
cycle of building and delivering web applications and services entirely available
from the Internet, all with no software downloads or installation for developers,
IT managers, or end users.

Unlike the 1aaS model, where developers may create a specific operating system
instance with homegrown applications running, PaaS developers are concerned
only with webbased development and generally do not care what operating
system is used.

PaaS services allow users to focus on innovation rather than complex
infrastructure. Organizations can redirect a significant portion of their budgets
to creating applications that provide real business value instead of worrying
about all the infrastructure issues in a roll-your-own delivery model.

The PaaS model is thus driving a new era of mass innovation. Now, developers
around the world can access unlimited computing power. Anyone with an
Internet connection can build powerful applications and easily deploy them to
users globally.

The Traditional On-Premises Model

The traditional approach of building and running on-premises applications has
always been complex, expensive, and risky. Building your own solution has
never offered any guarantee of success. Each application was designed to meet
specific business requirements. Each solution required a specific set of
hardware, an operating system, a database, often a middleware package, email
and web servers, etc.

Once the hardware and software environment was created, a team of developers
had to navigate complex programming development platforms to build their



applications. Additionally, a team of network, database, and system
management experts was needed to keep everything up and running. Inevitably,
a business requirement would force the developers to make a change to the
application. The changed application then required new test cycles before being
distributed.
Large companies often needed specialized facilities to house their data centers.
Enormous amounts of electricity also were needed to power the servers as well
as to keep the systems cool. Finally, all of this required use of fail-over sites to
mirror the data center so that information could be replicated in case of a
disaster. Old days, old ways—now, let’s fly into the silver lining of todays
cloud.

The New Cloud Model
PaaS offers a faster, more cost-effective model for application development and
delivery. PaaS provides all the infrastructure needed to run applications over the
Internet. Such is the case with companies such as Amazon.com, eBay, Google,
ITunes, and YouT ube. The new cloud model has made it possible to deliver
such new capabilities to new markets via the web browsers.
PaaS is based on a metering or subscription model, so users pay only for what
they use. PaaS offerings include workflow facilities for application design,
application development, testing, deployment, and hosting, as well as
application services such as virtual offices, team collaboration, database
integration, security, scalability, storage, persistence, state management,
dashboard instrumentation, etc.
Key Characteristics of PaaS

1. Chief characteristics of PaaS include services to develop, test, deploy,
host, and manage applications to support the application development life
cycle.

2. Web-based user interface creation tools typically provide some level of
support to simplify the creation of user interfaces, based either on
commonstandards such as HTML and JavaScript or on other, proprietary
technologies.

3. Supporting a multitenant architecture helps to remove developer concerns
regarding the use of the application by many concurrent users.

4. PaaS providers often include services for concurrency management,
scalability, fail-over and security.

5. Another characteristic is the integration with web services and databases.

6. Support for Simple Object Access Protocol (SOAP) and other interfaces
allows Paa$S offerings to create combinations of web services (called
mashups) as well as having the ability to access databases and reuse
services maintained inside private networks.

7. The ability to form and share code with ad-hoc, predefined, or distributed
teams greatly enhances the productivity of PaaS offerings. Integrated



PaaS offerings provide an opportunity for developers to have much
greater insight into the inner workings of their applications and the
behavior of their users by implementing dashboard-like tools to view the
inner workings based on measurements such as performance, number of
concurrent accesses, etc. Some PaaS offerings leverage this
instrumentation to enable pay-per-use billing models.

Infrastructure-as-a-Service (laaS)

According to the online reference Wikipedia, Infrastructure-as-a-Service (l1aaS)
is the delivery of computer infrastructure (typically a platform virtualization
environment) as a service.laaS leverages significant technology, services, and
data center investments to deliver IT as a service to customers. Unlike
traditional outsourcing, which requires extensive due diligence, negotiations ad
infinitum, and complex, lengthy contract vehicles, IaaS is centered around a
model of service delivery that provisions a predefined, standardized
infrastructure specifically optimized for the customer’s applications. Simplified
statements of work and a la carte service-level choices make it easy to tailor a
solution to a customer’s specific application requirements. [aaS providers
manage the transition and hosting of selected applications on their
infrastructure. Customers maintain ownership andmanagement of their
application(s) while off-loading hosting operations and infrastructure
management to the laaS provider. Provider-owned implementations typically
include the following layered components:
1. Computer hardware (typically set up as a grid for massive
horizontal scalability)
2. Computer network (including routers, firewalls, load balancing,
etc.
3. Inte)rnet connectivity (often on OC 192 backbones4)
4. Platform virtualization environment for running client-specified
virtual machines
5. Service-level agreements

6. Utility computing billing
Rather than purchasing data center space, servers, software, network equipment,
etc., l1aaS customers essentially rent those resources as a fully outsourced
service. Usually, the service is billed on a monthly basis, just like a utility
company bills customers. The customer is charged only for resources
consumed. The chief benefits of using this type of outsourced service include:
1. Ready access to a preconfigured environment that is generally ITIL-based
(The Information Technology Infrastructure Library [ITIL]isa
customized framework of best practices designed to promote quality
computing services in the I T sector.)
2. Use of the latest technology for infrastructure equipment
3. Secured, “sand-boxed” (protected and insulated) computing platforms
that are usually security monitored for breaches
4. Reduced risk by having off-site resources maintained by third parties



5. Ability to manage service-demand peaks and valleys

. Lower costs that allow expensing service costs instead of making capital
investments

7. Reducedtime, cost, and complexity in adding new features or capabilities

Modern On-Demand Computing
On-demand computing is an increasingly popular enterprise model in which
computing resources are made available to the user as needed. Computing
resources that are maintained on a user’s site are becoming fewer and fewer,
while those made available by a service provider are on the rise.
The on-demand model evolved to overcome the challenge of being able to meet
fluctuating resource demands efficiently. Because demand for computing
resources can vary drastically from one time to another, maintaining sufficient
resources to meet peak requirements can be costly.
Overengineering a solution can be just as adverse as a situation where the
enterprise cuts costs by maintaining only minimal computing resources,
resulting in insufficient resources to meet peak load requirements.
Concepts such as clustered computing, grid computing, utility computing, etc.,
may all seem very similar to the concept of on-demand computing, but they can
be better understood if one thinks of them as building blocksthat evolved over
time and with techno-evolution to achieve the modern cloud computing model
we think of and use today
One example we will examine is Amazon’s Elastic Compute Cloud (Amazon
EC2). This is a web service that provides resizable computing capacity in the
cloud. It is designed to make web-scale computing easier for developers and
offers many advantages to customers:

1. It’s web service interface allows customers to obtain and configure
capacity with minimal effort.

2. It provides users with complete control of their (leased) computing
resources and lets them run on a proven computing environment.

3. It reduces the time required to obtain and boot new server instances to
minutes, allowing customers to quickly scale capacity as their computing
demands dictate.

4. It changes the economics of computing by allowing clients to pay only
for capacity they actually use.

5. It provides developers the tools needed to build failure-resilient
applications and isolate themselves from common failure scenarios.

Amazon’s Elastic Cloud

Amazon EC2 presents a true virtual computing environment, allowing

clients to use a web-based interface to obtain and manage services needed to

launch one or more instances of a variety of operating systems (OSs).

Clients can load the OS environments with their customized applications.

They can manage their network’s access permissions and run as many or as

few systems as needed.

In order to use Amazon EC2, clients first need to create an Amazon Machine

Image (AMI). This image contains the applications, libraries, data, and

associated configuration settings used in the virtual computing environment.

Amazon EC2 offers the use of preconfigured images built with templates to

getup and running immediately. Once users have defined and configured

»



their AMI, they use the Amazon EC2 tools provided for storing the AMI by
uploading the AMI into Amazon S3.

Amazon S3 is a repository that provides safe, reliable, and fast access to a
client AMI. Before clients can use the AMI, they must use the Amazon EC2
web service to configure security and network access.

Using Amazon EC2 to Run Instances

During configuration, users choose which instance type(s) and operating
system they want to use. Available instance types come in two distinct
categories, Standard or High-CPU instances. Most applications are best
suited for Standard instances, which come in small, large, and extra-large
instance platforms. High-CPU instances have proportionally more CPU
resources than random-access memory (RAM) and are well suited for
compute-intensive applications. With the High-CPU instances, there are
medium and extra large platforms to choose from.

After determining which instance to use, clients can start, terminate, and
monitor as many instances of their AMI as needed by using web service
Application Programming Interfaces (APIs) or a wide variety of other
management tools that are provided with the service.

Users are able to choose whether they want to run in multiple locations, use
static IP endpoints, or attach persistent block storage to any of their
instances, and they pay only for resources actually consumed. They can also
choose from a library of globally available AMIs that provide useful
instances. For example, if all that is needed is a basic Linux server, clients
can choose one of the standard Linux distribution AMIs.

Monitoring-as-a-Service (MaaS)

Monitoring-as-a-Service (MaaS) is the outsourced provisioning of security,
primarily on business platforms that leverage the Internet to conduct
business.MaaS has become increasingly popular over the last decade. Since the
advent of cloud computing, its popularity has, grown even more. Security
monitoring involves protecting an enterprise or government client from cyber
threats.

A security team plays a crucial role in securing and maintaining the
confidentiality, integrity, and availability of IT assets. However, time and
resource constraints limit security operations and their effectiveness for most
companies. This requires constant vigilance over the security infrastructure and
critical information assets.

Many industry regulations require organizations to monitor their security
environment, server logs, and other information assets to ensure the integrity of
these systems. However, conducting effective security monitoring can be a
daunting task because it requires advanced technology, skilled security experts,
and scalable processes—none of which come cheap.

MaaS security monitoring services offer real-time, 24/7 monitoring and nearly
immediate incident response across a security infrastructure—they help to
protect critical information assets of their customers. Prior to the advent of
electronic security systems, security monitoring and response were heavily



dependent on human resources and human capabilities, which also limited the
accuracy and effectiveness of monitoring efforts.

Over the past two decades, the adoption of information technology into facility
security systems, and their ability to be connected to security operations centers
(SOCs) via corporate networks, has significantly changed that picture. This
means two important things: (1) The total cost of ownership (TCO) for
traditional SOCs is much higher than for a modern-technology SOC; and (2)
achieving lower security operations costs and higher security effectiveness
means that modern SOC architecture must use security and IT technology to
address security risks.

Protection Against Internal and External Threats SOC-based security
monitoring services can improve the effectiveness of a customer security
infrastructure by actively analyzing logs and alerts from infrastructure devices
around the clock and in real time.

Monitoring teams correlate information from various security devices to
provide security analysts with the data they need to eliminate false positives and
respond to true threats against the enterprise. Having consistent access to the
skills needed to maintain the level of service an organization requires for
enterprise-level monitoring is a huge issue.

The information security team can assess system performance on a periodically
recurring basis and provide recommendations for improvements as needed.
Typical services provided by many MaaS vendors are described below.

Early Detection

An early detection service detects and reports new security vulnerabilities
shortly after they appear. Generally, the threats are correlated with thirdparty
sources, and an alert or report is issued to customers. This report is usually sent
by email to the person designated by the company. Security vulnerability
reports, aside from containing a detailed description of the vulnerability and the
platforms affected, also include information on the impact the exploitation of
this vulnerability would have on the systems or applications previously selected
by the company receiving the report. Most often, the report also indicates
specific actions to be taken to minimize the effect of the vulnerability, if that is
known.

Platform, Control, and Services Monitoring

Platform, control, and services monitoring is often implemented as a dashboard
interface10 and makes it possible to know the operational status of the platform
being monitored at any time. It is accessible from a web interface, making
remote access possible. Each operational element that is monitored usually
provides an operational status indicator, always taking into accountthe critical
impact of each element. This service aids in determining which elements may
be operating at or near capacity or beyond the limits of established parameters.
By detecting and identifying such problems, preventive measures can be taken
to prevent loss of service.

Intelligent Log Centralization and Analysis

Intelligent log centralization and analysis is a monitoring solution based mainly
on the correlation and matching of log entries. Such analysis helps to establish a
baseline of operational performance and provides an index of security threat.
Alarms can be raised in the event an incident moves the established baseline



parameters beyond a stipulated threshold. These types of sophisticated tools are
used by a team of security experts who are responsible for incident response
once such a threshold has been crossed and the threat has generated an alarm or
warning picked up by security analysts monitoring the systems.
Vulnerabilities Detection and Management

Vulnerabilities detection and management enables automated verification and
management of the security level of information systems. The service
periodically performs a series of automated tests for the purpose of identifying
system weaknesses that may be exposed over the Internet, including the
possibility of unauthorized access to administrative services, the existence of
services that have not been updated, the detection of vulnerabilities such as
phishing, etc. The service performs periodic follow-up of tasks performed by
security professionals managing information systems security and provides
reports that can be used to implement a plan for continuous improvement of the
system’s security level.

Continuous System Patching/Upgrade and Fortification

Security posture is enhanced with continuous system patching and upgrading of
systems and application software. New patches, updates, and service packs for
the equipment’s operating system are necessary to maintain adequate security
levels and support new versions of installed products. Keeping abreast of all the
changes to all the software and hardware requires a committed effort to stay
informed and to communicate gaps in security that can appear in installed
systems and applications.

Intervention, Forensics, and Help Desk Services

Quick intervention when a threat is detected is crucial to mitigating the effects
of a threat. This requires security engineers with ample knowledge in the
various technologies and with the ability to support applications as well as
infrastructures on a 24/7 basis. Maas platforms routinely provide this service to
their customers. When a detected threat is analyzed, it often requires forensic
analysis to determine what it is, how much effort it will take to fix the problem,
and what effects are likely to be seen. When problems are encountered, the first
thing customers tend to do is pick up the phone. Help desk services provide
assistance on questions or issues about the operation of running systems. This
service includes assistance in writing failure reports, managing operating
problems, etc.

Delivering Business Value

Some consider balancing the overall economic impact of any build-versusbuy
decision as a more significant measure than simply calculating a return on
investment (ROI). The key cost categories that are most often associated with
MaasS are (1) service fees for security event monitoring for all firewalls and
intrusion detection devices, servers, and routers; (2) internal account
maintenance and administration costs; and (3) preplanning and development
Costs.

Based on the total cost of ownership, whenever a customer evaluates the option
of an in-house security information monitoring team and infrastructure
compared to outsourcing to a service provider, it does not take long to realize
that establishing and maintaining an in-house capability is not as attractive as
outsourcing the service to a provider with an existing infrastructure. Having an



in-house security operations center forces a company to deal with issues such as
staff attrition, scheduling, around the clock operations, etc.

Losses incurred from external and internal incidents are extremely significant,
as evidenced by a regular stream of high-profile cases in the news. The
generally accepted method of valuing the risk of losses from external and
internal incidents is to look at the amount of a potential loss, assume a
frequency of loss, and estimate a probability for incurring the loss. Although
this method is not perfect, it provides a means for tracking information security
metrics. Risk is used as a filter to capture uncertainty about varying cost and
benefit estimates.

If a risk-adjusted ROI demonstrates a compelling business case, it raises
confidence that the investment is likely to succeedbecause the risks that threaten
the project have been considered and quantified. Flexibility represents an
investment in additional capacity or agility today that can be turned into future
business benefits at some additional cost. This provides an organization with the
ability to engage in future initiatives, but not the obligation to do so. The value
of flexibility is unique to each organization, and willingness to measure its value
varies from company to company.

Real-Time Log Monitoring Enables Compliance

Security monitoring services can also help customers comply with industry
regulations by automating the collection and reporting of specific events of
interest, such as log-in failures. Regulations and industry guidelines often
require log monitoring of critical servers to ensure the integrity of confidential
data. MaasS providers’ security monitoring services automate this
timeconsuming process.

Communication-as-a-Service (CaaS)

CaaS is an outsourced enterprise communications solution. Providers of this
type of cloud-based solution (known as CaaS vendors) are responsible for the
management of hardware and software required for delivering Voice over IP
(VolP) services, Instant Messaging (IM), and video conferencing capabilities to
their customers. This model began its evolutionary process from within the
telecommunications (Telco) industry, not unlike how the SaaS model arose
from the software delivery services sector. CaaS vendors are responsible for all
of the hardware and software management consumed by their user base. CaaS
vendors typically offer guaranteed quality of service (QoS) under a service-level
agreement (SLA).

A CaaS model allows a CaaS provider’s business customers to selectively
deploy communications features and services throughout their company on a
pay-as-you-go basis for service(s) used. CaaS is designed on a utility-like
pricing model that provides users with comprehensive, flexible, and (usually)
simple-to-understand service plans. According to Gartner,1 the CaaS market is
expected to total $2.3 billion in 2011, representing a compound annual growth
rate of more than 105% for the period.



Caas service offerings are often bundled and may include integrated access to
traditional voice (or VolIP) and data, advanced unified communications
functionality such as video calling, web collaboration, chat, realtime presence
and unified messaging, a handset, local and long-distance voice services, voice
mail, advanced calling features (such as caller ID, threeway and conference
calling, etc.) and advanced PBX functionality. A CaaS solution includes
redundant switching, network, POP and circuit diversity, customer premises
equipment redundancy, and WAN fail-over that specifically addresses the needs
of their customers. All VoIP transport components are located in geographically
diverse, secure data centers for high availability and survivability.

Caas offers flexibility and scalability that small and medium-sized business
might not otherwise be able to afford. CaaS service providers are usually
prepared to handle peak loads for their customers by providing servicescapable
of allowing more capacity, devices, modes or area coverage as their customer
demand necessitates. Network capacity and feature sets can be changed
dynamically, so functionality keeps pace with consumer demand and provider-
owned resources are not wasted. From the service provider customer’s
perspective, there is very little to virtually no risk of the service becoming
obsolete, since the provider’s responsibility is to perform periodic upgrades or
replacements of hardware and software to keep the platform technologically
current.

CaaS requires little to no management oversight from customers. It eliminates
the business customer’s need for any capital investment in infrastructure, and it
eliminates expense for ongoing maintenance and operations overhead for
infrastructure. With a CaasS solution, customers are able to leverage enterprise-
class communication services without having to build a premises-based solution
of their own. This allows those customers to reallocate budget and personnel
resources to where their business can best use them.

Advantages of CaaS

From the handset found on each employee’s desk to the PC-based software
client on employee laptops, to the VolP private backbone, and all modes in
between, every component ina CaaS solution is managed 24/7 by the CaaS
vendor. As we said previously, the expense of managing a carrier-grade data
center is shared across the vendor’s customer base, making it more economical
for businesses to implement Caas than to build their own VolIP network. Let’s
look as some of the advantages of a hosted approach for Caas.

Hosted and Managed Solutions

Remote management of infrastructure services provided by third parties once

seemed an unacceptable situation to most companies. However, over the past
decade, with enhanced technology, networking, and software, the attitude has
changed. This is, in part, due to cost savings achieved in using those services.
However, unlike the “one-off” services offered by specialist providers, CaaS



delivers a complete communications solution that is entirely managed by a
single vendor. Along with features such as VolP and unified communications,
the integration of core PBX features with advanced functionality is managed by
one vendor, who is responsible for all of the integration and delivery of services
to users.

Fully Integrated, Enterprise-Class Unified Communications

With CaaS, the vendor provides voice and data access and manages LAN/
WAN, security, routers, email, voice mail, and data storage. By managing the
LAN/WAN, the vendor can guarantee consistent quality of service from a user’s
desktop across the network and back. Advanced unified communications
features that are most often a part of a standard CaaS deploymentinclude

= Chat

= Multimedia conferencing

= Microsoft Outlook integration

= Real-time presence

= “Soft” phones (software-based telephones)

= Video calling

* Unified messaging and mobility
Providers are constantly offering new enhancements (in both performance and

features) to their CaaS services. The development process and subsequent
introduction of new features in applications is much faster, easier, and more
economical than ever before. This is, in large part, because the service provider
is doing work that benefits many end users across the provider’s scalable
platform infrastructure. Because many end users of the provider’s service
ultimately share this cost (which, from their perspective, is miniscule compared
to shouldering the burden alone), services can be offered to individual
customers at a cost that is attractive to them.

No Capital Expenses Needed

When business outsource their unified communications needs to a CaaS service
provider, the provider supplies a complete solution that fits the company’s exact
needs. Customers pay a fee (usually billed monthly) for what they use.
Customers are not required to purchase equipment, so there is no capital outlay.
Bundled in these types of services are ongoing maintenance and upgrade costs,
which are incurred by the service provider. The use of CaaS services allows
companies the ability to collaborate across any workspace. Advanced
collaboration tools are now used to create high-quality, secure, adaptive work
spaces throughout any organization. This allows a company’s workers, partners,
vendors, and customers to communicate and collaborate more effectively.
Better communication allows organizations to adapt quickly to market changes
and to build competitive advantage. CaaS can also accelerate decision making
within an organization. Innovative unified communications capabilities (such as
presence, instant messaging, and rich media services) help ensure that
information quickly reaches whoever needs it.

Flexible Capacity and Feature Set



When customers outsource communications services to a CaaS provider, they
pay for the features they need when they need them. The service provider can
distribute the cost services and delivery across a large customer base. As
previously stated, this makes the use of shared feature functionality more
economical for customers to implement. Economies of scale allow service
providers enough flexibility that they are not tied to a single vendor investment.
They are able to leverage best-of-breed providers such as Avaya, Cisco, Juniper,
Microsoft, Nortel and ShoreTel more economically than any independent
enterprise.

No Risk of Obsolescence

Rapid technology advances, predicted long ago and known as Moore’s law,2
have brought about product obsolescence in increasingly shorter periods of
time. Moore’s law describes a trend he recognized that has held true since the
beginning of the use of integrated circuits (ICs) in computing hardware. Since
the invention of the integrated circuit in 1958, the number of transistors that can
be placed inexpensively on an integrated circuit has increased exponentially,
doubling approximately every two years.
Unlike IC components, the average life cycles for PBXs and key
communications equipment and systems range anywhere from five to 10 years.
With the constant introduction of newer models for all sorts of technology (PCs,
cell phones, video software and hardware, etc.), these types of products now
face much shorter life cycles, sometimes as short as a single year. CaaS vendors
must absorb this burden for the user by continuously upgrading the equipment
in their offerings to meet changing demands in the marketplace.
No Facilities and Engineering Costs Incurred
e CaaS providers host all of the equipment needed to provide their services
to their customers, virtually eliminating the need for customers to
maintain data center space and facilities. There is no extra expense for the
constant power consumption that such a facility would demand.
Customers receive the benefit of multiple carrier-grade data centers with
full redundancy—and it’s all included in the monthly payment.
Guaranteed Business Continuity
o If a catastrophic event occurred at your business’s physical location,
would your company disaster recovery plan allow your business to
continue operating without a break? If your business experienced a
serious or extended communications outage, how long could your
company survive? For most businesses, the answer is “not long.”
Distributing risk by using geographically dispersed data centers has
become the norm today. It mitigates risk and allows companiesin a
location hit by a catastrophic event to recover as soon as possible.
e This process is implemented by CaaS providers because most companies
don’t even contemplate voice continuity if catastrophe strikes. Unlike
data continuity, eliminating single points of failure for a voice network is



usually cost-prohibitive because of the large scale and management
complexity of the project.

e With a CaaS solution, multiple levels of redundancy are built into the
system, with no single point of failure.

Caal is an oursourced enterprise communications soludon. Providers of
this type of cloud-based salurtion (known as CaaS vendors) are respanzible
for the management of hardware and software required for delivering Voice
over [P (VolP) services, Instant h‘f:asa.gin.g {IM), and video mnf«:rencing
capabilities to their customers. This model began its evolutionary process
from within the telecommunications {Teloo) industry, not unlike how the

Saa8 model arose from the software delivery services sector. CaaS vendors
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by their user base. (Caa8 vendors rypically offer guaranteed quality of service
((Q0S) under a service-level agreement (SLA).

A Caal model allows a Caal provider’s business costomers m “I:':':I""':[T
deploy communications features and services throughour their company on
a pay-as-you-go basis for servicel(s) used. CaaS is designed on a urificy-like
pricing model thar provides users with comprehensive, flexible, and (usu-
:ll.[}":l simp]-::-m—u.nd::m.ud service pla.ns. .."Lv:v:n:d.i.ng to C.l:tncr,l the Caas
market is expected to rotal £2.3 billion in 2011, representing a compound
annual grewth rare of more than 105% for the periad.

Caa$ service offerings are often bundled and may include inregrared
access 1o traditional voice (or VolP) and dara, advanced unified communi-
cations functionality such as video calling, web collaboration, char, real-
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way and conference calling, etc.) and advanced PBX funcrionality. A Caal
solution includes redundant switching, nerwark, POP and circuir diversicy,
customer premises equipment redundancy, and WAN fal-over char specih-
cally addresses the needs of their customers. All VolP rransport components
are locared in geographically diverse, secure dara cenrers for high availabilicy
and survivability.

Caa$ offers Aexibility and scalability thar small and medium-sized husi-
ness might not otherwise be able to afford. Caa5 service providers are usu.
ally prepared 1o handle peak loads for their customers by providing services

capable of allowing more capacity, devices, modes or area coverage as their
customer demand necessivares, Network capacity and feature sers can be
changed dynamically, so funcrionality keeps pace with consumer demand
and provider-owned resources are not wasted. From the service provider



customer’s perspective, there is very linle to virmally no risk of the service
becoming obsolete, since the providers esponsibility is to perform periodic
upgrades or replacements of hardware and software to keep the pladorm

technologically current.

CaaS requires lirtle ro no management oversighe from cusromers. [
eliminates the business customer’s need for any capital investment in infra-
structure, and it eliminates expense for onpoing maintenance and opera-
tons overhead for infrasorucure. With a Caa5 solution, customers are able
e leverage enterprise-class communicarion services withour having o
build a premises-based solution of their own. This allows those customers
to reallocare budget and personnel resources to where their business can
best use them.

ADVANTAGES OF CAAS

Flexible Capacity and Feature Set

When customers outsource communications services to a CaaS provider,
they pay for the features they need when they need them. The service pro-
vider can distribure the cosr services and delix’nﬂ'}r across 2 large cnstomer
base. As previously stated, this makes the usc of shared fearure funcoonalicy
more economical for customers to implement. Economies of scale allow ser-
vice providers enough fexibility thar they are not tied w a single vendor
investment. | hey are able to leverage best-of-breed providers such as Avaya,
Cisco, Juniper, Microsobt, Nortel and Shore'lel more economically than any
independent entecprise.

Hosted and Managed Solutions

Remote management of infrastructure services prm'i'rlﬂl by third partics
once seemed an unacceprable simuation to most companies. However, over
the past decade, with enhanced technology, networking, and sofrware, the
atiimade has changed. This 1s, in part, due o cost savings achicved in using
those services. However, unlike the “one-off” services offered by specialise
providers, CaaS delivers a complere communications soluron thar is
entirely managed by a single vendor. Along with fearures such as VolIP? and
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advanced functonality is managed by one vendor, who is responsible for all
of the integration and delivery of services 1o users.



Mo Risk of Obsolescence

Rapid rechnology advances, predicred long ago and known as Moore's law,”
have brought about product obsolescence in increasingly shorter periods of
time. Moores law describes a trend he recognized that has held true since
the bepinning of the use of integrated circuits (ICs) in computing hardware.
Since the invenrion of the integrared cirenir in 1958, the number of rransis-
tors that can be placed inexpensively on an integrared circuit has increased
exponentially, doubling apprommarely every owo years.

Unlike 1C components, the average life cycles For PBXs and key com-
munications equipment and systems range anywhere from fve to 10 years.
Wirh the constant introduction of newer models for all sares of rechnolagy
(PCs, cell phones, video software and hardware, etc.), these types of prod-
ucts now face much shorter lite oycles, sometimes as short as a single year.
CaaS vendors must absorb this burden for the user by continuously
upgrading the equipment in their offerings to meet changing demands in
the marketplace.

CGuaranteed Business Continuily

If a catastrophic event occurred at your businesss physical location, would
YOUT COMPany disaster ECOVEry pl:m allow your business to continue oper-
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COmMMmuUnicarions numg: how long could your company survive? For most
businesses, the answer is “not long.” Duu:butmg risk by using geographi-
cally dispersed dara centers has become the norm roday. Tt mirigaces risk and
allows companies in a location hit by a camstrophic evenr 1o recover as soon
as possible. This process is implemenced by CaaS providers becanse most
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complexity of the project. With a Caal solution, multiple levels of redun-
dancy are built into the system, with no single point of failure.

No Facilities and Engineering Costs Incurred

Caas providers host all of the equipment needed 1o provide their services 1o
their customers, virtually eliminaning the need for cuscomers o mainiain
data center space and facilities. There is no extra expense for the constan:
power consumption that such a facility would demand. Customers receive
the benefit of multiple carrier-grade data centers with full redundancy—and
it’s all included in the monthly payment.
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UNIT - III

COLLABORATING USING
CLOUD SERVICES



CUSTOMER RELATIONS MANAGEMENT

Customer relationship management (CRM) is an approach to managing a
company's interaction with current and potential customers. It uses data
analysis about customers' history with a company to improve business
relationships with customers, specifically focusing on customer retention and
ultimately driving sales growth.

One important aspect of the CRM approach is the systems of CRM that
compile data from a range of different communication channels, including a
company's website, telephone, email, live chat, marketing materials and more
recently, social media. Through the CRM approach and the systems used to
facilitate it, businesses learn more about their target audiences and how to best
cater to their needs.

Types
Strategic

Strategic CRM is concentrated upon the development of a customer-centric
business culture.

Operational

The primary goal of customer relationship management systems is to integrate
and automate sales, marketing, and customer support. Therefore, these systems
typically have a dashboard that gives an overall view of the three functions on
a single customer view, a single page for each customer that a company may
have. The dashboard may provide client information, past sales, previous
marketing efforts, and more, summarizing all of the relationships between the
customer and the firm. Operational CRM is made up of 3 main components:
sales force automation, marketing automation, and service automation.

. Sales force automation works with all stages in the sales cycle, from initially
entering contact information to converting a prospective client into an actual
client. It implements sales promotion analysis, automates the tracking of a
client's account history for repeated sales or future sales and coordinates
sales, marketing, call centers, and retail outlets. It prevents duplicate efforts
between a salesperson and a customer and also automatically tracks all
contacts and follow-ups between both parties.

. Marketing automation focuses on easing the overall marketing process to
make it more effective and efficient. CRM tools with marketing automation
capabilities can automate repeated tasks, for example, sending out automated
marketing emails at certain times to customers, or posting marketing




information on social media. The goal with marketing automation is to turn a
sales lead into a full customer. CRM systems today also work on customer
engagement through social media.

. Service automation is the part of the CRM system that focuses on direct
customer service technology. Through service automation, customers are
supported through multiple channels such as phone, email, knowledge bases,
ticketing portals, FAQs, and more.

Analytical

The role of analytical CRM systems is to analyze customer data collected
through multiple sources and present it so that business managers can make
more informed decisions. Analytical CRM systems use techniques such as data
mining, correlation, and pattern recognition to analyze the customer data. These
analytics help improve customer service by finding small problems which can
be solved, perhaps by marketing to different parts of a consumer audience
differently.For example, through the analysis of a customer base's buying
behavior, a company might see that this customer base has not been buying a lot
of products recently. After scanning through this data, the company might think
to market to this subset of consumers differently, in order to best communicate
how this company's products might benefit this group specifically

Collaborative

The third primary aim of CRM systems is to incorporate external stakeholders
such as suppliers, vendors, and distributors, and share customer information
across groups/departments and organisations. For example, feedback can be
collected from technical support calls, which could help provide direction for
marketing products and services to that particular customer in the future.

Customer Data Platform

A customer data platform (CDP) is a computer system used by marketing
departments that assembles data about individual people from various sources
into one database, with which other software systems can interact. As of
February 2017 there were about twenty companies selling such systems and
revenue for them was around US$300 million.

COMPONENTS

The main components of CRM are building and managing customer
relationships through marketing, observing relationships as they mature through
distinct phases, managing these relationships at each stage and recognizing that
the distribution of value of a relationship to the firm is not homogeneous.



When building and managing customer relationships through marketing, firms
might benefit from using a variety of tools to help organizational design,
incentive schemes, customer structures, and more to optimize the reach of its
marketing campaigns. Through the acknowledgement of the distinct phases of
CRM, businesses will be able to benefit from seeing the interaction of multiple
relationships as connected transactions.

The final factor of CRM highlights the importance of CRM through accounting
for the profitability of customer relationships. Through studying the particular
spending habits of customers, a firm may be able to dedicate different resources
and amounts of attention to different types of consumers.

Relational Intelligence, or awareness of the variety of relationships a customer
can have with a firm, is an important component to the main phases of CRM.

Companies may be good at capturing demographic data, such as gender, age,
income, and education, and connecting them with purchasing information to
categorize customers into profitability tiers, but this is only a firm's mechanical
view of customer relationships.

This therefore is a sign that firms believe that customers are still resources that
can be used for up-sell or cross-sell opportunities, rather than humans looking
for interesting and personalized interactions.

CRM systems include:

. Data warehouse technology, used to aggregate transaction information, to
merge the information with CRM products, and to provide key performance
indicators.

« Opportunity management which helps the company to manage unpredictable
growth and demand, and implement a good forecasting model to integrate
sales history with sales projections.

« CRM systems that track and measure marketing campaigns over multiple
networks, tracking customer analysis by customer clicks and sales.

. Some CRM software is available as a software as a service (SaaS), delivered
via the internet and accessed via a web browser instead of being installed on
a local computer. Businesses using the software do not purchase it, but
typically pay a recurring subscription fee to the software vendor.

o For small businesses a CRM system may consist of a contact manager
system that integrates emails, documents, jobs, faxes, and scheduling for
individual accounts. CRM systems available for specific markets (legal,
finance) frequently focus on event management and relationship tracking as
opposed to financial return on investment (ROI).

. CRM systems for eCommerce, focused on marketing automation tasks, like:
cart rescue, re-engage users with email, personalization.

« Customer-centric relationship management (CCRM) is a nascent sub-
discipline that focuses on customer preferences instead of customer
leverage. CCRM aims to add value by engaging customers in individual,
interactive relationships.



« Systems for non-profit and membership-based organizations help track
constituents, fundraising, sponsors' demographics, membership levels,
membership directories, volunteering and communication with individuals.

. CRM not only indicates to technology and strategy but also indicates to an
integrated approach which includes employees knowledge, organizational
culture to em-brass the CRM philosophy.
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BENEFITS OF COLLOBORATION

1. IMPROVED ORGANIZATION

With documents kept in a central, cloud-accessible location, employees can
work on a document without having to send an updated version (not to mention
trying to keep track of the latest version) to all the necessary team members.



2. HIGHER PARTICIPATION LEVELS

Allowing access to projects can lead to higher levels of employee participation.
With cloud collaboration, all ttam members have an equal opportunity to
provide input, and it can be done from wherever they are, at any time.

3. IMPROVED ACCESS TO LARGE FILES

Most email servers cannot handle documents larger than a few MB. When
dealing with large audio or video files that email servers can’t

accommodate, cloud computing solutions have the answer. Because you can
provide access to the cloud, where the large files are stored, there is no need to
send files. Through the cloud, there is no delay in receipt or distribution
dilemmas.

4. REAL-TIME UPDATES

Teams can work on projects without having to be in the same room, or even
country. Edits and updates appear in real time and can be accessed by everyone.
Any confusion over which version is the latest is eliminated with cloud
collaboration.

5. BETTER BRAINSTORMING

The cloud can become a brainstorming forum, allowing ideas to be shared and
productive conversations to take place. The cloud is an ideal medium to
facilitate better communication between staff and project managers, various
team members and other collaborators

6. REDUCED INVESTMENT

With cloud-based collaboration you only pay for the services you use. Unlike
the olden time used when companies used to deploy local systems, cloud-based
collaboration does that for you thus cutting a big percentage of expense. The
advantage on this is that if your employee number increases, you only need to
pay for extra users and if it reduces you can reduce a cut the cost.

Another evident advantage is when you are required to take over another project
from another team and you gain funding, you can assimilate new users into your
cloud platform.



7. SCALABILITY

In traditional based systems, if you need to increase the functions and capacities
of your system, you will have a lot of expense. This ranges from hardware
purchase, licensing, configurations and hiring consultants. With cloud-based
platform you will only need to scale your price and the support will all be done
for you.

8. HIGHER LEVELS OF PARTICIPATION

All employees want to be equal at something. Cloud collaboration benefits
allow all employees to have an input. Every employee will have access to
certain projects of which they can add their view anywhere and at any time.
With ideas that cannot be directly shared from the executives to the employees,
employees can have a chance to reach out to the whole institution without
having to fear or pass through too many protocols that can be discouraging.

9. LARGE FILES ARE EASY TO ACCESS

While working with emails and email servers. Larger files more than a few
megabytes cannot be handled. With cloud based collaboration platform; audios,
videos and large files are easy to share. Because there is storage in a cloud
server, there is no need to share or send your files. If you want anyone to get
your file they just go directly to the intended cloud storage and get the file
without delays.

10. UPDATES IN REAL TIME

Time zones and region are no longer a problem with cloud based collaboration.
Teams no longer have to be physically present as they can be anywhere in the
world. Updated edits and changes are real time for everyone. There is no earlier
or later version. The present document is the latest so teams can work from
there.

11. IMPROVED BRAINSTORM

When sharing ideas, project managers and other team members rarely have ease
in communication. Cloud-based collaboration is a solution to that as team
members can conduct brainstorming sessions to share ideas between themselves
and even with project managers and can come up with better ways of doing
project or find newer projects that may be profitable.




CRM MANAGEMENT

Cloud CRM (or CRM cloud) means any customer relationship
management (CRM) technology where the CRM software, CRM
tools and the organization's customer data resides in the cloud and is
delivered to end-users via the Internet (see "cloud computing").

Cloud CRM typically offers access to the application via Web-based tools
(or Web browser) logins where the CRM system administrator has
previously defined access levels across the organization.

Employees can log in to the CRM system, simultaneously, from any
Internet-enabled computer or device. Often, cloud CRM provide users
with mobile apps to make it easier to use the CRM on smartphones and
tablets.

BENEFITS OF CRM MANAGEMENT

One main benefit of CRM software delivered in the cloud is scalability. A
cloud-based system is designed to be flexible with expanding capacity so
a business can scale up (or down) their CRM depending on current
business needs.

Typically costs of the CRM, which is often based on the number of users
and storage requirements also scales up and down as you requirements
change. In most cases scaling up is as simple as contacting your cloud
CRM vendor and requesting changes to your implementation.

Cloud CRM is often a good choice for small businesses who lack the in-
house IT expertise to deploy, manage and upgrade an on-premises CRM
application.

With Cloud CRM the vendor is responsible for managing the software,
providing updates across the system and taking care of technical glitches,
bugs and other issues as they arise.

Other benefits of CRM in the cloud include integration with commonly
used office applications and email systems, integration with social data
(social CRM) and automatic data backups.



Customer_relationship_management (CRM) is a technology for managing all

your company’s relationships and interactions with customers and potential
customers. The goal is simple: Improve business relationships. A CRM system
helps companies stay connected to customers, streamline processes, and

improve profitability.

CRM system, a tool that helps with contact management, sales management,
productivity, and more.

A CRM solution helps you focus on your organization’s relationships with
individual people — including customers, service users, colleagues, or suppliers
— throughout your lifecycle with them, including finding new customers,
winning their business, and providing support and additional services

throughout the relationship.

A CRM system gives everyone — from sales, customer service, business
development, recruiting, marketing, or any other line of business — a better

way to manage the external interactions and relationships that drive success.

A CRM tool lets you store customer and prospect contact information, identify
sales opportunities, record service issues, and manage marketing campaigns, all
in one central location — and make information about every customer

interaction available to anyone at your company who might need it.

CRM can help_companies of all sizes drive business growth, and it can be

especially beneficial to a small business, where teams often need to find ways to

do more with less.

CRM FOR BUSINESS

Gartner predicts that by 2021, CRM will be the single largest revenue area of

spending in enterprise software. If your business is going to last, you know that



you need a strategy for the future. You have targets for sales, business

objectives, and profitability.

Marketers can use a CRM solution to better understand the pipeline of sales or
prospects coming in, making forecasting simpler and more accurate. You’ll
have clear visibility of every opportunity or lead, showing you a clear path from

inquiries to sales.

Some of the biggest gains in productivity can come from moving beyond CRM
as a sales and marketing tool, and embedding it in your business — from HR to

customer services and supply-chain management.

Though CRM systems have traditionally been used as sales and marketing tools,

customer service teams are seeing great benefits in using them.

A CRM platform lets you manage the inquiry across channels without losing

track, and gives sales, service, and marketing a single view of the customer.

EMAIL BASED CLOUD COMMUNICATION

e It was reported that nearly 90% of the companies surveved

worldwide were still using on-premises email (or some other
legacy option).

e For most businesses, email is one of the prime component
services provided by IT.

e Although traditionally an on-premises email environment or a
third-party hosted email solution, there has been an upsurge in
organizations moving to Cloud-based email over the last few

years.



BENEFITS OF EMAIL BASED CLOUD COMMUNICATION

Cost Savings

Cloud-based email is a subscription service model, which provides a significant
cost savings for implementing and maintaining the environment. By switching
to Cloud-based email, you are getting rid of your large capital outlay and
converting your email to a monthly or annual operational expense.

Flexible Scalability

The scalability of Cloud-based email allows for an increase in future email
capacity without having to do any major changes to the environment itself. With
the increased scalability that Cloud-based email offers, your organization can
experience the simplicity of being able to adjust your user license counts,
storage capacity, and compute capacity either up or down, depending on your
specific needs.

Improvement of Uptime

The third benefit of Cloud-based email is an improvement of uptime, which
allows for more optimal email usage. Because many Cloud-based email
providers use multiple redundant sites, and because your data will be stored in
the Cloud, your organization will experience better uptime and disaster recovery
response times than those organizations that still rely on their on-premise
solutions.

Simplified Administration

Cloud-based email simplifies administration of your email system. By switching
to a Cloud-based email system, you won’t need to worry about version control
issues or maintenance issues that may come up. As with all web-based
applications, Cloud-based email simplifies your administrative needs.

Improved Security

When you use Cloud-based email system, your corporate emails will reside in
an off-site, highly protected location, making it more secure than if it were on-
premises. A Cloud-based email provider, like Microsoft, can devote way more
resources to securing their facilities than most other organizations out there.
Organizations that switch to Cloud-based email solutions, therefore, are taking a
step in the right direction of further securing their data.



Remote Access

By switching to Cloud-based email, you can give your remote workers access to
their email from wherever they are, making them more productive. A major
trend that’s happening right now in many industries is a push for a more
mobile/remote workforce. Cloud-based email can be accessed from anywhere,
at any time. All you need is an Internet connection. The convenient remote
access to their emails is appreciated by many remote workers.

PROS OF CLOUD BASED EMAIL

No need to hire dedicated IT staff to manage internal email servers, which
results in a huge cost savings for your organization.

Cloud-based email is completely scalable to your current situation. Need to
hire more employees? Get additional licenses at the click of a mouse. Need to
downsize your workforce? A few clicks of your mouse disable those user
accounts so you’re no longer charged for them.

Cloud-based email is always up-to-date with the latest security patches and
features.

No need to purchase software, unless you’re looking for a front-end
redundancy. Email lives in the Cloud; if one of your systems goes down, it’s
still backed up there.

Integrating mobile devices into the workplace is easier.

A Service-oriented model creates better service relationships than typical “sell
and forget” software.

Cons OF THE CLOUD BASED EMAIL

Ongoing costs per user can add up over time.

The Cloud provider is responsible for not only securing your service, but also
providing you with visibility into how they secure it— if you don’t go with a
trustworthy Cloud provider, you may end up not getting access to the
information you’re entitled to.

Cloud-based email solutions mean that you lose a certain degree of physical
control over your email (and the fact that it’s not stored on-premises), so it’s
important to pick a service provider you can trust.



EVENT MANAGEMENT IN CLOUD COMPUTING

Event management is not an easy job. Even when you are trying to manage a small event,
you need to organize dozens of things and accomplish different sets of tasks.

Using a well-designed cloud-based event management software will ensure that you can
take care of all the tasks with minimal fuss. Apart from increasing information
accessibility and simplifying communication, it will also help you in many other ways.

1) Location Independence

If you use an event management software that runs on the cloud, you don’t have to
depend on a computer or any other device. You can access the software from any device,
as longas it is connected to the Internet. Thus, a cloud-based event manage ment software
makes it easy for you to interact with employees, suppliers and clients.

2) Online Registrations and Online Payment

Registering and taking payment is an integral part of many events. This is one area where
cloud technology can be a game changer. At a physical venue, you can use devices joined
with the software to register users and complete all the processes that accompany
registration — the data is automatically synced with the software. Automatic online
registration also becomes easy when you are using an event management software as you
can use it to take, track and manage online payments. It can also help you store the data
regarding users and send notifications and reminders.

3) Increased Efficiency

A traditional event management software can help you manage just a few aspects of the
event from the venue. But with a cloud-based event manager, you can leverage the
features of the mobile app development while on the go. You can track events right on the
spot, plan your event online while discussing ideas with the client or the supplier, have a
single online diary where all event related notes taken by your staff are stored, export
your data to different programs and devices, and do a dozen other important tasks
anytime, anywhere. And not just you — any employee from your team can take the benefit
of the cloud-based event management solution.

4) Reduced Costs

Not only do you get more efficiency when you use a cloud-based event software, but you
also save money. Traditionally, cloud computing is known for its ability to cut down cost
of investment in software, maintenance and electricity bills. When you use a cloud-based
software, you can invest that money in business rather than waste it on infrastructure.

While event management is, at times, a labor-intensive job, the more efficiently you can
manage your resources, the more profits you can make. Cloud-based event management
tools can let you shift your procurement process online and it can also let you automate



several aspects of your work. This leads to reduction in the time and effort, which helps
save money.

5) Management of Common Tasks

Apart from providing all the advantages pertaining to cloud, an event management
software will also simplify all the common tasks associated with event management. Such
a software will provide specific tools for simple events, multi-day events, conferences,
exhibitions and festivals. It can act as a ticketing system, help you manage hotel and
restaurant bookings, chart out travel plans, manage speakers and sponsors, and enable
users to accomplish most tasks online. This will turn most of the tedious and labor-
intensive tasks into easy, automated processes.

6) Wrapping up

CALENDAR IN CLOUD COMPUTING

Calendar software can be quite useful. Busy executives might refer to a calendar
program as they navigate from one business meeting to another. Popular
socialites use them as they book parties and other events. And the perpetually
disorganized depend on calendar software to avoid missing important
appointments. There are several calendar programs on the market. One such
application that's growing in popularity is the Google Calendar.

Created by the multi-billion dollar corporation Google, the Google Calendar
application allows users to create personal or public calendars after signing up
for a Google account. The accounts are free, and Google stores the calendars
within its cloud computing system. That means that the company stores the
application and user information on its own servers. The user doesn't have to
download special software to access the calendar -- all access is through a Web
browser.

With traditional desktop software, users store information to their own
computers' hard drives or other storage devices. That means if they want to
access their information, they always have to use the same computer. Since the
information in Google Calendars exists on the Web, users can view and make
changes to calendars from any computer connected to the Internet

Storing calendars on the Internet also means that it's easier to share information
with other users. In turn, scheduling events and creating invitations becomes
easier. Want to know if a fellow Google Calendar owner is free this weekend? If
the owner opts to share his or her calendar with you, you'll be able to see if there



are any scheduled events that might interfere with your plans. If there are
conflicts, you may be able to adjust your plans.

Like all tools, Google Calendar is only helpful when people use it. It doesn't
magically organize your life, but it can make the task much easier for you.

WORD PROCESSING IN CLOUD COMPUTING

Google offers a variety of useful free tools merchants can use in place of other
more costly software. One of these is Gooale Docs, a free word processing tool
with plenty of room for file storage and many unique tools unmatched by other
word processors. The most important of these is the collaborative tools where
users can easily share documents with other users.

Sharing Features

Google Docs’s main dashboard is a list of all documents, along with sharing
information. Docs makes it easy for users to share any sort of document with
other users, regardless of whether or not they have a Google account. Shared
documents can be locked, as well, so others can only access them as a read-only
document. Or, if a project has multiple writers, users can choose to allow others
to work on the document with them. The “owner” of the document is the one
with all the sharing power, but fortunately Google Docs allows users to change
the owner so there is little interruption to work flow. Collaborators also have the
ability to chat with each other in real time, using a feature similar to GChat,
without leaving the document.
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Screen capture showing all documents on Google Docs.
One thing Docs could add to improve its sharing functions would be to save
multiple copies of documents so users could return to previous versions. For
example, if one user makes a mistake while editing the document and saves it,
another would have to go back in and change it. Other online collaborative word
processors, such as Basecamp by 37Signals, save multiple versions of
documents so there is no work lost. Users can return to older versions in case of
errors, something unavailable in Google Docs.



Word Processor

Docs’s most basic feature is modeled after word processors like Microsoft
Word. With a Google account, users can create a blank document that is
viewable in print format. Here you can see the basic format, using text from the
Emancipation Proclamation as an example.

Users have a more limited set of fonts than with other word processors—only
Arial, Times New Roman, Cominc Sans, Courier, Garamond, Georgia, Tahoma,
Trebuchet and Verdana. Font nerds like me will be dismayed at the omission of
Helvetica, but it’s a comprehensive enough list for most purposes.

One unique aspect of Google Docs is the translation tool, which allows users to
translate an entire document into a wide variety of languages. This could be
useful for merchants who could copy a body of text, then use the machine
translator to get a rough translation. Then the merchant could share the
document with a human translator who could edit the document and re-save fit.
Because the document is stored online, there is no need for tedious copying,
pasting and attaching files to emails. It also frees up hard drive space.

Translation feature on Google Docs.

Another unique feature is the expanded ability to insert other elements than text
into the document. As with Word, users can insert images, links, comments,
headers, footers and a table of contents. But they can also add some more
extended elements, such as mathematical equations and drawings. Here’s an
example of a hasty drawing.

Insert options on Google Docs.
Drawings on other processors are usually limited to predefined templates, and it
can be very difficult to add mathematical symbols into normal documents.
Usually to do either of these, | have to use another program and copy-and-paste
it into the document or upload a file. Unfortunately, this often tweaks the font
and paragraph formatting.

Google Docs’s auto-save feature has also saved me numerous times. Before |
became more diligent with saving my documents on other word processors, |
lost a lot of my work due to crashes and accidental window exiting. Google
Docs saves your work every minute or so, making it easy to hold onto.

Other Templates
With Docs, there are many more options than just creating a text document.

Users can choose from an ever-expanding variety of templates, from
presentations to spreadsheets to forms.



The presentation feature is basically a slimmed-down version of Microsoft
PowerPoint, allowing users to create a slideshow. They can share these
presentations with other viewers or collaborators and publish them online under
a unique URL, so there is no need to attach them in emails. This solves the
problem of people using different versions of presentation software and not
being able a document because it is not saved as a compatible file type.
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Brendan Gibbons

Example of PowerPoint on Google Docs.
Merchants can use many other Docs templates to create spreadsheets for
accounting, order management and other purposes. While this would require
much manual input and probably would not be useful for large ecommerce
companies, it could be a good tool to manage personal finances or small
inventories. These spreadsheets have comparable features to Microsoft Excel,
but because they are all stored online, there is no chance of losing important
information.

Google has also approved hundreds of templates, both from its own developers
and other Docs users. These range from business cards to birthday cards, letters,
resumes and much more. After perusing dozens of these templates and seeing
the hundreds that are available, it is safe to say that Docs offers templates for
most any type of document you might want to create.

Broad, Not Deep

Google Docs is a vast free resource for word processing, spreadsheets,
presentations and much more. It does all of these things well, though it is more
comprehensive than it is extensive. Like most Google services, it is free,
collaborative and constantly being updated. However, it seems the only thing
Docs does better than many other software available is ordinary word
processing.



SPREADSHEET INCLOUD COMPUTING

Cloud Computing has caused a paradigm shift in the world of computing.
Several use case scenarios have been floating around the programming world in
relation to this. Applications such as Spreadsheets have the capability to use the
Cloud framework to create complex web based applications. In our effort to do
the same, we have proposed a Spreadsheet on the cloud as the
framework for building new web applications, which will be useful in various
scenarios, specifically a School administration system and governance
scenarios, such as Health and Administration. This paper is a manifestation of
this work, and contains some use cases and architectures which can be used to
realize these scenarios in the most efficient manner.

As enterprises and organizations across the world gear up to embrace the
technology, it is up to the creators of software to localize Cloud Computing and
customize it in a manner suitable to the situation in which it is being deployed.
It has also become imperative to import the existing systems into the
corresponding cloud versions and utilize them to expand our presence in the
cloud.

One such essential platform is that of the Spreadsheet. In the business world, the
enterprises and education system, the Spreadsheet has become an indispensable
tool of productivity and organization. The Spreadsheet is not just an effective
information system, but it is also a strong and reliable framework for building
applications. While the movement of Spreadsheet towards the cloud has started
taking place in various forms such as Google Docs and Editgrid, what remains
to be done is using the Spreadsheet framework over the Cloud to create
innovative services which utilize the mathematical and programming
capabilities of the activity and at the same time leverage upon the collaborated
environment of the cloud. Not only this, these services must also have the
capability to be customized for the typical use-cases. Through this paper, we
examine various such scenarios.

Cloud Computing has caused a paradigm shift in the world of computing.
Several use case scenarios have been floating around the programming world in
relation to this. Applications such as Spreadsheets have the capability to use the
Cloud framework to create complex web based applications. In our effort to do
the same, we have proposed a Spreadsheet on the cloud as the
framework for building new web applications, which will be useful in various
scenarios, specifically a School administration system and governance
scenarios, such as Health and Administration. This paper is a manifestation of
this work, and contains some use cases and architectures which can be used to
realize these scenarios in the most efficient manner.

The main idea of the Spreadsheet activity is to include features that would
enable children to make easy use of the typical features of Spreadsheet activities



such as organization, graphing and simple calculations in their respective
languages. The main features of this spreadsheet activity are:

Tabulation

Organization

- Graphing and Calculation

- Localization in different languages

- Multi-user editing over the mesh network

* Ability to read and edit single sheet Excel 1997-2003 (.xls), Lotus (.wk4) and
other popular spreadsheet files

- Optimization in saving of sheet data.

- Collaboration over the Cloud

- Chat integration

TAKING SPREADSHEET TO THE CLOUD

In order to take our Spreadsheet Activity to the cloud, we devised an
architecture which enables the application to reside on the school server,
common to all the XO laptops. All the systems integrated to the cloud access the
application on the browser, while the server handles operations such as saving,
etc. Though SocialCalc was ready to be used by individual browsers on their
XOs, additional infrastructure was needed in order to support collaboration.
Changes were introduced in the Python as well as JavaScript parts with
XOCOM acting as the base, to create the infrastructure.

To put into effect this use-case, we first accomplished the same on an
established Cloud server, that is, the Google App Engine. The Python code was
used for the server side scripting, while the JavaScript code running on the
Browser acted as the main activity.This application was named SocialCalcNet.

FEATURES OF SPREADSHEET ONTHE CLOUD

Login - User login is required to keep record of the sheets that a user creates.
SocialCalcNet provides the user an option of logging in either using his



Googleaccount or creating his own account with the application. Whenever a
user logs in, a new session is created which identifies each user.

Account Details - This displays the account details of the user and also
provides the options for further actions — new sheet, load a previous sheet, edit
account details, etc.

Edit Account - Users can edit their accounts created with the application.
They can change username or password. However, Google account details
cannot be changed.

Socialcalc Sheet - Users can create new sheets and work on them. A tab by the
name Options was added to the application. This tab provides options to the
user such as saving the current sheet,opening a previous sheet or logging out of
the current account.

Once the basic collaboration over the cloud through the Spreadsheet was
achieved, we devised architecture for using this Spreadsheet as a chassis for
building several other Activities which require the support of a Spreadsheet.
The diagram below shows this architecture in brief:
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SOCIAL: NETWORKS IN CLOUD COMP UTING

With the increasingly ubiquitous nature of Social networks and Cloud
computing, users are starting to explore new ways to interact with, and
exploit these developing paradigms. Social networks are used to reflect
real world relationships that allow users to share information and form
connections between one another, essentially creating dynamic Virtual
Organizations.



We propose leveraging the pre-established trust formed through friend
relationships within a Social network to form a dynamic “Social Cloud”,
enabling friends to share resources within the context of a Social network.
We believe that combining trust rela- tionships with suitable incentive
mechanisms (through financial payments or bartering) could provide
much more sustainable resource sharing mechanisms.

This paper outlines our vision of, and experiences with, creating a
Social Storage Cloud, looking specifically at possible market mechanisms
that could be used to create a dynamic Cloud infrastructure in a Social
network environment.

Social networking has become an everyday part of many peoples’ lives as
evidenced by the huge user communities. Some communities even exceed the
population of large coun- tries, for example Facebook has over 400 million
active users.

Social networks provide a platform to facilitate communication and sharing
between users, therefore modelling real world relationships. Social
networking has also extended beyond communication between friends, for
instance, there are a multitude of integrated applications and some
organizations even utilize a user’s Facebook credentials for authentication
rather than requiring their own credentials (for example the Calgary Airport
authority in Canada uses Facebook Connect to grant access to their WiFi
network).

The structure of a Social Network is essentially a dynamic virtual
organization with inherent trust relationships between friends. We propose
using this trust as a foundation for resource (information, hardware, services)
sharing in a Social Cloud.

Cloud environments typically provide low level ab- stractions of computation
or storage. Computation and Storage Clouds are complementary and act as
building blocks from which high level service Clouds and mash-ups can be
created.

Storage Clouds are often used to extend the capabilities of storage-limited
devices such as phones and desktops, and provide transparent access to data
from anywhere. There are a large number of commercial Cloud providers
such as Amazon EC2/S3, Google App Engine, Microsoft Azure and also many
smaller scale open Clouds like Nimbus and Eucalyptus .These Clouds provide
access to scalable vir- tualized resources (computation, storage, applications)
through pre-dominantly posted price mechanisms.



A Social Cloud, therefore, is a scalable computing model in which
virtualized resources contributed by users are dynamically provisioned
amongst a group of friends. Compensation for use is optional as users may
wish to share resources without payment, and rather utilize a reciprocal credit
(or barter) based model.

The Social Cloud architecture presented is designed as a Facebook
application, to make use of this widely used platform development
environment and API.

In a Social Cloud, services can be mapped to particular users through
Facebook identification, allowing for the definition of unique policies
regarding the interactions between users. For example, a user could limit
trading with close friends only, users in the same country/network/group, all
friends, or even friends of friends.

A specialized banking component manages the transfer of credits
between users while also storing information relating to current reservations.
A high level architecture of a Social Cloud
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FACEBOOHK APPLICATIONS

Facebook exposes an application API through a REST- like interface
which includes methods to get a range of data including friends, events,
groups, application users, profile information, and photos.

Facebook Markup Language (FBML) includes a subset of HTML with
proprietary extensions that enables the creation of applications that integrate
completely with the Facebook look and feel. Facebook JavaScript (FBJS) is
Facebook’s version of JavaScript — rather than sandboxing JavaScript, FBJS is
parsed when a page is loaded to create a virtual application scope.

Facebook applications are hosted independently and are not hosted within the
Facebook environment. A Facebook canvas URL is created for user access,
this URL maps to a user defined callback URL which is hosted remotely.
The process of rendering an application page.



When a page is requested by the user through the Facebook Canvas URL
(http://apps.facebook.com/socialcloud/) the Facebook server forwards the
request to the defined callback URL. The application creates a page based on
the request and returns it to Facebook. At this point the page is parsed and
Face- book specific content is added according to the FBML page instructions.

The final page is then returned to the user. This routing structure presents an
important design consideration in a Social Cloud context as access to the
Cloud services would be expensive if routed through both the Facebook server
and the callback application server in order to get data from the actual Cloud
services.

To reduce the effect FBJS can be used to request data asynchronously from
the specified service in a transparent manner without routing through the
application servers.
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GROUPWARE

Collaborative software was originally designated as groupware and this term
can be traced as far back as the late 1980s, when Richman and Slovak

(1987) wrote: "Like anelectronic sinew that binds teams together, the

new groupware aims to place the computer squarely in the middle of
communications among managers, technicians, and anyone else who interacts in
groups, revolutionizing the way they work."

Even further back, in 1978 Peter and Trudy Johnson-Lenz coined the term
groupware; their initial 1978 definition of groupware was, "intentional group
processes plus software to support them." Later in their article they went on to
explain groupware as "computer-mediated culture... an embodiment of social
organization in hyperspace." Groupware integrates co-evolving human and tool
systems, yet is simply a single system.

In the early 1990s the first commercial groupware products were delivered, and
big companies such as Boeing and 1BM started using electronic meeting
systems for key internal projects. Lotus Notes appeared as a major example of




that product category, allowing remote group collaboration when the internet
was still in its infancy.

Kirkpatrick and Losee (1992) wrote then: "If GROUPWARE really makes a
difference in productivity long term, the very definition of an office may
change. You will be able to work efficiently as a member of a group wherever
you have your computer. As computers become smaller and more powerful, that
will mean anywhere.” In 1999, Achacoso created and introduced the first
wireless groupware.

Design and implementation issues

The complexity of groupware development is still an issue. One reason for this
is the socio-technical dimension of groupware. Groupware designers do not
only have to address technical issues (as in traditional software development)
but also consider the organizational aspects and the social group processes that
should be supported with the groupware application. Some examples for issues
in groupware development are:

. Persistence is needed in some sessions. Chat and voice communications are
routinely non-persistent and evaporate at the end of the session. Virtual
room and online file cabinets can persist for years. The designer of the
collaborative space needs to consider the information duration needs and
implement accordingly.

. Authentication has always been a problem with groupware. When
connections are made point-to-point, or when log-in registration is enforced,
it's clear who is engaged in the session. However, audio and unmoderated
sessions carry the risk of unannounced 'lurkers' who observe but do not
announce themselves or contribute.

. Until recently, bandwidth issues at fixed location limited full use of the
tools. These are exacerbated with mobile devices.

« Multiple input and output streams bring concurrency issues into the
groupware applications.

. Motivational issues are important, especially in settings where no pre-
defined group process was in place.

« Closelyrelated to the motivation aspect is the question of
reciprocity. Ellis and others have shown that the distribution of efforts and
benefits has to be carefully balanced in order to ensure that all required
group members really participate.

. Real-time communication via groupware can lead to a lot of noise, over-
communication and information overload.

One approach for addressing these issues is the use of design patterns for
groupware design. The patterns identify recurring groupware design issues and
discuss design choices ina way that all stakeholders can participate in the
groupware development process.



Groupware and levels of collaboration

Groupware can be divided into three categories depending on the level
of collaboration:

1. Communication can be thought of as unstructured interchange of
information. A phone call or an IM Chat discussion are examples of this.

2. Conferencing (or collaboration level, as it is called in the academic
papers that discuss these levels) refers to interactive work toward a
shared goal. Brainstorming or voting are examples of this.

3. Co-ordination refers to complex interdependent work toward a shared
goal. A good metaphor for understanding this is to think about a sports
team; everyone has to contribute the right play at the right time as well as
adjust their play to the unfolding situation - but everyone is doing
something different - in order for the team to win. That is complex
interdependent work toward a shared goal: collaborative management.

Collaborative management (coordination) tools

Collaborative management tools facilitate and manage group activities.
Examples include:

Electronic calendars (also called time management software) — schedule
events and automatically notify and remind group members

Project management systems — schedule, track, and chart the steps in a
project as it is being completed

Online proofing — share, review, approve, and reject web proofs, artwork,
photos, or videos between designers, customers, and clients

Workflow systems — collaborative management of tasks and documents
within a knowledge-based business process

Knowledge management systems — collect, organize, manage, and share
various forms of information

Enterprise bookmarking — collaborative bookmarking engine to tag,
organize, share, and search enterprise data

Prediction markets — let a group of people predict together the outcome of
future events

Extranet systems (sometimes also known as ‘project extranets’) — collect,
organize, manage and share information associated with the delivery of a
project (e.g.: the construction of a building)

Intranet systems — quickly share company information to members within a
company via Internet (e.g.: marketing and product info)

Social software systems — organize social relations of groups

Online spreadsheets — collaborate and share structured data and information
Client portals — interact and share with your clients in a private online
environment




Collaborative software and human interaction

The design intent of collaborative software (groupware) is to transform the way
documents and rich media are shared in order to enable more effective team
collaboration.

Collaboration, with respect to information technology, seems to have several
definitions. Some are defensible but others are so broad they lose any
meaningful application. Understanding the differences in human interactions is
necessary to ensure the appropriate technologies are employed to meet
interaction needs.

There are three primary ways in which humans interact: conversations,
transactions, and collaborations.

Conversational interaction is an exchange of information between two or more
participants where the primary purpose of the interaction is discovery or
relationship building. There is no central entity around which the interaction
revolves but is a free exchange of information with no defined constraints,
generally focused on personal experiences.22L Communication technology such
as telephones, instant messaqing, and e-mail are generally sufficient for
conversational interactions.

Transactional interaction involves the exchange of transaction entities where a
major function of the transaction entity is to alter the relationship between
participants.

In collaborative interactions the main function of the participants' relationship
is to alter a collaboration entity (i.e., the converse of transactional). When teams
collaborate on projects it is called Collaborative project management.

Collaborative software or groupware is application software designed to help
people working on a common task to attain their goals. One of the earliest
definitions of groupware is “intentional group processes plus software to
support them".

As regards available interaction, collaborative software may be divided

into: real-time collaborative editing platforms that allow multiple users to
engage in live, simultaneous and reversible editing of a single file (usually a
document), and version control (also known as revision control and source
control) platforms, which allow separate users to make parallel edits to a file,
while preserving every saved edit by every user as multiple files (that are
variants of the original file).

Collaborative software is a broad concept that overlaps considerably

with computer-supported cooperative work (CSCW). According to Carstensen
and Schmidt (1999) groupware is part of CSCW. The authors claim that CSCW,
and thereby groupware, addresses "how collaborative activities and their
coordination can be supported by means of computer systems."



The use of collaborative software in the work space creates a collaborative
working environment (CWE).

Finally, collaborative software relates to the notion of collaborative work
systems, which are conceived as any form of human organization that emerges
any time that collaboration takes place, whether it is formal or informal,
intentional or unintentional.

Whereas the groupware or collaborative software pertains to the technological
elements of computer-supported cooperative work, collaborative work systems
become a useful analytical tool to understand the behavioral and organizational
variables that are associated to the broader concept of CSCW

What is Groupware?

* Software specifically designed
- to support group working
- with cooperative requirements in mind

NOT just tools for communication

Groupware can be classified by
- when and where the participants are working
- the function it performs for cooperative work

Specific and difficult problems with groupware
implementation

Types of architecture

centralised - single copy of application and data
- client-server - simplest case
= N.B. opposite of X windows client/server
- master-slave special case of client-server
+« M.B. server merged with one client

replicated - copy on each workstation
- also called peer-peer
= <+ local feedback
- race conditions

Often 'half way’ architectures:
- local capy of application + central database
- lpcal cache of data for feedback
= somea hidden locking
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187 Cloud Computing Standards for Application Developers 187

UNIT -V

SECURITY,STANDARDS
AND APPLICATIONS

STANDARDS FOR APPLICATION DEVELOPERS

The purpose of application development standards is to ensure uniform,
consistent, high-quality software solutions. Programming standards are
important to programmers for a variety of reasons. Someresearchers have
stated that, as a general rule, 80% of the lifetime cost of a piece of soft-
ware goes to maintenance. Furthermore, hardly any softwareis main-
tained by the original author for its complete life cycle. Programming
standards help to improve the readability of the software, allowing devel-
opers to understand new code more quickly and thoroughly. If you ship
source code as a product, it is important to ensure that it is as well pack-
aged and meets industry standards comparable to the products you com-
pete with. For the standards to work, everyone developing solutions must
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conform to them. In the following sections, we discuss application stan-
dards that are commonly used acrossthe Internet in browsers, for transfer-
ring data, sending messages, and securing data.

Browsers (Ajax)

Ajax, or its predecessor AJAX (Asynchronous JavaScript and XML), is a
group of interrelated web development techniques used to create interactive
web applications or rich Internet applications. UsingAjax, web applications
can retrieve data from the server asynchronously, without interfering with
the display and behavior of the browser page currently being displayed to
the user. The use of Ajax has led to an increase in interactive animation on
web pages. Despite its name, JavaScript and XML are not actually required
for Ajax. Moreover, requests do not even need to be asynchronous. The
original acronym AJAX has changed to the name Ajax to reflect the fact that
these specific technologies are no longer required.

In many cases, related pages that coexiston a web site share much
common content. Using traditional methods, such content must be
reloaded every time a request is made. Using Ajax, a web application can
request only the content that needs to be updated. This greatly reduces net-
working bandwidth usage and page load times. Using asynchronous
requests allows a client browser to appear more interactive and to respond
to input more quickly. Sections of pages can be reloaded individually. Users
generally perceive the applicationto be faster and more responsive. Ajax
can reduce connections to the server, since scripts and style sheets need
onlybe requested once.

An Ajax framework helps developers create web applications that use
Ajax. The framework helpsthem to build dynamic web pages on the client
side. Data is sentto or fromthe server using requests, usually writtenin Jav-
aScript. On the server, some processing may be required to handle these
requests, for example, when finding and storing data. This is accomplished
more easily with the use of a framework dedicated to process Ajax requests.
One such framework, 1CEfaces, is an open source Java product maintained
by http://icefaces.org.

ICEfaces Ajax Application Framework

ICEfaces is an integrated Ajax application framework that enables Java EE
application developers to easily create and deploy thin-client rich Internet
applications in pure Java. ICEfaces isafully featured product that enterprise
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developers can use to develop new or existing Java EE applications at no cost.
ICEfaces is the most successful enterprise Ajax framework available under
open source. The ICEfaces developer community is extremely vibrant,
already exceeding 32,000 developers in 36 countries. To run ICEfaces appli-
cations, users needto download and install the following products:

Java 2 Platform, Standard Edition

Ant

Tomcat

ICEfaces

Web browser (if you don't already have one installed)

ICEfaces leverages the entire standards-based Java EE set of tools and
environments. Rich enterprise application features are developed in pure
Java in a thin-client model. No Applets or proprietary browser plug-ins are
required. ICEfaces applications are JavaServer Faces (JSF) applications, so
Java EE application developmentskills apply directly and Java developers
don't have to do anyJavaScript-related development.

Because ICEfacesis a pure Java enterprise solution, developers can
continue to work the way they normally do. They are able to leverage their
existing Java integrated development environment (IDEs) and test tools
for development. 1CEfaces supports an array of Java Application Servers,
IDEs, third-party components, and JavaScripteffect libraries. ICE faces
pioneered a technique called Ajax Push. This technique enables server/
application-initiated content rendering to be sent to the browser. Also,
ICEfaces isthe one of the most secure Ajax solutions available. Compatible
with SSL (Secure Sockets Layer) protocol, it prevents cross-site scripting,
malicious code injection, and unauthorized data mining. ICEfaces does
not expose application logic or user data, and it is effective in preventing
fake form submits and SQL (Structured Query Language) injection
attacks. ICEfaces also supports third-party application server Asynchro-
nous Request Processing (ARP) APIs provided by Sun Glassfish (Grizzly),
Jetty, Apache Tomcat, and others.

Data (XML, JSON)

Extensible Markup Language (XML) is a specification for creating custom
markup languages. It is classified asan extensible language because it allows
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the user to define markup elements. Its purpose is to enable sharing of struc-
tured data. XML is often used to describe structured data and to serialize
objects. Various XML-based protocols exist to represent data structures for
data interchange purposes. Using XML is arguably more complex than
using JSON (described below), which represents data structures in simple
text formatted specifically for data interchangein an uncompressed form.
Both XML and JSON lack mechanisms for representing large binary data
types such as images.

XML, in combination withother standards, makes it possible to define
the content of a document separately from its formatting. The benefit here
is the ability to reuse that content in other applications or for other presen-
tation environments. Most important, XML provides a basic syntax that
can be used to share information among different kinds of computers, dif-
ferent applications, and different organizations without needing to be con-
verted from one to another.

An XML document has two correctness levels, well formed and valid. A
well-formed document conforms to the XML syntax rules. A document
that isnot well formed is not in XML format, and a conforming parser will
not process it. Avalid document iswell formed and additionally conforms
to semantic rules which can be user-defined or exist in an XML schema. An
XML schema is a description of a type of XML document, typically
expressed in terms of constraints on the structure and content of documents
of that type, above and beyond the basic constraints impaosed by XML itself.
A number of standard and proprietary XML schema languages have
emerged for the purpose of formally expressing such schemas, and some of
these languages are themselves XM L-based.

XML documents must conform to a variety of rules and naming con-
ventions. By carefully choosing the names of XML elements, it is possible to
convey the meaning of the data in the markup itself. This increases human
readability while retaining the syntactic structure neededfor parsing. How-
ever, this can lead to verbosity, which complicates authoring and increases
file size. When creating XML, the designers decided that by leaving the
names, allowable hierarchy, and meanings of the elements and attributes
open and definable bya customized schema, XML could provide asyntactic
foundation for the creation of purpose-specific, XML-based markup lan-
guages. The general syntax of such languages is very rigid. Documents must
adhere to the general rulesof XML, ensuring that all XML-aware software
can at least read and understand the arrangement of information within
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them. The schema merely supplements the syntax ruleswith a predefined
setofconstraints.

Before the advent of generalized data description languages such as
XML, software designers had to define special file formats or small lan-
guages to share data between programs. This required writing detailed spec-
ifications and special-purpose parsers and writers. XML's regular structure
and strictparsing rules allow software designers to leave the task of parsing
to standard tools, since XML provides a general, data model-oriented
framework for the development of application-specific languages. This
allows software designers to concentrate on the development of rules for
their data at relatively high levels of abstraction.

JavaScript Object Notation (JSON)

JSON is a lightweight computer data interchange format. It isa text-based,
human-readable format for representing simple data structures and associa-
tivearrays (called objects). The JSON format is specified in Internet Engi-
neering Task Force Request for Comment (RFC) 4627. The JSON format
is often used for transmitting structured data over a network connection in
a process called serialization. Its main application is in Ajax web application
programming, where it serves as an altemative to the XML format. JSON is
based on a subset of the JavaScript programming language. It is considered
to be a language-independent data format. Code for parsing and generating
JSON datais readily available for a large variety of programming languages.
The json.org website provides a comprehensive listing of existing JSON
bindings, organized by language.

Even though JSON was intended as a data serialization format, its
design as a subsetof the JavaScript language poses security concerns. The
use of a JavaScript interpreter to dynamically execute JSON text as JavaS-
cript can expose a programto bad or even malicious script. JSON is also
subject to cross-site request forgery attacks. This can allow JSON-encoded
data to be evaluated in the context of a malicious page, possibly divulging
passwordsor other sensitivedata. This is only a problem if the server
depends on the browser’s Same Origin Policy to block the delivery of the
data in the caseof an improper request. When the server determines the
propriety of the request, there is no problem because it will only output data
if the request is valid. Cookies are not adequate for determining whether a
request is authorized and valid. The use of cookies is subject to cross-site
request forgery and should be avoided with JSON. As you can see, JSON
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was built for simple tasks and can be useful, but there is some riskinvolved
in using it—especially given the alternative solutions availabletoday.

Solution Stacks (LAMP and LAPP) LAMP

LAMPis a popular open source solution commonly used to run dynamic
web sites and servers. The acronymderives from the fact that it includes
Linux, Apache, MySQL, and PHP (or Perl or Python) and is considered
by many to be the platform of choice for development and deployment of
high-performance web applications which require a solid and reliable
foundation. The combination of these technologies is used primarily to
define a web server infrastructure or for creating a programmingenviron-
ment for developing software. While the creators of these open source
products did not intend for them all to work with each other, the LAMP
combination has become popular because of its open source nature, low
cost, and the wide distribution of its components (most of which come
bundled with nearly all of the current Linux distributions). When used in
combination, they represent a solution stack of technologies that support
application servers.

Linux, Apache, PostgreSQL, and PHP(or Perl or Python)

The LAPP stack is an open source web platform that can be used to run
dynamic web sitesand servers. It is considered by manyto be a more power -
ful alternative to the more popular LAMP stack. These advanced and
mature components provide a rock-solid foundation for the development
and deployment of high-performance web applications. LAPP offers SSL,
PHP, Python, and Perl support for Apache2 and PostgreSQL. There is an
administration front-end for PostgreSQL as well as web-based administra-
tion modules for configuring Apache2 and PHP. PostgreSQL password
encryption is enabled by default. The PostgreSQL user is trusted when con-
necting over local Unix sockets. Many consider the L APP stack a more
secure out-of-the-box solution than the LAMP stack. The choice of which
stack to use is made by developers based on the purpose of their application
and the risks they may have to contend withwhen users begin working with
the product.
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STANDARDS FOR MESSAGING

You probably think you know what a messaging standard is. Unfortunately,
the term messaging means different things to different people. So does the
word standard. People may assume you are talking about networking when
you begin discussing messaging standards. The term messaging, however,
covers a lot of ground, and not all of it is specific to networking. For our
purposes here, a message is a unit of information that is moved from one
place to another. The term standard also is not always clearly defined. Dif-
ferent entities have differing interpretations of what a standard is, and we
know there are open international standards, de facto standards, and propri-
etary standards. A true standard is usually characterized by certain traits,
such as being managed by an international standards body or an industry
consortium, and the standard is created jointly by a community of inter-
ested parties. The Internet Engineering Task Force (IETF) is perhaps the
most open standards body on the planet, because it is open to everyone.
Participantscan contribute, and their work is available online for free. In
the following sections, we discuss the most common messaging standards
used in the cloud—some of which have been used so much so that they are
considered de facto standards.

Simple Message Transfer Protocol (SMTP)

Simple Message Transfer Protocol is arguably the most important protocol
in use today for basic messaging. Before SMTP was created, email messages
were sent using File Transfer Protocol (FTP). A sender would compose a
message and transmit it to the recipient as if it were afile. While this process
worked, it had its shortcomings. The FTP protocol was designed to trans-
mit files, not messages, so it did not provide any means for recipients to
identify the sender or for the sender to designate an intended recipient. If a
message showed up onan FTP server, it was up to the administrator to open
or print it (and sometimes even deliver it) before anyone even knewwho it
was supposed to bereceiving it.

SMTP was designed so that sender and recipient information could be
transmitted with the message. The design process didn't happen ovemight,
though. SMTP was initially defined in 1973 by IETF RFC 561. It has
evolved over the years and has been modified by RFCs 680, 724 and 733.
The current RFCs applying to SMTP are RFC 821 and RFC 822. SMTP is
a two-way protocol that usually operates using TCP (Transmission Control
Protocol) port 25. Though many people don't realize it, SMTP can be used
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to both send and receive messages. Typically, though, workstations use POP
(Post Office Protocol) rather than SMTPto receive messages. SMTP isusu-
ally used for either sending a message froma workstation to a mail server or
for communications betweenmail servers.

Post Office Protocol (POP)

SMTP can be used both to send and receive messages, but using SMTP for
this purpose is often impractical or impossible because a client must have a
constant connection to the host to receive SMTP messages. The Post Office
Protocol (POP) was introduced to circumvent this situation. POP is a light-
weight protocol whose single purpose is to download messages from a
server. This allows a serverto store messages until a client connects and
requests them. Once the client connects, POP servers beginto download
the messages and subsequently delete them from the server (a default set-
ting) in order to make room for more messages. Users respond to a message
that was downloaded using SMTP. The POP protocol is defined by RFC
1939 and usually functions on TCP port 110.

Internet Messaging Access Protocol (IMAP)

Once mail messages are downloaded with POP, they are automatically
deleted from the server when the download process has finished. Thus POP
users have to save their messages locally, which can present backup chal-
lenges when it is important to store or save messages. Many businesses have
compulsory compliance guidelines that require saving messages. It also
becomes a problem if users move from computerto computer or use mobile
networking, since their messages do not automatically move where they go.
To get around these problems, a standard called Internet Messaging Access
Protocol was created. IMAP allows messages to be kept on the server but
viewed and manipulated (usually via a browser) as though they were stored
locally. IMAP is a part of the RFC 2060 specification, and functions over
TCP port 143.

Syndication (Atom, Atom Publishing Protocol, and
RSS)

Content syndication provides citizens convenient access to new content and
headlines from government via RSS (Really Simple Syndication) and other
online syndication standards. Governments are providing access to more
and more information online. Sharing headlines



195 Cloud Computing Standards for Messaging 195

headlines and content through syndication standards such asRSS (the little
orange [ XML] button, ATOM, and others) essentially allows a government
to control a small window of content across web sites that choose to display
the govemment’s headlines. Headlines may alsobe aggregated and displayed
through “newsreaders” by citizens through standalone applications or as
part oftheir persona web page.

Portals can automatically aggregate and combine headlines and/or
lengthier content from across multiple agency web sites. This allows the
value of distributed effort to be shared, which is more sustainable. Press
releases may be aggregated automatically from different systems, as long as
they all are required to offer an RSS feed with content tagged with similar
metadata. Broader use of government information online, particularly time-
sensitive democratic information, justifies the effort of production and the
accountability of those tasked to make it available.

Benefits: Ability to scan headlines from many sources, all in one
place, through a newsreader. Time-saving awareness of new con-
tent from government, if the RSS feed or feeds are designed prop-
erly. Ability to monitor new content from across the council, as
well asdisplay feeds on their own web site. Awareness of new con-
tent position councilors asguides to government for citizens. Abil-
ity to aggregate new content or headlines from across multiple
office locations and agencies. This allows a display of “joined-up”
government despite structural realities. Journalists and other
locally focused web sites will be amongthe primary feed users.

Limitations: Dissemination via syndication is a new concept to
governments just getting used to the idea of remote online public
access to information. Governments need to accept that while
they control the content of the feed, the actual display of the
headlines and content wil | vary. Popular RSS feeds can use signif-
icant amounts of bandwidth. Details on how often or when a
feed is usually updated should be offeredto those grabbing the
code behind the orange [XML] button, so they “ping” it once a
day instead of every hour. Automated syndication requires use of
a content management system. Most viable content management
systems have integrated RSS functions, but the sophistication,
ease of use, and documentation of these tools vary. There are
three variants of RSS, as well asthe emerging ATOM standard. It
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is recommended that a site pick the standard most applicable to
their content rather than confuse userswith different feeds pro-
viding the same content.

RSS

RSS is a family of web feed formats used to publish frequently updated
works—such as blog entries, news headlines, audio, and video—in a stan-
dardized format. An RSS document indudes full or summarized text, plus
metadata such as publishing dates and authorship. Web feeds benefit pub-
lishers by letting them syndicate content automatically. They benefit read-
ers who want to subscribe to timely updates from favored web sitesor to
aggregate feeds from many sites into one place. RSS feeds can be read using
software called a reader that can be web-based, desktop-based, a mobile
device, or any computerized Internet-connected device. A standardized
XML file format allows the information to be published once and viewed
by many different programs. The user subscribes to a feed by entering the
feed’s URI (often referred to informally as a URL, although technically,
those two terms are not exactly synonymous) into the reader or by clicking
an RSSicon in a browser that initiates the subscription process. The RSS
reader checks the user’s subscribed feeds regularly for new work, downloads
any updates that it finds, and provides a user interface to monitor and read
the feeds.

Atom and Atom Publishing Protocol (APP)

The name Atom applies to a pair of related standards. The Atom Syndica-
tion Format is an XML language used for web feeds, while the Atom Pub-
lishing Protocol (AtomPub or APP) is a simple HT TP-based protocol
(HTTP is described later in this chapter) for creating and updating web
resources, sometimes known as web feeds. \eb feedsallow software pro-
grams to check for updates published on a web site. To provide a web feed, a
site owner may use specialized software (such as a content management sys-
tem) that publishes a list (or “feed”) of recent articles or content in a stan-
dardized, machine-readable format. The feed can then be downloaded by
web sites that syndicate content fromthe feed, or by feed reader programs
that allow Internet users to subscribe to feeds and view their content. A feed
contains entries, which may be headlines, ful -text articles, excerpts, sum-
maries, and/or linksto content on aweb site, along withvarious metadata.

The Atom format was developed asan alternative to RSS. Ben Trott,
an advocate of the new format that became Atom, believed that RSS had
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limitations and flaws—such as lack of ongoing innovation and its neces-
sity to remain backward compatible—and that there were advantages to a
fresh design. Proponents of the new format formed the IETF Atom Pub-
lishing Format and Protocol Workgroup. The Atom syndication format
was published as an IETF “proposed standard” in RFC 4287, and the
Atom Publishing Protocol was published asRFC 5023.

Web feeds are used bythe weblog community to share the latest entries’
headlines or their full text, and even attached multimedia files. These pro-
viders allow other web sites to incorporate the weblog’s “syndicated” head-
line or headline-and-short-summary feeds under various usage agreements.
Atom and other web syndication formats are now used for many purposes,
including journalism, marketing, “bug” reports, or any other activity
involving periodic updates or publications. Atom also provides a standard-
ized way to export an entire blog, or parts of it, for backupor for importing
into other blogging systems.

A program known as a feed reader or aggregator can check web pages
on behalf of a user and display any updated articles that it finds. It is com-
mon to find web feeds on major web sites, aswell as on many smaller ones.
Some web sites let people choose between RSS- or Atom-formatted web
feeds; others offer only RSS or only Atom. In particular, many blog and
wiki sites offer their web feeds in the Atom format.

Client-side readers and aggregators may be designed as standalone pro-
grams or as extensions to existing programs such as web browsers. Browsers
are moving toward integrated feed reader functions. Such programs are
available for variousoperating systems. \Aeb-based feed readers and news
aggregators require no software installation and make the user’s feeds avail -
able on any computer with web access. Some aggregators syndicate web
feeds into new feeds, e.g., taking all football-related items from several
sports feeds and providinga new football feed. There are several search
engines which provide search functionality over content published via these
web feeds.

Web Services (REST)

REpresentational State Transfer (REST) is a style of software architecture
for distributed hypermedia systemssuch as the World Wide Web. As such,
it is not strictly a method for building “web services.” The terms “represen-
tational state transfer” and “REST” were introduced in 2000 in the doctoral
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dissertation of Roy Fielding,® one of the principal authors of the Hypertext
Transfer Protocol (HTTP) specification.

REST refersto a collection of network architecture principleswhich
outline how resources are defined and addressed. The term is often used in a
looser sense to describe any simple interface which transmits domain-spe-
cific data over HTTP without an additional messaging layer such as SOAP
or session tracking viaHT TP cookies. These two meanings can conflict as
well as overlap. It is possible to design a software system in accordance with
Fielding’s REST architectural style without using HT TP and without inter-
acting with the World Wide Web* It is also possibleto design simple
XML+HTTP interfaces which do not conform to REST principles, but
instead follow a model of remote procedure call. Systemswhich follow
Fieldings REST principles are often referred to as “RESTful.”

Proponents of REST argue that the welds scalability and growth are a
direct result of a few key design principles. Application state and functional-
ity are abstracted into resources. Every resource isuniquely addressable using
a universal syntax for use in hypermedia links, and all resources share a uni-
form interface for the transfer of state between client and resource. This
transfer state consists of a constrained set of well-defined operations and a
constrained set of content types, optionally supporting code on demand.
State transfer usesa protocol which is client-server based, stateless and cache-
able, and layered. Fielding describes REST’s effect on scalability thus:

REST’s client-server separation of concerns simplifies component
implementation, reduces the complexity of connector semantics,
improves the effectiveness of performance tuning, and increases the
scalability of pure servercomponents. Layered system constraints
allow intermediaries—proxies, gateways, and firewalls—to be intro-
duced at various points in the communication without changing
the interfaces between components, thus allowing them to assist in
communication translation or improve performance vialarge-scale,
shared caching. REST enables intermediate processing by constrain-
ing messages to be self-descriptive: interaction is stateless between
requests, standard methods and media types are used to indicate

[

3. Roy T.Fielding, “Architectural Styles and the Design of Network-Based Software Architec-
tures,” dissertation, University of California, Irvine, 2000, http://ww w.ics.uci.edu/~fielding/
pubs/dissertation/rest_arch_style.htm.

4, Ibid.
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semantics and exchange information, and responses explicitly indi-
cate cacheability.®

An important concept in REST is the existence of resources, each of
which is referenced with a global identifier (e.g.,a URI in HTTP). In order
to manipulate these resources, components of the network (user agents and
origin servers) communicate viaa standardized interface (e.g., HTTP) and
exchange representations of these resources (the actual documents convey-
ing the information). For example, a resource which is a circle may accept
and return a representation which specifies a center point and radius, for-
matted in SVG (Scalable Vector Graphics), but may also accept and returna
representation which specifies any three distinct points along the curve as a
comma-separated list.

Any number of connectors (clients, servers, caches, tunnels, etc.) can
mediate the request, but each doesso without “seeing past” its own request
(referred to as “layering,” another constraint of REST and a common prin-
ciple in many other parts of information and networking architecture).
Thus an application can interact with a resource by knowing twothings: the
identifier of the resource, and the action required—it does not need to
know whether there are caches, proxies, gateways, firewalls, tunnels, or any-
thing else between it and the server actually holding the information. The
application does, however, need to understand the format of the informa-
tion (representation) returned, which is typicallyan HTML, XML, or
JSON document of some kind, although it maybe an image, plain text, or
any other content.

REST provides improved respong time and reduced server load due
to its support for the caching of representations. REST improvesserver
scalability by reducing the need to maintain session state. This means that
different serverscan be used to handle different requestsin a session.
REST requires less client-side software to be written than other
approaches, because a single browser can access any applicationand any
resource. REST depends less on vendor software and mechanisms which
layer additional messaging frameworkson top of HTTP It provides
equivalent functionality when compared to alternative approaches to
communication, and it does not require a separate resource discovery
mechanism, because of the use of hyperlinks in representations. REST

-
5 lbid.
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also provides better long-term compatibility because of the capability of
document types suchas HTML to evolve without breaking backwards or
forwards compatibility and the ability of resources to add support for new
content types as they are defined without dropping or reducing support
for older content types.

One benefitthat should be obvious with regard to web-based applica-
tions is that a RESTful implementation allows a user to bookmark specific
“gueries” (or requests) and allows those to be conveyedto others across
email, instant messages, or to be injected into wikis, etc. Thus this “repre-
sentation” of a path or entry point into an application state becomes highly
portable. ARESTFul web service isa simple web service implemented using
HTTP and the principles of REST. Sucha web service can be thought of as
acollection of resources comprising three aspects:

1. The URI for the web service

The MIME type of the data supported by the web service (often
JSON, XML, or YAML, but can be anything)

3. The set of operations supported by the web service usingHT TP
methods, including but not limited to POST, GET, PUT, and
DELETE

Members of the collection are addressed by ID using URIs of the form
<baseURI>/<ID>. The ID can be any unique identifier. For example, a
RESTFul web service representing a collection of cars for sale might have
the URI:

http: .-".-"-ﬂ:-amplen:a:m.-"remumes.-"mrs

If the service uses the car registration number as the ID, then a particu-
lar car might be present in the collection as

hittp: f feranple . oo, e sonrme s o s A ] X2

SOAP

SOAP, originally defined as Simple Object Access Protocol, is a protocol
specification for exchanging structured information in the implementation
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of Web Services in computer networks. It relies on XML as its message for-
mat and usually relieson other application-layer protocols, most notably
Remote Procedure Call (RPC) and HTTP for message negotiation and
transmission. SOAP can form the foundation layer of a web services proto-
col stack, providing a basic messaging framework on which web services can
be built.

As a simple example of how SOAP procedures can be used, a SOAP
message can be sent to a web service-enabled web site—for example, a
house price database—with the parametersneeded for a search. The site
returns an XML-formatted document with the resulting data (prices, loca-
tion, features, etc). Because the data is returned in a standardized machine-
parseable format, it may be integrated directlyinto a third-partysite.

The SOAP architecture consists of several layers of specifications for
message format, message exchange pattems (MEPSs), underlying transport
protocol bindings, message processing models, and protocol extensibility.
SOAP is the successor of XML-RPC. SOAP makes use of an Internet appli-
cation-layer protocol as a transport protocol. Critics have argued that this is
an abuse of such protocols, as it isnot their intended purpose and therefore
not a role they fulfill well. Proponents of SOAP have drawn anal ogies to
successful uses of protocols at various levels for tunnelingother protocols.

Both SMTP and HTTP are valid application-layer protocols used as
transport for SOAP, but HTTP has gained wider acceptance because it
workswell with today’s Internet infrastructure; specifically, HTTP works
well with network firewalls. SOAP may also be used over HTTPS (which is
the same protocol as HTTP at the application level, but uses an encrypted
transport protocol underneath) with either simple or mutual authentica-
tion; this is the advocated WS-I method to provide web service security as
stated in the WS-I Basic Profile 1.1. This is a major advantage over other
distributed protocolssuch as GIOP/IIOP or DCOM, which are normally
filtered by firewalls. XML was chosen as the standard message format
because of its widespread use by major corporations and open source devel-
opment efforts. Additionally, a wide variety of freely available tools signifi-
cantly eases the transition to a SOAP-based implementation.

Advantages of using SOAP over HT TP arethat SOAP allows for easier
communication through proxies and firewalls than previous remote execu-
tion technology. SOAP is versatile enough to allow for the use of different
transport protocols. The standard stacks use HT TP asa transport protocol,
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but other protocols are also usable (e.g., SMTP). SOAP is platform-inde-
pendent, language-independent, and it issimple and extensible.

Because of the verbose XML format, SOAP can be considerably slower
than competing middleware technologies such as CORBA (Common
Object Request Broker Architecture). This may not be an issue when only
small messages are sent. To improve performance for the special case of
XML with embedded binary objects, Message Transmission Optimization
Mechanism was introduced. When relyingon HTTP as a transport proto-
col and not using WS-Addressing or an ESB, the roles of the interacting
parties are fixed. Only one party (the client) can use the services of the
other. Dewvelopers must use polling instead of notification in these com-
mon cases.

Most uses of HTTP as a transport protocol are made in ignorance of
how the operation is accomplished. As a result, there is no way to know
whether the method used is appropriate to the operation. The REST archi-
tecture has become a web service alternative that makes appropriate use of
HTTP’s defined methods.

Communications (HTTP, SIMPLE, and XMPP)

HTTP s a request/response communicationsstandard based on a client/
server model. A client is the end user, the server is the web site. The client
makinga HTTP requestviaa web browser or other tool sends the request
to the server. The responding server is called the origin server. HT TP is not
constrained to use TCP/IP and its supporting layers, although this is its
most popular application on the Internet. SIMPLE, the Session Initiation
Protocol for Instant Messaging and Presence Leveraging Extensions, is an
instant messaging (IM) and presence protocol suite based on Session Initia-
tion Protocol, and it is managed by the IETF. Like XMPP, SIMPLE is an
open standard. Extensible Messaging and Presence Protocol (XMPP) is also
an open, XML-based protocol originally aimedat near-real-time, extensible
instant messaging and presence information (e.g., buddy lists) but now
expanded into the broader realm of message-oriented middleware. All of
these protocols are discussed in detail in the following paragraphs.

Hypertext Transfer Protocol (HTTP)

HTTP is an application-level protocol for distributed, collaborative,
hypermedia information systems. Its use for retrieving linked resources led
to the establishmentof the World Wide Web. HTTP developmentwas
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coordinated by the World Wide Web Consortium and the Internet Engi-
neering Task Force, culminating in the publication of a series of Requests
for Comments, most notably RFC 2616 (June 1999), which defines
HTTP/1.1, the version of HTTP in common use today.

HTTP isa request/response standard betweena client and a server. A
client is the end-user, the server is the web site. The client makinga HT TP
request—using a web browser, spider, or other end-user tool—is referred to
as the user agent. The responding server—which stores or creates resources
suchas HTML files and images—is called the origin server. In between the
user agent and origin server may be several intermediaries, such as proxies,
gateways, and tunnels. HTTP is not constrained to using TCP/IP and its
supporting layers, although this is its most popular application on the Inter-
net. In fact, HTTP can be implemented on top of any other protocol; all it
requires is reliable transport, so any protocol, on the Internet or any other
network, that provides reliable transport can be used.

Typically, an HTTP clientinitiates a request. It establishes a TCP con-
nection to a particular port on a host (port 80 by default). An HTTP server
listening on that port waits for the client to send a request message. Upon
receiving the request, the serversends back a status line suchas “HTTP/1.1
200 OK” and a message of its own, the body of which is perhaps the
requested resource, an error message, or some other information. Resources
to be accessed by HTTP are identified using Uniform Resource Identifiers
(URIs or, more specifically, Uniform Resource Locators, URLS) using the
http: or https URI schemes.

SIMPLE

Session Initiation Protocol for Instant Messaging and Presence Leveraging
Extensions (SIMPLE) is an instant messaging (IM) and presence protocol
suite based on the Session Initiation Protocol (SIP). Like XMPP, SIMPLE is
an open standard. SIMPLE makes use of SIP for registering for presence
information and receiving notifications when presence-related events occur.
It is also used for sending short messages and managing a session of real-
time messages between two or more participants. Implementations of the
SIMPLE-based protocols can be found in SIP softphones and also hard-
phones.® The SIMPLE presence specifications can be broken up into core

[
6. Incomputing, a softphone is a software program formaking telephone calls ower the Inter-
net using a general-purpose computer; a hardphone is a conventional telephone set.
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protocol methods, presence information, and the handling of privacy, pol-
icy. and provisioning.

The core protocol methods provide SIP extensions for subscriptions,
notifications, and publications. The methods used, subscribe and notify,
are defined in RFC 3265. Subscribe allows a user to subscribe to an event
on a server. Notify is the method used whenever the event arises and the
server responds back to the subscriber. Another standard, RFC 3856,
defines precisely how to use these methods to establish and maintain pres-
ence. Presence documents contain information encoded using XML. These
documents are transported in the bodies of SIP messages.” Privacy, policy,
and provisioning information is needed by user agents to determine who
may subscribe to presence information. A framework for authorization poli-
cies controlling access to application-specific data is defined in RFC 4745
and RFC 5025. SIP defines two modes of instant messaging, the Page mode

and the Session mode. Page mode makes use of the SIP method MES-
SAGE, as defined in RFC 3428. This mode establishes no sessions, while

the Session mode based on the Message Session Relay Protocol (RFC 4975,
RFC 4976) defines text-based protocol for exchanging arbitrarily sized con-
tent of anytime between users.

XMPP

Extensible Messaging and Presence Protocol (XMPP) isan XML-based pro-
tocol used for near-real-time, extensible instant messaging and presence
information. XMPP remains the core protocol of the Jabber Instant Mes-
saging and Presence technology. Jabber providesa carrier-grade, best-in-
class presence and messaging platform. According to a press release follow-
ing its acquisition by Cisco Systems in November 2008, “Jabber's technol -
ogy leverages open standards to provide a highlyscalable architecture that
supports the aggregation of presence information across different devices,
users and applications. The technology also enables collaboration across
many different presence systems such as Microsoft Office Communications
Server, IBM Sametime, AOL AlM, Google and Yahoo!”

Built to be extensible, the XMPP protocol has grown to support fea-
tures such as voice-over-IP and file transfer signaling. Unlike other instant
messaging protocols, XMPP is an open standard. Like email, anyone who
has a domain name and an Internet connection can run the Jabberserver

[
7. RFC3863 and RFC 4479 describe thisprocedure.
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and chat with others. The Jabber projectis open source software, available
from Google at http://code.google.com/p/jabber-net.

XMPP-based software is deployed on thousands of servers across the
Internet. The Internet Engineering Task Force has formalized XMPP as an
approved instant messaging and presence technology under the name
XMPP, and the XMPP specifications have been published as RFC 3920 and
RFC 3921. Custom functionality can be built on top of XMPP, and com-
mon extensions are managed by the XMPP Software Foundation.

XMPP servers can be isolated from the public Jabber network, and
robust security (via SASL and TLS) is built into the core XMPP specifica-
tions. Because the client uses HTTP, most firewalls allow users to fetch and
post messages without hindrance. Thus, if the TCP port used by XMPP is
blocked, aserver can listen on the normal HT TP port and the traffic should
pass without problems. Some web sites allow users to sign in to Jabbervia
their browser. Furthermore, there are open public servers, such as
www . jabber80.com, which listen on standard http (port 80) and https (port
443) ports and allow connections frombehind most firewalls.

STANDARDS FOR SECURITY

Security standards define the processes, procedures, and practices necessary
for implementing a security program. These standards also apply to cloud-
related 1T activities and include specific steps that should be taken to ensure
a secure environment is maintained that providesprivacy and security of
confidential information in a cloud environment. Security standards are
based on a set ofkey principles intended to protect this type of trusted envi-
ronment. Messaging standards, especially for security in the cloud, must
also include nearly all the same considerationsas any other IT security
endeavor. The following protocols, while not exclusively specific to cloud
security, merit coverage here. In the nextfew sections, we explain what they
areand how theyare used in the cloudenvironment.

7.6.1 Security (SAML OAuth, OpenlID, SSL/TLS)

Abasic philosophy of security is to have layers of defense, a concept known
as defense in depth. This means having overlapping systemsdesigned to pro-
vide security even if one system fails. An example is a firewall workingin
conjunction with an intrusion-detection system (IDS). Defense in depth
provides security because there is no single point of failureand no single-
entry vector at which an attack can occur. For this reason, a choice between
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implementing network security in the middle part of a network (i.e., in the
cloud) or at the endpoints isa false dichotomy.®

No single security systemis a solution by itself, so it is far better to
secure all systems. This type of layered security is precisely what we are see-
ing develop in cloud computing. Traditionally, security was implementedat
the endpoints, where the user controlled access. An organization had no
choice exceptto put firewalls, 1DSs, and antivirussoftware inside its own
network. Today, with the advent of managed security services offered by
cloud providers, additional security can be provided inside the cloud.

Security Assertion Markup Language (SAML)

SAML is an XML-based standard for communicating authentication,
authorization, and attribute information among online partners. It allows
businesses to securely send assertions between partner organizations regard-
ing the identity and entitlements of a principal. The Organization for the
Advancement of Structured Information Standards (OASIS) Security Ser-
vices Technical Committee is in charge of defining, enhancing, and main-
taining the SAML specifications. SAML is built on a number of existing
standards, namely, SOAP, HTTP, and XML. SAML relies on HTTP asits
communications protocol and specifies the use of SOAP (currently, version
1.1). Most SAML transactions are expressed in a standardized form of
XML SAML assertions and protocols are specified using XML schema.
Both SAML 1.1 and SAML 2.0 use digital signatures (based on the XML
Signature standard) for authentication and message integrity. XML encryp-
tion is supported in SAML 2.0, though SAML 1.1 doesnot haveencryp-
tion capabilities. SAML defines XML-based assertions and protocols,
bindings, and profiles. The term SAML Core refers to the generalsyntax
and semantics of SAML assertions as well as the protocol used to request
and transmit those assertions from one system entityto another. SAML pro-
tocol refers to what is transmitted, not how it is transmitted. A SAML bind-
ing determines how SAML requests and responses map to standard
messaging protocols. An important (synchronous) binding is the SAML
SOAP binding.

SAML standardizes queries for, and responses that contain, user
authentication, entitlements, and attribute information in an XML format.

[

8. Bruce Schnier, http://www.schneier.com/blog/archives/2006/02/security_in_the.html, 15
Feb 2006, retrieved 21 Feb 2009.

9. The reader is encouraged to consult http://ww w.oasis-open.org/committees/
tc_home.php?wg_abbrev=security.
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This format can then be used to request security information about a prin-
cipal from a SAML authority. A SAML authority, sometimes called the
asserting party, is a platform or application that can relay security informa-
tion. The relying party (or assertion consumer or requesting party) is a part-
ner site that receives the security information. The exchanged information
deals with a subject’s authentication status, access authorization, and
attribute information. A subject is an entity in a particular domain. A per-
son identified by an email address is asubject, as might be aprinter.

SAML assertions are usually transferred from identity providers to ser-
vice providers. Assertions contain statements that service providersuse to
make access control decisions. Three types of statements are provided by
SAML: authentication statements, attribute statements, and authorization
decision statements. SAML assertions contain a packet of security informa-
tion in this form:

wraml: Assertion A. . .>
Aurtherdioatioroe

o Pk b ot o

Attibaatans

=it H btk

rthord zaticoroe

= kb zat oo
wfsaml Assmrtion A

The assertion shown above is interpretedas fol lows:

Assmrytion A, issaed at time T by isooer I, pegaryding subgject
2, prwrided conditions C ape walid.

Authentication statements assertto a service provider that the principal
did indeed authenticate with an identity provider at a particular time using
a particular method of authentication. Other information about the
authenticated principal (called the authentication context) may be disclosed
in an authentication statement. An attribute statement asserts that a subject
is associated with certain attributes. An attribute is simply a name—value
pair. Relying parties use attributes to make access control decisions.An
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authorization decision statement asserts that a subject is permitted to per-
form action A on resource R given evidence E. The expressiveness of autho-
rization decision statements in SAML is intentional ly limited.

A SAML protocol describes how certain SAML elements (including
assertions) are packaged within SAML request and response elements. It
provides processing rules that SAML entities must adhere to when using
these elements. Generally, a SAML protocol is a simple request-response
protocol. The most important type of SAML protocol request is a query. A
service provider makes a query directly to an identity provider over a secure
back channel. For this reason, query messagesare typically bound to SOAR
Corresponding to the three types of statements, there are three types of
SAML queries: the authentication query, the attribute query, and the autho-
rization decision query. Of these, the attribute query is perhaps most impor-
tant. The result of an attribute query is a SAML response containing an
assertion, which itself contains an attribute statement.

Open Authentication (OAuth)

OAuth is an open protocol, initiated by Blaine Cook and Chris Messina, to
allow secure APl authorization in a simple, standardized method for various
types of web applications. Cook and Messina had concluded that there were
no open standards for APl access delegation. The OAuth discussion group
was created in April 2007, for the small group of implementers to writethe
draft proposa for an open protocol. DeWitt Clinton of Google leamed of
the OAuth projectand expressed interestin supporting the effort. In July
2007 the team drafted an initial specification, and it was released in Octo-
ber of the same year.

OAuth is a method for publishing and interacting with protected data.
For developers, OAuth provides users access to their data while protecting
account credentials. OAuth allows users to grant access to their information,
which isshared bythe service provider and consumers withoutsharing all of
their identity. The Core designation isused to stress that this is the baseline,
and other extensions and protocols can build on it.

By design, OAuth Core 1.0 does not provide many desired features
(e.g., automated discovery of endpoints, language support, support for
XML-RPC and SOAR standard definition of resource access, OpenlD inte-
gration, signingalgorithms, etc.). This intentional lack of feature support is
viewed by the authors as a significant benefit. The Core deals with funda-
mental aspects of the protocol, namely, to establish a mechanism for
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exchanging a user name and password for a token with defined rights and to
provide tools to protect the token. It is important to understand that secu-
rity and privacy are not guaranteed by the protocol. In fact, OAuth by itself
provides no privacy at all and depends on other protocols such as SSL to
accomplish that. OAuth can be implemented in a secure manner, however.
In fact, the specification includes substantial security considerations that
must be taken into account when working with sensitive data. With Oauth,
sites use tokens coupled with shared secrets to access resources. Secrets, just
like passwords, must be protected.

OpenID

OpenlD is an open, decentralized standard for user authentication and
access control that allows users to log onto many services using the same
digital identity. It is a single-sign-on (SSO) method of access control. As
such, it replaces the common log-in process (i.e., a log-in name and a pass-
word) by allowing usersto log in onceand gain access to resources across
participating systems.

The original OpenID authentication protocol was developed in May
2005 by Brad Ftzpatrick, creator of the popular community web site Live-
Journal. In late June 2005, discussions began between OpenlID developers
and other developers from an enterprise software company named Net-
Mesh. These discussions led to further collaboration on interoperability
between OpenID and NetMesh's similar Light-Weight Identity (LID) pro-
tocol. The direct result of the collaboration was the Yadis discovery proto-
col, which was announced on October 24, 2005.

The Yadis specification provides a general-purpose identifier for a per-
son and any other entity, which can be used with avariety ofservices. It pro-
vides a syntax for a resource description document identifying services
available using that identifier and an interpretation of the elements of that
document. Yadis discovery protocol is used for obtaining a resource descrip-
tion document, given that identifier. Together these enable coexistence and
interoperability of a rich variety of services using a single identifier. The
identifier uses a standard syntax and a well-established namespace and
requires no additional namespace administration infrastructure.

An OpenlD isin the form of a unique URL and is authenticated by the
entity hosting the OpenID URL. The OpenID protocol doesnat rely on a
central authority to authenticate a user’s identity. Neither the OpenID pro-
tocol nor any web sites requiringidentification can mandate that a specific
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type of authentication be used; nonstandardforms ofauthentication such as
smart cards, biometrics,or ordinary passwords are allowed. A typical sce-
nario for using OpenID might be something like this: A user visits a web
site that displays an OpenlD log-in form somewhere on the page. Unlikea
typical log-in form, which has fields for user name and password, the
OpenlID log-in form hasonly one field for the OpenID identifier (which is
an OpenID URL). This form is connected to an implementation of an
OpenID client library. A user will have previously registered an OpenID
identifier with an OpenlID identity provider. The user typesthis OpenlD
identifier into the OpenlID log-in form.

The relying party then requests the web page located at that URL and
reads an HTML link tag to discover the identity provider service URL.
With OpenlID 2.0, the client discoversthe identity provider service URL by
requesting the XRDS document (also called the Yadis document) with the
content type application/xrds+xml, which may be available at the target
URL but is always available for atarget XRI. Thereare twomodes by which
the relying party can communicate with the identity provider:
checkid_immediate and checkid setup. In checkid_immediate, the rely-
ing party requests that the provider not interact with the user. All communi-
cation is relayed through the user’s browser without expliatly notifying the
user. In checkid_setup, the user communicateswith the provider server
directly using the same web browser as is used to access the relyingparty
site. The second option ismore popular on the web.

To starta session, the relying party and the identity provider establish a
shared secret—referenced by an associate handle—which the relying party
then stores. Using checkid_setup, the relying party redirects the user's web
browser to the identity provider so that the user can authenticate with the
provider. The method of authentication varies, but typically, an OpenlD
identity provider prompts the user for a password, then asks whether the
user trusts the relying party web site to receive his or her credentials and
identity details. If the user declines the identity providers request to trust
the relying party web site, the browser is redirected to the relying party with
a message indicating that authentication was rejected. The site in turn
refuses to authenticate the user. If the user acceptsthe identity provider’s
request to trust the relying party web site, the browser is redirected to the
designated return page on the relying party web site along with the user’s
credentials. That relying party must then confirmthat the credentials really
came from the identity provider. If they had previously established a shared
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secret, the relying party can validate the shared secret received with the cre-
dentials againstthe one previously stored. In this case, the relying party is
considered to be stateful, because it stores the shared secret between sessions
(a process sometimes referred to as persistence). In comparison, a stateless
relying party must make background requests using the
check authentication method to be sure that the data came from the iden-
tity provider.

After the OpenlID identifier has been verified, OpenID authentication
is considered successful and the user is considered logged in to the relying
party web site. The web site typically then stores the OpenlD identifier in
the user's session. OpenlD doesnot provide its own authentication meth-
0ds, but if an identity provider uses strong authentication, OpenID can be
used for secure transactions.

SSL/TLS

Transport LayerSecurity (TLS) and its predecessor, Secure Sockets Layer
(SSL), are cryptographically secure protocols designedto provide security
and data integrity for communications over TCP/IP. TLS and SSL encrypt
the segments of network connections at the transport layer. Several versions
of the protocols are in general use in web browsers, email, instant messag-
ing, and voice-over-IP. TLS is an IETF standard protocol which was last
updated in RFC 5246.

The TLS protocol allows client/server applicationsto communicate
across a network in a way specifically designedto prevent eavesdropping,
tampering, and message forgery. TLS provides endpoint authentication and
data confidentiality by using cryptography. TLS authentication is one-
way—the server is authenticated, because the client already knows the
server's identity. In this case, the client remains unauthenticated. At the
browser level, this means that the browser has validated the server’s certifi-
cate—more specifically, it has checked the digital signatures of the server
certificate’s issuing chain of Certification Authorities (CAS).

\alidation does not identify the server to the end user. For true identifi-
cation, the end user must verify the identification information contained in
the server's certificate (and, indeed, its whole issuing CA chain). This is the
only way for the end user to know the “identity” of the server, and this is the
only way identity can be securely established, verifying that the URL, name,
or address that isbeing used is specified in the server’s certificate. Malicious
web sites cannot use the validcertificate of another web site because they



212  Cloud Computing Standards for Security 212

have no means to encrypt the transmission in a way that it can be decrypted
with the valid certificate. Since only a trusted CA can embed a URL in the
certificate, this ensures that checking the apparent URL with the URL spec-
ified in the certificate is an acceptable way of identifying the site.

TLS also supports a more secure bilateral connection mode whereby
both ends of the connection can be assured that they are communicating
with whom they believe they are connected. This is known as mutual
(assured) authentication. Mutual authentication requires the TLS client-
side to also maintain a certificate. TLSinvolves three basic phases:

1. Peer negotiation for algorithm support
2. Key exchange and authentication
3. Symmetric cipher encryption and message authentication

During the first phase, the client and server negotiate cipher suites,
which determine which ciphers are used; makes a decision on the key
exchange and authentication algorithms to be used; and determines the
message authentication codes. The key exchange and authentication algo-
rithms are typically public key algorithms. The message authentication
codes are made up from aryptographic hashfunctions. Once these decisions
aremade, data transfer may begin.
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XEN ARCHITECTURE

Xen

Xen is a unique open source n:z-:l"ur|ur_'|]|:||gj.-f5|'ir inventzd by a team led by Tan
Pract at the University of Cambridge. Xen was originally developed by the
Sysrems Research Group ar the University of Cambridee Compurer Labo-
ratory as part of the XenoServers project, funded by the UK-EPSRC.
XenoServers aimed to provide a public infrastructure for global distribured
computing. Aen plays a key parr in that, allowing one ro efhciently parri-
tion a single machine to enable multiple independent clients to run their
operating sysiems and applications i an environment. This enviconment
provides protection, resource isolation, and accounting. The project web
page contains further information as well as pointers to papers and techni-
cal reports. ™

Using Xen server virrualization, the Xen Hypervizor is installed direcrl}r
on the host hardware and exists as a thin layer between the hardware and the

operating system. This abstraction layer allows the host device o run one or
more virtual servers. It isolates hardware from the operating system and irs

applications. Xen is licensed under the GNU General Public License
(GPL2) and is available at no charge in both source and object format.
ﬂ-:cﬂn:!ing to the official web site, “Xen is, and ;ﬂwa}'s will be, open so urcad,
uniring the industry and the Xen ecosystem to speed the adoption of virtu-
alization in the enterprise.”

The Xen Hypervisor supports a wide range of guest operating systems
including Windows, Linux, Solaris, and various versions of the BSD operar-
ing systems. The Xen Hypervisor has an exceptionzlly lean footprint. The
Xen Hyperviser offers a smaller code base, greater security, and up to 10



dlLH:'.h ].I:.'-:!-.'.'I- U'F'E'I]:IIL'E{J. 'J:I.d.ll -H:ELEI'[]&LIL"I'L' V.i.]'l.'.l.'diiif:".i.ﬂll ':tp]_.l:ﬂ':ldlt'ﬁ. rI:1|.1':l.|. INCAIES
thar it has extremely low overhead and near-native performance for guests.
Ken renses exisring device drivers (hoth clased and open source) from Linuy,
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protects both guests and the Hypervisor from faulty or malicious drivers.

Virral device monirors (which are also known as hypervisors) are nfren
used on mainframes and large servers szen in dara center architecrures.
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vide virtual dedicated servers o dielr customers. Xen suppont for virtual-
machine live migration from one host to another allows workload balancing
and avoids system dewnrime. Some of the main advanrages of Xen server
virrualization are

s Consolidarion and increased urilization

. | he ﬂhi[il:‘f to r:Pi-::I.[}' P-rm"i:iﬂn and start a virtual machine

s Better ability to dynamically respond to faults by rebooting a vir-
tual machine or movinz a virrual machine to a different hardware
P'.-'iit Fﬂ'l'm

n  The ability to securely separate virrual operating systems on the
same plartivrm
s Theability o support legacy soliware as well ws new operating sys-
temn instances on the same computer
For nl:lerariug sysTem d-E"-'f'IDPIT‘IE!I][’ rasks, virtualizanion has a aigniﬁ—
cant additionzl benefit—running the new system as a guest avoids any
nf'l.'.:l:l  dn ) l'{'bl]'l}t tI-.I.E' Eﬂmput{"r “‘ll':']'lwc.' k= I:“..lg 1'5 'l.‘ﬂ'.._':!l.lr.tfmd. Fj-||-.l.i.-5 Pl’l}‘
tected or insulated environment is known as a “sandbox,” and such sand-
boxed puest systems are useful in computer security research and
development. In order to study the effecis of malware, viruses, and worms
without compromising the host system, developers eften prefer 1o use a

sandbox. Hardware aFPIiarac-: vendors increasingl}r have begun o ship



their products preconfigured with several guest systems. This allows them
to deliver complex solutions that zre able to execute various software
applications running on ditferanr pperating systems.

Xen touts 2 para-virtualization technology that is widdy acknowledged
as the fastest and most secure virtualization software in the industry. Para-
virtualization takes full advantage of the latest Intel and AMD hardware vir-
malization advancements and has ﬁmd:ment;ﬁy altered the way virtu aliza-
tion technology is built. Virtual servers and the Hypervisor cooperate 1o
achicve very high perlormance lor VO, CPU, and mmemery virwalization.

.."I..;:::ﬂ-rding to the Xen User 1'1.-':{.1‘*111.1:11,35 the Xen system has mu]l:i.p-le 1:1}'-
ers, the lowest and mest Frivileged of which is Xen itself. Xen can host mul-
riple guesr aperaring sysrems. Fach aperaring system is run within a secure
virtual machine environment known as a domain. In order to make effec-
tive usc of the available physical CP'Us, such domains are scheduled by Xen.
Each guest operating system 1s responzible for managing its own applica-
tions. This management incluces :—::heduling each applicarion within the
time allotted by Xen to the virtual machine, The l:rri.m::.rj domain, domain
0, is creared 111mm:mr:ﬂ|1.r when the system honrs, and it has spm:nl man-
apetnznt privilepess. Domain 0 builds ailiee deinging wnd lmaLares Ll vi-
tu.al devices. Domain 0 also pcrturms administrative t.u]-:s such as
suspending, resuming, and migrating other virtual machines. Within
domain 0, a process called xend is respl:uﬂsible for ANAI N vircual

machiness and Fn:wi ding access to their consoles.



Unit 5

SECURITY , STANDARDS AND APPLICATIONS
SECURITY IN CLOUDS

Cloud security challenges:

Challenge 1: DDoS attacks

Az more and more buginezzes and operations mowve to the cloud,
cloud providers are becoming a bigger target for malicious attacks,
Digtributed denial of zervice [DDo3] attacks are more cammon than
ever before, Verizion reported IT zervicez, cloud and Saas wasg the
ozt frequently targeted industry during th e first quarter of 2015,

A DDoS attack iz degighed to overwhelm webgite gervers 2o it can
no longer regpond to legitimate uger requests, If a DDoS attack is
successful, it renders a website uzselezs for hours, or even days.

Thiz can result in a loss of revenue, custormear trust and brand
authority,

Cotnp letnenting cloud gervices with DDos protection iz noe longer
just good idea for the enterprizge; its a necesgity, Webzit es and web-
bazed applications are core components of 21st century business
and require state-of-the-art zecurity.

Challenge 2: Data breaches

Enown data breachesz inthe U5, hit a record-high of 738 in 2014,
according to the Identity Theft Eezearch Center, and hacdking was
[bw far] the number one cause. That's an incredible statistic and
only emmphazizes the growing challenige to gecure zengitive data,

Traditionally, [T profeszionals have had great control over the
networls infrastructure and phyeical hardware [firewalls, etc.)
geclring proprietary data. Inthe cloud [in private, public and



hvbrid scenariog), some of thoze controls are relinguished to a

trusted partner. Chooging the right vendor, with a gtrong record of
security, iz vital to overcoming thiz challenige,

Challenge 3: Data loss

When business critical information is moved into the cloud, it's
understandable to be concerned with its security, Loging data from
the cloud, either thousgh accidental deletion, malicious tatmpering
[i.e. DDo3s] or an act of nature brings: down a cloud zervice provider,
could be dizastrous for an enterprize buginess, COften a DDoX attack

iz only a diverzion for a greater threat, such as an attempt to steal
or delete data,

To face thiz challenge, it's imperative to ensure there iz a dizaster
recovery process inplace, ag well az an integrated system to
mitigate malicious attacks. [n addition, protecting every networle
laer, including the application lager [lagrer ¥, should be built-into
a cloud security golution,

Challenge 4: Insecure access points

One of the great benefits of the cloud iz it can be accezzed from
arvwhere and from any device, But, what ifthe interfaces and AFIs
usgers interact with aren’t secure? Hackers can find these twpes of
vilnerabilities and exploit them,

A behavioral web application firewall esxramines HTTPE reqguests to a
webzite to engure it iz lepititnate traffic. Thiz alwayz-on device helps
protect web applications from security breaches.

Challenge 5! Notifications and alerts

Awarenesz and proper conmunication of gsecurity threats iz a
cortierstone of networl gecurity and the same goesz for cloud
gecurity. Alerting the appropriate webzite or application managers
as soon as athreat iz identified should bepart of a thorousgh



gecurity plan. Speedy mitigation of athreat relies on clear and
prompt comimunication go steps can be taken by the proper entities
and impact of the threat minitmizad,

Final Thoughts

Cloud security challenges are not insurmountable, With the right
partners, technology and forethought, enterprizes can leverage the
benefitz of cloud technology,

CD Networlce® cloud gecurity solution integrates web perfortmance
with the latest in cloud security technology, With 160 points of
presence, websites and web applications are accelerated on a global
acale and, with our cloud security, our client s’ cloud-based assets
are protected with 24/7 end to end zecurity, including DDos
mitigation at the networl: and application levels,

CLOUD USAGE AND BENEFITS

According to a study by Eightscale, in which they surveyed 1000 IT
profeszionals, 96% of respondents uze cloud [link].

Both public and private cloud adoption have increazed in the last
vear., The nutnber of regpondents now adopting public cloud ig 92
percent, up from &9 percent in 2017, while the number of
respondents now adopting private cloud iz 75 percent, up from 72
pearcent in 2017, Az areszult, the overall portion of responidents
uszing at least one public or private cloud is now 9% percent.

The rate of cloud adoption will continue to rize in 2018 and bevond.
Az more and more ClOz remain troubled by rising IT infrastructure
cogtz and problems of delivering availability, security and
performance, adopting cloud infrastructure becotme a natural step
to rezolving these problems. With cloud adeoption growing among
enterprizes, forward-thinking ClOg are looking for wayvs to inprove
their Internet performance and gecurity, while reducing costs,



morme of the major busziness advantages of cloud computing:

1. Cost reduction - while zomme companies are concarned about the
cost of migration to the cloud, once vou're onthe cloud, cost
zavings are obvious, Basy access to company's data saves time and
money, and cloud infrastructure iz cheaper than on-premises
hardware yvou have tu buy and upgrade with time.

2. Flexiblity - the cloud offers businesses more flexibility overall
verzus hozting on a local gerver, And, if vou need extra bandwidth,
a cloud-baged gservice can meet that dermand instantly, rather than
undergoing a complex [and expensive] update to vour IT
infrastructure, This improved freedom and flexibility can male a
zighnificant differeniceto the overall efficiency of vour organization.

3. Mobility - the cloud allows mobile access to enterprize data via
smartphones which means that workers with busy schedules, or
thoze living long way from corp orate office, can uze thiz feature to
instant Iy keep up-to-date with clientsz and coworloers,

4, Ouality control - by uzing the cloud, all of the company's data iz
stored in single format and in one location, With evervone acceszing
the gzame infarmation, vou can maintain congistency in data, avoid
human error, and have a clear record of any revizions or updates.

0. Scalability - Scalability and elasticitv via dvnamic ["on-dermand"|
provigioning of rezources ol a fine-grained, self-zervice baziz in
near real-times, without users having to engineear for peak loads,
This gives the abilitv to scale up when the usage need increases or
down if regources are not being uszed.

But what about gecurity?

Cloud gecurity iz a debated topic, with zome claiming that the cloud
iz not zecure, Sotne companies are concerned with the fact that if
their data iz gtored on someone elzge's servers [cloud provider|, and
that data iz acceszible from anvwhere, how can theyv be sure that
their data iz gafe from unwanted uze by cvber ariminals,



Mozt of these concerng are unwarranted. EapidZcale claims that 94
parcent of businesses saw an improvermnent in gsecurity aft er

awit ching to the cloud, and 91 percent gaid the cloud makes it
eagier to mest governiment compliance requiremments, The ey to this
arnped-up security iz the encryption of data being transmitt ed over
networlts and stored in databaszes,

By uzing encryption, information ig legs accesgible by haclkers or
anvone not authorized to view yvour data. As an added zecurity
measure, with most cloud-based zervices, different security settings
can be zet bazed on the uzer,

Cloud gecurity is often az good az or better than other traditional
svstermns, in part because service providers are able to devote

regources to solving security issues that many custormers cannot
afford to tackle or which thew lack the technical gkillz to addrese,

atill, cloud gecurity faces gsome challenges and threats that need to
be addresszed to make surethat all data iz safely stored.



CLOUD SECURITY CHALLENGES

Here arethe major gecurity challenges that companies uging cloud
infrastructure have to prepare for.

Data breaches

A data breach might bethe primmary objective of a targeted attack or
simply the rezult of human error, application vulnerabilities, or
poor gecurity practices, It might inveolve any kind of informmation
that was not intended for public releaze, including perzonal health
informat ion, financial information, personally identifiable
information, trade secrets, and intellectual propertv. An
organization’s cloud-bazed data may have value to different parties
for different reasons.

Access management

mince cloud enables acess to company' s data fron anvwhere,
companies need to make sure that not evervone has accesz to that
data. Thiz iz donethrough various policies and suardrails that
enzure only legititnate ugers have acceszs to vital information, and
bad actors are left out.

Data encryption

Implementing a cloud computing strategy means placing critical
data in the hands of athird party, g0 enguring the data remains
gecure both at rest [data residing on storage media) az well az when
in trangit iz of pararmount importance, Data needs to be encrypted
at all timesz, with clearly defined roles when it comes to who will be
managing the encryption kKeve, [nmost cages, the only way to truly
enzure confidentiality of encrypted data that rezides on a cloud
provider's storage servers iz for the client to own and manage the
data encryption kevs,

Denial of service [DoS ] DDoS attacks)

Digtributed denial-of-gervice attaclk [DDo3], like aty denial-of-
gervice attack (Do), hag az itz final goalto stop the functioning of
thetargeted zite 2o that no one can access it. The zervices of the



targeted host connected to the internet are then stopped
temporarily, or even indefinitely.

Advanced persistent threats [APTs]

ATz are aparagitical form of cvber attack that infiltrates svetermns
to egtablizh afootheld in the IT infrastructure of target companies,
fr o which thev steal data. AFTs pursue their goals stealthily over
extended periods of time, often adapting to the security measures
intended to defend against them,

Software as a service security:

moftware-az-a-service [Baas| iz an on-demand, cloud-baszed
software delivery tniodel that enables organizations to subzcribe to
the applications they need without hosting thermn in housge, Saas iz
one of geveral categories of cloud subscription services, including
platform-as-a-zervice and infrastructure-as-a-gservice, Haas has
become increazingly popular because it zaves organizations from
neading to purchase gervers and other infrastructure or maintain
an in-houge support staff, Instead, a Saas provider hostz and
provides Haan security and maintenance to their software, Some
wellldonown Saas applications include Microgoft Office 265,
malestorce, commn, Cisco Webex, Box, and Adobe Creative Cloud, Most
enterprize zsoftware vendors also offer cloud versions of their
applications, such as OUracle Financials Cloud.

Benefits of software-as-a-service

According to Market Fegearch Future, the globhal Saah market iz

expected to grow 21% annually for the next few vears, reaching
F117 billion by the end of 2022, Thiz growth in the popularity of
zoftware-as-a-zervice iz due to:

{n-demand and scalable resources. Urganizations can purchase
additional storage, end-user licenzes, and features for their
applications on an ag-needed basgis,



Fast implementation., Organizations can subscribe almost
instantly to a Saas application and provigion employvess, unlilke on-
premises applications that require more time.

Easy upgrades and maintenance, The Saas provider handles
patchez and updates, often without the customer being aware of it.

No infrastructure or staff costs. Organizations avoid paying for in-
houze hardware and zoftware licenzesz with perpetual ownership.
Theyv also do not need on-zite IT ztaff to maintain and support the
application, Thiz enablez even small organizations to uge
enterprize-level applications that would be costly for them to

imp lerment .

Saas security

maan providers handle much of the gzecurity for a cloud application.,
The Haas provider iz regpongible for gecuring th e platform, networle,
applications, operating svstem, and physical infrastructure,
Howrever, providers are not responsible for securing custamner data
of Uger accezs to it, Sotme providers offer a bare minitnum of
gecurity, while others offer a wide range of Saas security options.

By 2022, Gartner projects that 955 of cloud security failures will he
the custorner's fault. To aveid security breaches, customers can
itnplement improved gecurity practices and technologiez, Below are
maas security practices that organizations can adopt to protect data
in their Saa> applications,

Detect rogue services and compromised accounts, The
average organization uses 1,935 unigque cloud services,
Unfortunately, the IT departments belisve they uge only 30
cloud gervices, according to the 2019 McAfes Cloud Adoption
and Fizk Keport., Moreover, nearly %90 of thoze cloud zervices
were rated asz high risk services, Urganizations can use tools,
such ag cloud access gecurity brolters [CASE] to audit their
networkes for unauth orized cloud gervices and compromised
accounts,



Apply identity and access management (IAM)., A role-bazed
identity and accezs management solution can ensure that
enid uzerz do not gain acceszs to more regources than they
require for their jobz, IAM zolutions usze procesgszses and usger
accezs policies to determine what filez and applications a
particular user can access, An organization can apply role-
bazed pertmizzions to data go that end uzers will zee onlv the
data they're authorized to view.

Encrypt cloud data. Data encryption protects both data at
rest [in storage] and data in transit between the end user
and the cloud or between cloud applications. Govertument
regulations usually require encryption of gensitive data.
mensitive data includes financial information, healthcare
data, and personally identifiable information [PII). While a
maan vendor may provide zome type of encryption, an
or ganization can enhance data security by applying its own
encryption, such as by implementing a cloud access security
broleer [CASE].

Enforce data loss prevention [DLP). DLF software monitors
for sengitive data within Saal applications or outgoing
transmizsions of senzitive data and blocks the transmission.
DLP zoftware detectz and prevents zengitive data from being
downloaded to perzonal devicez and blocks malware or
hadlkers from attempting to accesz and download data.

Monitor collaborative sharing of data. Collaboration controls
catl detect granular permnizzions onfiles that are shared with
other ugers, including ugers outzide the organization who
acceszs the file through a web link, Employvees may
inadvertently or intentionally share confidential decurments
through email, team spaces, and cloud storage gites such as
Drophox,

«Check provider's security, The Cloud Adoption and Rizl
Feport surveved respondents ontheir trust of cloud
providers' gecurity. It found that nearly 70% of thetn trust
their prowviders to gecure their data. However, only 8% of
cloud zervices actually meet the data security requirerments
defined in the CloudTrust Program. Only 1 in 10 providers
encrypt data at rest, and just 18% support multifactor
authentication. Clearly, not all of that custormer trust is




dezerved. An audit of a Saas provider can include checks on
its compliance with data security and privacy regulations,
data encrvption policies, emploves gecurity practices,
cyberzecurity protection, and data segregation policies,

mads gecurity zolutions

meveral tyvpesz of security golutions can help organizations improve
maan security, The solutions can be implerment ed zeparately or
together as part of a CASE.

.[data loss prevention [DLP) | safecuards intellect ual property

and protectz zengitive data in cloud applications, az well az
at endpointz such az laptops. Organizations can define data
access policies that DLP enforces.

.Compliance solutions provide controls and reporting

capabilities to enzure compliance with governiment and
indusztry reculations.

Advanced malware prevention includes technologies such as

behavioral analvtics and real-time threat intelligence that
catl help detect and block zero-day attacks and malicious
fileg that may be gpread through cloud emnail and file sharing
applications.

Cloud access security brokers ([CASBHs) protect enterprize

data and uzers acrozs all cloud gervices, including
maas, Paas, and laas. According to Gartner's Magic
Chaadrant for Cloud Access Security Brokers, CASB 2 detect
threatz and provide [T departments with oreater visibilitv
into data uzage and uszer behavior for cloud services, end
ugers, and devices, CAZBs alzo act ittunediately to remediate
gecuritv threats by eliminating security mizconficur ations
and correcting high-risk user activities applications, CASBs
provide a variety of gecurity services, including:
o Monitoring for unauthorized cloud services
o HEnforcing data securitv policies including encryption
o Collecting detailz about usgers who accezz data in
cloud gzervicesz from any device or location
o Restricting accesz to cloud gervices based on the user,
device, and application



o Providing compliance reporting

CASE zolutions, which are tyvpically Saas applications, may provide
additional capabilities. These may include:

oFile encrvption

eFPre-built policy templates to guide IT staff through the process
of policy creation

oUsger entity behawvior analyticsg [HUEBA] bacdked by machine
learning

oIti-application coaching to help end users learn improved
gecurity practices

emeclrity configuration audits to suggest changes to security
settings baszed on best practices

IT departments can learnto protect their cloud applications and
data by following cloud zecurity best practices and implementing
effective Saas gecurity zolutionsz. Cloud gecurity solutions from
McAfee enable organizations to accelerate their buginess growth by
giving them vizibility and control over their applications, devices,
and data. Learn more about McAfee cloud security technology,

COMMON STANDARDS

The open cloud consortium :

The Open Cloud Congortium [OCC] hag only been around gince
2008, That's not very long, but thev've done some good works, One of
thethings thevve done, which I think iz quite interesting, is
eztablish a testbed that keeps orowing every vear,

The firgst phaszse of the testbed congizsted of getting it into operation.
It congizted of 240 cores in four U.3, data centers. Thoze data
centers are located at University of [llinoiz at Chicago, StarLight in
Chicagzo, Calit2 in LaJeolla, and Johng Hoplking University in
Baltitnore, All the racks were connected to a wide area 10 gh/ =
networks, Before the end of itg first vear, the testhed was uporaded
te 480 cores,

In itz second yvear of operation, the DCC conducted phaze 2 of
operations. Inthis phasze, the number of racks waz increagsed to @



atid the number of nodes to over 250, The number of cores went to
over 1,000,

Fhage 3 began last vear and iz currently underway. The goal iz to
increage gome of the 105G networle connections to 10005,

The Open Cloud Congortium testbed iz an experitnent with a lot of
potential. Future cloud operations could hinge on what taktes place
in thiz testhed. Policy and best practicez could be implemented
bazed on their testing,

The Open Cloud Consofium is a nawly formed group of universities
that iz bofh frying o improve the performance of sforage and
compufing clowds spread across geographically disparate data
centers and promote cpen fframavorks that will let cloud s operated
by different entifles work seamlessiy fogether

Evervone's talking about building a cloud thesze dawvs. But if the IT
world iz filled with computing clouds, will sach one be treated like a
zeparate izland or will open standards allow all to interoperate with
each other?

That's ofie of the questions being examined by the Open Cloud
Congortivam [DCC], a newly formed group of universgities that iz both
trving to improve the performance of storage and computing clouds
spread acrogs peographically disparate data centers and promeote
opetl fratmeworks that will let clouds operated by different entities
worl seamles sy together,

Cloud iz certainly one of the tmeost uzed buzzwords in IT today, and
marketing hvpe from vendors can at times obgcure the real
technical izzsues being addresszsed by regearchers such asg those in
the Open Cloud Consgortium,

“There’s so much noize in the space that it's hard to have technical
digcuszzions sometimes,” savs Robert Grogsman, chairman of the
Open Cloud Congortium and director of the Lab oratory for
Advanced Computing [LAC] and the National Center for Data
Mining [NCDM] at the Univerzity of [llinoiz at Chicago.

may vou're running an application with one cloud prowvider, such as
Amazon’s EC2 zervice, and want to swit ch to another one, *Our goal



would be that wou would not have to rewrite that application if wou
shifted the provider of cloud zervices,” Grogsman sayvs.

The Distributed management Task force:

The Dizstributed Management Task Force [DMTEF] iz an industry
organization invelved inthe development, adoption, and
interoperability of management standards and initiatives for
enterprize and Internet environments. The aitn iz the exchange of
management information in a platform-independent and
techneology-neutral way, streatmlining integration and reducing
cogts by enabling end-to-end multi-vendor inter operability in
managetnent gysteimns,

Within the DMTF, the DMTF Utility Comp uting Working Group
operates in cloze collaboration with other organizations, like

the Global Grid Forum [GGF] and the Drganization for the
Advancernent of otructured Information Standards [OASIE] Web
mervices Distributed Management [WSD M) Tech nical Committee, to
develop standards related to utility computing, The rezult of this
collaboration ig to unify the industry on a get of highly functional
and extenzible management interfaces.

DMTF

Abbrewviation DMTF

Formation 1992

Type standards Development
Organization
Purpose Develop ing tmanagsimernt

standards and promoting
interoperability for enterprize



and Internet environments

Membership Broadcom Inc., Cigco, Dell
Tech nologies, Hewlett
Pacltard Enterprize, Hitachi,
Ltd., HF Inc., Intel
Corporation, Leniovo, Net App,
and Software A,

Website wrwrw . dmtf org

History

Founded in 1992 az the Dezlt op Managetment Tazsk Force, the
organization’s first standard was the now-legacy Desktop
Management Interface [DMI]. Az the organization evolved to address
dizstributed management through additional standards, such az the
Cotntmion [nformation Model [CIM], it changed itz name to the
Digtributed Management Task Force in 1999, but iz now known as,
DMTEF.

The DMTF continues to address converged, hvbrid IT and the
moftware Defined Data Center [RDDC) with itz latest specifications,
such az the Eedfizh standard, sMBIO= and PMCI standards.

DMTE Standards

DMTE standards include:

CADF - Cloud Auditing Data Federation

CIMI - Cloud Infrastructure Management Interface

CIM - Cotrimon Information Model

DASH - Deslttop and Mobile Architecture for Systern Hardware

MCTF - Management Component Transport Protocol Including
NV hle-MI™, [2C/5MBuz and PCle® Bindings

NCSI - Networl Controller Sideband Interface
OWE - Open Virtualization Format



FLDM - Flatformm Level Data Model Including Firtnware Update,
Fedfish Device Enablement [RDE]

Fedfizh - Including Protocelsz, Schetna, Host Interface, Profiles
SMASH - Bystemns Management Architecture for Server Hardware|]
SMBIOS - Bvstemn Management BIOS

Standards for Application developers:

The reazonsg to adopt standards in cloud computing clogely match
the zame logic that made the universal uzability of the Internet a
realitv: The more accezsible data iz, the more interoperable software
and platforms are, the more standardized the operating protocols
are, the eagier it willbe to usge and the more people with uge it --
and the cheaper it will be to implement, operate, and maintain.
ovsternsg and software dezsigners see this logic in action when they
create a cloud platfortm and don't have to wortry about figuring out
how to make it worlt with a dozen or g0 networlks protocels, Cloud
application developers feel the power of standards when they build
an application using a framework that cuarantees almost 100
parcent succezs in such areas ag data acceszs, rezource allocation,
debugging, failover mechanistmes, uger interface reconfiguration, and
aerror, data, and exception handling... not to mentionthe shouts of
jov when a developer realizes that a favoered toolkit can integrate
into a favored development platform, s ometimes with onlyv the push
of a button.

For cloud developers and degioners, standards are a powerful
addition to their toolbox that allows them to spend more time
creating fagcinating new appg engineared with elegant code, and
lezs titme worlting out compatibility issues,

[BM and cloud open standards

[BM iz deeply involved in the movement to develop cloud standards,
advocating open cloud architecture and emphazizing the

importance of building standards that support gvstermns
interoperability, To move toward a more standards-baszsed, open



cloud ecozvstemn, IBM hag initiated zeveral bold changes over the
past few vears:

It bazed itz open cloud gervicez on the open gource Openstack
cloud operating systerm.

Many of [IBEM's cloud management products now incorporate
Openctack, including BM's Smart Cloud Orchestrator and IBEM
Cloud Manager with Openstachk,

The company itnplemmented the Bluemix Paas platform, baszsed on
Cloud Foundry, to help developers guickly build web and mobile
applications while integrating multiple languages, frameworks, and
gervicez ag needed.,

[BM integrated Doclter containers to usge with Bluemix, this
simplifies the development and administration of distributed apps
zince vou can build an app with any language and toelchain, then
ship it zafely for uze on virtually any device. And it can gcale to
thouzands of nodes,

The company has dedicated a number of programmers to open
gource projects each vear,

moftware-defined networlcing, providing an abztraction layer AFI for
managing the networle, has become a star strategy for [IBEM
technologies; so0 has open gource deplovment automation with the
toolz of vour choice [lile Puppet or Juju or Chef], OAuth has
becotrne a kev security technology for the integration of EEST Az
into the enterprise,

To prove that global standards are vitalto cloud computing, IBM
supportz and actively participatesz inmultiple cloud standards
organizations, including the Openstack Foundation, C5CC, DARILS,
and WaC, to name just a few.

standards that help development

Let's catch up on cloud standards that designers and developers

can use in 2015 to help make software degion gitnpler, cheaper, and
faster,
Cloud Standards Custormner Council [25 0]

CoCC iz an end-usger advoecacy group that seelts to "accelerate
cloud's guccessful adoption" ag ameans to strensthen 21st century
enterprizes, It iz not really a standards organization but a
facilitator; it works with existing standards sroups to engure that
client requirement g are addrezsed az standards evolve, Thiz oroup
understands that the transition from a traditional IT envirorument to




a cloud-bazed environment can require significant changes, 2o it
atternpts to guarantee that this transition won't cost end-uszers the
choice and flexibility thev enjov with their current [T environimentsz,
Another role of the C5CC iz to advocate for the establishiment of

op e, transparent standards for cloud computing, the council
believes that the agility and economic efficiencies cloud offers are
only posgzible ifthe performance, gecurity, and interop erability
izzues that arise during the trangition to the cloud are answered in
an open, transparent way,

For designers and deweilopers assisiing a ciient in a move o the
cloud, the 250 case studies, best practices, and roadmaps are an

excellent resouroe,

Distributed Managernent Tagsk Force [DMTE]

DMTE iz an azzociation of industry [T conpaniss and profezzionals
collaborating on and promeoting enterprize systems management
and interoperability standards with a goal of providing "cormmeon
management infrastructure components for instrumentation,
control, and comurmunication in a platform-independent and
technology-neutral weagy "

The DMTF zports geveral areas of focus.,

Cpen Virtualization Format (OTF)

The OVF standard, adepted az [50 17202 by the International
Organization for Standardization [I50)], creates uniform formatting
for wirtual svstems-bazed software, OVFE iz platform independent,
flexible, and open, and canbe uzed by attvone who fieeds a
standardized package for areating a virtual software solution that
requires interoperability and portability, OVE simplifies
management standards uzing the Commeon Information Model [CIM]
to standardize managament information formats; this reduces
dezign and development overhead by allowing for quicker and more
cogt-effective implamentation of new software solutions.

The payoff for developers: uniform formatiing for virfual systems
software.

Cpen Clowd Standards ncubator working group

The Open Cloud Standards Incubator working sroup's goal ig to
facilitate managetnent interoperability between in-enterprize private
clouds and public and hvbrid clouds, The components — cloud



regource management protocols, packaging format 2, and security
mmechanizsms—address the increazine nead for open, conszizstent
cloud management architecture standards,

Developers gef insight Info linking niemnal enferprise proaie clowds

foextamal clowds of all shapes.

Clowd Management Working Group (CRIWS)

CMWS uges the Cloud Infrastructure Management Interface [CIMI)
to visually represent the total lifecvcle of a cloud gervice zo that vou
can enhance the implementation and management of that service
and male sure it iz meetiny sarvice requiraements . Thiz group can
explain how to tnodel the characterizstice of an operation, allowing
variation of vour implementation to be tested prior to final
development,; it does this with CIM, which creates data clazses with
well-defined azzociations and characterizstics, ag well azs a
conceptual framework for organizing thezse components, CIM uszes
digcrete layers: core model, common model, and extension
representations.

A programmer or designeyr can wse CIA fo create a management

model. For developers, fthis fodl lefs you fest cloud services fand meest
requirements) before you finish the project.

Clowd Audiing Data Federafon Working Group (CALDF)

CADF worlcs to standardize "audit event s acroszs all cloud and
service providers" with the goal of regolving gignificant izsues in
cloud computing due to inconsistencies or incompatibilities, It
geals to ensure consumers of cloud computing syvstemns that the
security policies required on their applications are properly
managed and enforced, The CADF Working Group develops the
DMTE's CADF standard, a model programmumers, managers, and
usgers can aemploy to self-audit application security. An audit event
model will eventually support the abilityv to submit and retrieve
audit event data through reports,

For designers and dewelopers, the sfandards set forth by this group

help with event auditing across clowd sysfems.

For developers and dezsipners taslked with creating and enhancing
cloud enterprizse syvstems managaement [and who isn't inany



project?], these worlkting group s, formats, and components are like a
mini-toolbox.

European Telecotminunications Standards Institute [ETSI)

ETol iz an organization that produces internationallv-applicable
standards in information and communications technology to
improve systemns interoperability, efficiencies, and economies
through shared knowledeoe and expertize,

ETol Technical Commitiee Clowd

ETRI Technical Comrnittee Cloud examines issues arizing from the
cotwerzenice of IT and telecormtmnunications, With cloud computing
requiring connectivity to extend beyvond the local networke, cloud
networls scalability has hecome dependent onthe ability of the
telecom industry to handle rapid increases in data transfer, it alzo
workcs on izsuss related to interoperakility and security,

For developers, this i an excellent resowrce for clowd mobiie

standards covering scalability, data fransfer, and security.

Clowd Standard s Coordination (C5C)

The CaC initiat ive ig regpongible for developing a detailed zet of
standards required to support European Commizsion policy
objectives that address zecurity, interoperability, data portabilit v,
and reverzibility,

Clobal Inter-Cloud Technology Forum [GICTH]

SICTE iz an organization prometing the standardization of networlc
protocols and interfaces in an effort to create a more reliable cloud
services networls that zolves the problems of zecurity, data quality,
svstem respongivenes s, and reliability, Thiz group locks at the
cloud ecozphere from the perspective of leazed IT and cloud
architecture; its operating approach iz to assume that the rapidly
growing and leased nature of cloud syvstermns mayv contribute to non-
cotnpatible and unstable cloud networkoz,

SGICTH helps deveiopers solve clowd nefworkdng and interface

problems with security, data quality, system responsivensss, and
reliability.




International Organization for Standardization [150]/International
Electrotechnical Commimiggion [TREC]

IS0 ig a wellktnown, 70-year old, independent, non-governmental
memberghip organization made up of 163 member countries. It is
theworld's largest developer of voluntary international technology
standards. The [EC iz more than 100 vears old and iz the leading
force behind international standards for alltechnologies involving
the electrical, electronic, and related fislds,

Together, these two groups have built JTC 1, a developiment
environtnent through which international standards for busginess
and consumer applications are created. Worlkting through JTC 1,
technology experts build core infrastructure technologiez and
integrate cormplex and varied existing technologies, Sub Conmittee
28 of JTC 1 iz concerned with distributed application platforms and
services [that iz, web services, service-oriented architectures, and
cloud]. Btandards to come out of this group inrecent vears include
Cloud Computing Service Level Agreements [CCSLA], Cloud
Computing Int eroperability and Portability [CCIF], Cloud Computing
Data and itg Flow [CCDF)], and Cloud Data Management Interface
[CDMI.

Developers and designers shouwld consider this a primary fount of
clowd sfandards

Internaticonal Telecormmunications Union [ITU]

ITU iz a specialized agency of the United Nations focuzing on
developing technical standards to ensure networle interop erability
and workting to improve access in undergerved corrmtmunities, ITU
study Group 13 focuses on next-generation networkes (NG,
including mobile tech nelogies and cloud computing, especially as
thev relate to the ongoing international changs from circuit to
packet-baszsed networktz, Study Group 13 iz alzo interested in
developing technologies with reduced energy conzumption.

A sub-group of Study Group 132 iz the Joint Coordination Activity
on Cloud Computing [JCA-Cloud]. Thiz group coordinates cloud
commputing standardization worle with in the ITU and with other
organizations.

Ifyour task is fo bwid low-energy mobile doud nefworks or fransition

to a packei-based netwark, this is where you start.,
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National Institute of Standards and Technologyr [NIST]

NIST iz part of the .5, Department of Cottimerce and it workes to
advance measurement science, standards, and technologies,

NIST definesz cloud computing for government and industrv, It
outlinesz cloud asz follows:

Five egzential characteristics:

On-demand self service

Broad networl: access

Fezource pooling

Fapid elasticity

Measured service

Thres zervice models:

Cloud Software ag a Service [Saas|

Cloud Platform az a Service [Paad|

Cloud Infrastructure ag a Service [[aa3)|

Four deplovment models:

Frivate cloud

Cornmmunity cloud

Public cloud

Hvbrid cloud

NIST promotes systaems standardization for gsecurity,
interoperability, and streatrmnlined connectivity, It doesz 2o through its
standards Acceleration to Jumpstart Adoption of Cloud Computing
[BAJACC], aprogram that drives the creation and adoption of cloud
commputing standards by providing ey use cazes that show how
specific applications can be succeszfully supported on the cloud.

If you plan fo develop cloud fechnologies for U5 governiment

contsumption, NIST wall provide your basic guide

Dpen Grid Forum [OGE]/Open Cloud Computing Interface [DICCT]

QSF iz an international group of IT professionals working through
opetl forums and events to push for the rapid developiment and
deployment of advanced applied distributed computing
environments such as cloud, grid, and allied storage and networlks
methods, OGF focuzes on zcalable enterprize golutions as well as
supporting applications for rezearch and zcietice,

The QCCI specification, a "RESTIul protocol and AF for all kinds of
manageinent tasks " iz available throuch QOGF, OCCT includes
various general-purposge implement ations and tools focused on




integration, portability, interoperability, and autonomic gcaling and
rnonitoring,

For developers and designers looking fo implement dowud fechnologies
fhat deal with scalable enfarprizse computing or scientific or research
appilcations {fas well as storage and network methods), this group
has some good resowrces.

Ubject Managerment Group [OME

DM iz an international technology standards congortium that
originally targeted standardizing distributed object-oriented
gysterns, but now focusges on modeling programs, systerns, and
buginess processes and creating model-bazed standards. [t provides
only specifications, not implementations [but any group attempting
to et a spec accepted by OMG must provide a working
itmplementation within one yvear after acceptance]. OMG iz part of
the C5CC [the first group in this list).

OMG's Unified Modeling Language™ [UML] iz the baszis for modeling
application structure, data structure, buginess proceszs, and
architecture, When uzed with UML's Meta Object Facility [MOFTH]
and Model-Driven Architecture®, the entire development proceszs is
unified which helps reduce cloud portability, interop erability, and
reuge igzues,

motme of OMG's recent hot topics have included software-defined
networking and the industrial version of the Internet of Things.

As a developer or designer, furn fo CMG when you want o ses

what's hot in clowd standards.

DOpen Cloud Congortivm [QCC]

QOCC iz an organization of universities, companies, and government
lab g and agencies that supports medical, health care, gcientific, and
envirottnental rezearch by managing and operating cloud
computing infrastructure, The OCC alzo develops benchmarks and
standards to improve cloud computing, including the Malstone
Benchimarlk which iz deziohed to measure the performance of cloud
commputing middleware when mining data in data-intengive gettings,
Try OOC when you're looking for o reqlavorld testbed for cowd

performance henchmarks,




Uroanization for the Advancement of Structured Information
standards [OASTS]

UASIS iz a conzortium that repregents metmbers inmore than 65
countries and promotes multiple cloud protoceols and standards:
DAGIE Cloud Application Management for Platforms [CAMP] for
cloud interoperability

DARIS [dentity in the Cloud [IDCLOUD] for identity managetment
gecur ity challenges

OARIE Byvmptoms Automation Frameworls [BAF] iz a catalog-based
KML knowledoe frameworls degigned to makle it eazyvto uze
knowledge acrogs domains

DAZLS Topology and Orchestration Bpecification for Cloud
Application [TOSCA] focuses on enhancing the portability of cloud
apiplications and services

DARIS Cloud Authorization [CloudAuthZ] enables contextual
attributes and entitlermments zets to be delivered to policy
enforcement points in real time [cloud policy managament|

DASLS Public Administration Cloud Eequirements [PACE] iz a set of
public-administr ation-specific attributes and operational
requirement s that are necegzary in cloud computing services
ALY has an extensive st of fechnology commitiess, so youw can

probabiy find one that is dealing with any cloud ssue you'd ke fo
rescive

ot orage Networkting Industry Azgociation [ENIA/ Cloud Data
Managaement Interface [CDMI]

SMIA iz a global group focusing on developing standards and
technologies for managing information and storage, Its CDMI iz a
functional interface that applications can uze to manage data
elements inthe cloud, Management and administrative pergsonnel
can alzo use the interface to manage data, zecurity acceszs, and
storage availability,

Look fo SNTA for clowd data and storage standards and inferfaces fo

manage them.

Upen Group
The Dpen Group's mizgion iz toe enhance buziness success through

IT. It trutnpets standards ag a way to reduce cogte and achieve the




primary goal. [ts Cloud Computing Group worles to educate its
mmetnbers [and othersz] onhow enterprizes of all sizes can take
advantage of the cost, scalability, and agilitv b etiefits of a cloud
supported by standards.

If you need to make a business case o support standards, sfart with
The Open Sroup.

Azsociation for Fetail Technology Standards [ARTS]

Az a divigion of the National Eetail Federation, AETS sealks to
reduce the cost of technology through the implementation of
standards, as atool to meet that goal, it hasz developed the ARETS
Data Model, now a standard in theretail industry, Software
developers can usze the ARTS Data Model as a base for their
applications, allowing them to focus more resources on the
development of unique usger interfaces,

The ARTS Data Model can be a wusefid application develicpment
platform if you're bullding a retail application

T Forum

TM Forum iz a global trade assgociation that worliz to protmote the
concept of IT az a Service through its Cloud Forum. The group
provides research, benchmarks, and roadmap s for the industry
technology, as well as best-practice suideb ooles, goftware
standards-based interfaces, and training, conferences, and
publications.

If you need to fake a look at some genaral best practices, sirategles,
or operating models for the implementation of clowd systems, Thy
Forum may hAave some case sfudies for you

STANDARD S FOR ME SSAGING:

T Mezzaging standards Enable gitnp le, unambicuocus tranglation of
ingtructions across different platforms [both svnchronous and
agynchronousg|, gecurity of tmeszage routing, inteprity and
encryption. Historically, enterprizes used tight coupling of
applications within defined infrastructure environments for any
business process integration, but they are now progressively
looking to exploit the cost gsaving, agility and best of breed
application benefits of moving to cloud baszsed solutions.



Urnfortunately achieving cost gaving and agility can sometimes be at
the ezpenze of process integrity, Az a simple example, moving CEM
to the cloud may appear very cost effective, but inmaking the move
other buszsiness proceszes integration [including any devices which
are acceszing agsociated data), mayv become dizjointed or broken, OF
coursge the integration links can be rebuilt, but this impacts some of
themajor advantages of a cloud delivervy model — flexibility and
agility, This then triggers & question for an enterprize: How can
disparate cloud applications and data gources [gee Fioure 1) be
made to workl together in a searnless, robust and in standardized
WA

At a fundamental level, Cloud Orchestration acts asg tool for
connecting heterogeneous clouds and the Internet of Things [[0T],
whereas Cloud Meszaging actz az a cotmumunication platfortn and
enabler of interactions acrozs the orchestrated environment . The
principle of a Cloud Mesgzaging Flatform is baszically that it enables
a layer of abztraction between the dizparate component parts of a
cloud delivery eco-gvetam, whilst ztill allowing th e different
eletnents to interact in a geamingly integrated way via a definable
zet of meszszacineg protocols, Principal Architecture - Cloud
Mezzaging When end-uszer organizations push their onpremize
applications intoe cloud envirortnents, the need for an abstraction of
mesggaging capabilities [rather than applicationspecific meszaging|
becomes particularly pronounced, The traditional messaging
approach iz poorly gzuited where vendor and language-specific
mezgsaging constraing the applications to uze proprietary protocols.
Cloud Meszaging allows greater flexibility in uging the technical
environments and the language API's of choice, with the neceszary
tnmessaging abstracted via the Cloud Meszaging Platform, It alge
allowrs gynchronous or asynchronous cotmimunications acrosgs
networkis with greater technical simplicity and efficiency. The Cloud
Meszaging platform offers a shared cloud-based mezsage quening
fr atnework [Cloud Meszzage QJueuingCMOQ)], enabling messaging
between various entities that wizh to comtnunicate with each other
zeamlezsly and reliably uzing standard vendor neutral protocols
[like AMOP - Advanced Megzage Queuing FProtocol], App 2 App 1 App
S App 4 App 5 End point End point Publish Publizh Subszaribe
FPublish Subzaribe Queue 1 Queue 2 Queue 3 Cloud Megzaging In



principle, an entity iz anything that can participate in a given
eniterprize busines s proceszs, With cloud meszase gquening, the
subszcriber to a gervice doez not nieed to understand the protocol
usged by the gervice provider or wice verza but can focus on
requesting the required busineszsz functionalitv, A Cloud Mezzaging
platform from a logical point of view can be consgidered as shared
Jquele gpace in a cloud which enables interoperability between
various clients or entities az shown in Figure 2. Viewing this fioure
frommn left to right, we gee clients [static or mobile] publishing
requests or messages to process engines in the cloud, these in turn
getlerate entries to the relevant process queues to be subsgequently
congumed by the registered client subsaribers.

Cloud Security Standards:

Az customers transition their applications and data to use cloud
cormputing, it iz critically important that the level of zecurity
provided inthe cloud environment be equalto or better than the
secur ity provided by their non-cloud IT envirorntment, Failure to
engure appropriate gecurity protection could ultimately result in
higher costs and potential logz of busziness, thus eliminating any of
the potential benefits of cloud computing, This paper focuszes
prifmarily ofn infortnation gecurity requiretments for public cloud
deplowment zince this model introduces the most challenging
informat ion gecurity concerns for cloud gervice customers. The
CRCC Becurity for Cloud Cormputing: 10 Steps to Ensure Success
white paper [1] prescribes a geries of ten steps that cloud service
cusztorners should talke to evaluate and manage the gecurity of their
cloud envirormment with the goal of mitigating risk and delivering an
appropriate level of support. The following steps are discuszsed in
detail:

1. Enzure effective povernance, rigk and compliance processes exist
2, Audit operational and busineszs proceszes



3. Manage people, roles and identities

4. Enzsure proper protection of data and information

5. Enforce privacy policies

B, Azgess the security provizions for cloud applications
V. Enzure cloud networlcs and connections are gecure

5, Evaluate gzecurity controls on phyzical infrastructure and
facilities

9, Manage zecurity tertms in the cloud zervice agreatment
10, Understand the security requirements of the exit process

This white paper uzes the zame list of ten stepz az a
straightforward way to completment and extend the original
whitepaper. For each step, the corresponding subsection highlichts
the zecurity standards and certifications that are currently available
as well az the cloud specific security standards that are currently
being developed, Fecomimendations on which standards and
certifications should be required of progpective cloud sgervice
providers are highlighted for each step.

otep 10 Ensure effective governance, risk and compliance proceszes
exizt Effective povernance iz egzential to guiding managament
procesges and decizion making to deliver IT services in accordance
with the needs of the organization. Standards to support the
governance of IT have exizted for a number of vears and thev are in
cotrimon uge around the world, Thesze governance standards are not
specific to cloud computing, but they are sufficiently general so that
theyv can be applied to the governance of cloud conputing, General
governance standards includs: « [RO/IEC 22500 - [T Governance
[2] The [0 [International Organization of Standar dization] 38500
standard provides aframework for the governance of [T within an
organization, offering guiding principles for the genior managament



of the organization for the effective, efficient and acceptable uze of
IT. It iz not gpecific to cloud computing, but it can be used by both
cloud zervice providers and cloud zervice customers, « COBIT [3)
COBIT [Control Objectives for Infortmation and Felated Technology)
wag created by the [SACA organization and provides a frameworlke
for IT governance and [T management. It iz pozgitioned az a high
level frameworl that gitz between busginess goals and processes and
the IT goals and processes, COBIT can be used in conjunction with
tmore detailed standards such ag [S0/IEC 20000 and IS0/ EC
27000, « ITIL [4] ITIL [Information Technoelogy Infrastructure
Library] ig a et of practices for [T zervice management, which can
be applied to the management of cloud services, Information

seclr ity management iz covered, but it iz twpicalto address this
area using the [BO/IEC 27002 standard [gee below], « [50/[EC
20000 [5] [SOJIEC 20000 iz a geries of well-establizh ed and
internationally recognized standards for IT service management, [t
iz not specific to cloud computing and cloud services, but a new
standard, [SO/IEC 20000-7, iz being developed to addressz the
application of [0/ IEC 20000 to cloud computing, In addition, the
[RO/EC 20000-11 specification, under development, will describe
therelationship of IS0 /IEC 20000 to other frameworlcs and in
particular to ITIL, « S5AE 16 [6] G AR [Statement on Standards for
Attestation Engagement| 18 iz an audit standard which applies to
zervice organizations including cloud gervice providers, 35AE 16
audits cotmne in three formms: 300 [Service Orpanization Controls] 1,
L 2y and R0C 3, 50C 1 iz focuzed on financial reporting
controlz, while 30C 2 etmphasizes Trust Services Principles to
asgess the effectivenseszs of technical and operational security
controlz, S0C 3 iz gimilar to 50C 2 but reports on whether the
organization has achisved Trust Services Principles comp liance [ves
or no| rather than a detailed analyzis of capability, Additionally, the
S0 3 report can be freely distributed. » National Institute of
standards and Technoeology [NIET) Cybersecurity Framework [C5F)
[7] C5F iz a crozs industry reference framework geared at overlaying
federal security aszezsment and authorization [SARA| security
controls into the private industry [gpecifically critical infrastructure
environments]. Thiz iz emerging as a standard governance

fr atneworl for cloud computing in private industry, + Cloud
mecurity Alliance [CsA] Cloud Controls Matrix [8] The C5A conducts



cloud gecurity rezearch, profezsional education, and provider
certification to promote secure delivery and use of cloud cormmputing
servicez, The CoA has publizhed a Cloud Controls Matrix that
prowvides ingight into the kew security control congiderations when
asgeszing cloud provider services, Thiz document iz helpful in
eztablishing effective cloud zecurity governance. In addition to the
getleral standardsz and frameworks listed above, there are others
that operate at country or regional levels or that apply to specific
industries or to gpecific tvpes of data, If vour buziness operates in
therelevant countries or in the relevant industry sector, these may
apply. Dotme examples are listed below, but there are others and it
iz necezzary to understand which may apply to vour usze of cloud
zservices: Health Care » HIPAA [9] The Health Insurance Fortability
and Accountability Act [HIPAA] iz & regulation that requires U .5,
health care providers to maintain the confidentiality and security of
protected health information [FHI|. Pavment Card » PCI-DE5 [10]
The Payment Card Industry Data Security Standard [PCI-DE5) is an
industrv mandate that defines the minimum gecurity contr ols
neaded to protect customner cardholder data throughout itz lifecycle



End user access to cloud computing:

End-uzer computing [EUC) iz aterm that refers to the technologies
that IT profeszionals uze to deploy, manage and secure the devices,
applications and data that worlters require to perform their jobs.
The tmajor components of BT are phveical desktop

computing, virt ual desktop computing and mobile computing, each

of which inwolvesz zeveral different technologies,

Types of EOC

End-uzer computing encompaszes a wide variety of user facing
regources, including:

o desltop and noteboolt computers;

o dezlitop operating svstemnsz and applications,

o zmartphones, tablets, wearables and other mobile devices,
o tniobile, web and cloud applications, and

o vwirtual desltops and applications.

EUC alzo covers the technologiez that [T profeszionals uze to
provide access to these regsources, such as:

o Windows management and security tools,

o enterprizemobility management software, which includes meobile

device management and mobile application management,

o desklttop and application virtualization platforms and
managetment toolz, and

o enterprige file svnec-and-share services,




End-user computing services

Traditionally, IT managed the different components of end-uszer
computing separately. Az the congumerization of IT and the bring

vour own device [BYOD | trend gained steam, however, more
organizations realized the need to provide accessz to corporate
applications and data acrozs multiple device types.

In an attempt to gimplify this process, vendors began offering
productz and services degigned to worle acrozs multiple areas of
EUC. Examples of these products and zervices include:

o tools that provide monitoring and management of both physical
and virt ual dezsktops and applications,

o apt refactoring, which uszes wirtualization to create mobile-

friendly verzions of Windows and web appse,

o unified endpoint management [UEM], which allows [T to apply

and enforce mobile device management policy on Windows
10 PCez, and

o workspace suites, which aim to provide centralized congoles
where end usgers can acceszs all of their required applications and
data, and IT can securely manage that accessz,

Advantages and disadvantages

End-uzer computing benefits organizations by gecurely enabling a
mohbile, distributed worlkdforce, [ts major disadvantage, despite all
theworls that has gone inte unified management, iz its

cotnp lexity. Mozt organizations have not vet migrated to Windows
10, which means they can't take advantage of UEM, and they hawve
to uze gzeparate products to manage PCz and mobile devices,
Worlizpace zuites do not vet provide complete inteoration between



all of the digparate products thevbundle together, And tryving to run
an application on an operating svstem or device that it wasn't built
for can result in problems around compatibility and usger
experience,

Mobile Internet devices and cloud:

A Mobile Internet Device [MID] iz a small multimedia-enab led
mobile device that provides wirelegz Internet accessz, MIDsz facilitate
realtime and two-way cornmmunication by filling th e multithedia gap
between mobile phones and tablets,

A MID iz larger than a handheld device, like a smartphonie, but
smaller than an ultra-moebile PC [UMPC]. MID technology focuses
on providing entertaimment, information and location-hased
zservices to individual consumers, rather than enterprizses,

Techopedia explains Mobil e Internet Device (MID)

A MID hag zeveral pozitive advantages over stmaller and larger
devices, It provides a larger display than atwpical mobile phone
with preloaded Internet functionality, which facilitates Web
browsing, The compact MID dezion allows uzers to eazily carrv a
MID in a bacdkpack or pursge, Alzo, MID devices are significantly
lighter than standard laptops.

MIDz provide efficient and wirelezs connectivity, Features bazed on
Intel’s 2007 prototype are as follows:

o Digplay gcreen: 4.5 to 6 inches

o DBoot time: Faster than UMPC

o Manufacturer's sugzested retail price [MEEP)]: Lower than
OMPC

o Fandom access memory [RAM]: 256 or 512 Mhb

o Pixel regolution: 800x4580 or 1024x600

o Easzv interface

o Wide local area networls [WLAN| or Wi-Fitechnology



In 2007, Intel introduced itz first generation MID [code-named
McCaslin] with a 90 i Intel A100/AL110 proceszor that ran at G00-
00 MHz. In 2011, Intel will releaze itg fourth generation [43]
procezgsor [code-named Medfield], which will contain a 32 nm Intel
Atorm procezsor [speed unkinown).

Intel MIDz uzethe Moblin [now known ag MeeGo) model, which iz
an open source Linux 05 with the latest dual core processors, Key
features are a built-in Global Pozitioning Systermn [GFS] and long
batterv life,

Mobile Cloud Computing [MCC)| iz the combination of cloud
cotnputing and mobile computing to bring rich computational
resources to mobkile uzers, network operators, as well ag cloud
cotnputing provider g WENA Th e ultimate goal of MCC iz to enable
execution of rich mobile applications on aplethora of mobile
devices, with a rich usger experience BMMCCT provides business
opport unities for mobile network operators ag well ag cloud
providers EE More comprehengively, MCC can be defined ag "a rich
mobile cormnputing technology that leverages unified elastic
regsources of varied clouds and networll technologies toward
unrestrict ed functionality, sterage, and mobilitv to gserve a
multitude of mobile devices anvwhere, anvtitne through the channel
of Ethernet or Internet regardless of heterogeneous environiments
and platforms based onthe pav-as-vou-use principle.

{Jpen research issues|edit]

Although zignificant research and development in MCC iz available
in the literature, effortz in the following domains iz still lacking ElF1

o Architectural issues: A reference architecture for heterogensous
MCC enwvironment iz a crucial requirement for unleazshing the
power of mobile computing towards unrestricted ubiguitous
cotnputing,

 Energy-efficient transmission: MCC requires frequent
transmissions between cloud platform and mobile devices, due to
the stochastic nature of wireless networks, the transmizzion
protocol should be carefully designed L11=]

o Context-awarenesgs issues: Context-aware and socially-aware
computing are ingeparable traits of contermnporary handheld



computers, To achieve the wigion of mobile computing among
heterogeneons converged networks and computing devices,
dezipning rezource-efficient enwvironiment -aware app lications iz
an sszential need,

Live VM migration issues: Executing rezource-intenszive mobile
application via Virtual Machine [VM]| migration-bazed application
offloading invelves encapsulation of application in VM instance
and migrating it to the cloud, which iz a challenging task dueto
additional owverhead of deploving and managing VM on mobile
devices,

Mobile communication congestion issues: Mobile data traffic
iz tretmendously hiking bv ever increaging mobile ugser detmands
for exploiting cloud rezources which impact on tmobile networke
operators and demand future efforts to enable smooth
commrmunication between mobile and cloud endpoints.

Trust, security, and privacy issues: Trust iz an ezsential factor
for the guccezz of the burgeoning MCOC paradisim, It iz hecausze
the data along with code/component/ app lication / cotnplet & WV
iz offloaded to the cloud for execution., Moreover, just like
software and mobile application piracy, the MCC application
developtmient models are alzo affected by the piracy

igzue 9 Piraxld iz known to be the first specialized framework
for controlling application piracy in MCC requirements



TASK MANAGEMENT

Task management is an activity in which an individual or team leader tracks a task throughout its
life cycle and makes decisions based on the progress. Task management is done using software
tools that help effectively organize and manage tasks by using functions such as task creation,
planning and assignment, tracking and reporting.

The reports generated assist the management in analyzing the overall efficiency of an individual,
department or organization.

Task management tools are used to track personal, group or shared tasks. The tools may be free
or premium software applications, and run in either standalone, LAN-based or Web-based mode.
The size and functions of the tools depend on the requirements of the task and on whether they
are used foran individual, small-sized or medium-sized business or for a corporate task
management’s activity. Typical features include the following:

o Task and subtask creation, assignment and reassignment, prioritization, task sharing, etc.
o Notification and report generation

o Calendar

e Security and access control

o Mobile capability, integration with other systems and chat systems

e Sorting

The team leader is responsible for creating, assigning, prioritizing and monitoring a task to
ensure that it is completed on time. When managing a task assigned to a group, some tools
provide a real-time view and easy access to all related content and discussions. Administrative
features allow administrators to change priorities, reassign tasks, add more time or people to
handle the tasks and approve tasks when finished.

With a centralized task management point, it is possible to track and identify a team based on
what it is doing, determine the time a task is taking and to determine the team'’s efficiancy. Most
tools allow users to visually manage a task and to see the history of completed, pending, overdue
and ongoing tasks. The reports generated by the tools may contain details such as the start date,
deadline, overdue date, task budget, main tasks, subtasks and time allocation.

Task management is therefore an important process that allows supervisors to monitor the time
employees spend on a task, the ongoing and completed tasks, and an employee’s workload and
performance. This information can be used to balance workloads, forecast bottlenecks and guard
against delays and missed deadlines.



BENEFITS OF CLOUD COMPUTING FOR
EVENT MANAGEMENT PROFESSIONALS

The truth iz, sucocessful event profeszionals are wery quicls, flexable and excellent at
coping wmth stress. But the secret to their success also ez 1 the technology they use:
Clowud com puting grres event profezzionals the fleability they need.

1. Permanent Connection and Acceszibility

The daily worlk roubne of many people starts by logemg 1n to their com puters amnd
operny thelr e-mails, spreadsheets, or event zofteme. Whenewver something roes
wong, there's [T ztaff that may help.

The event industry, howewer, haz a different rhythm. Event managers usually do not
zit in front ofthewr PO from 9 to 5. Being on-zite, spending fime <with chients or
trasrelling — these are only a feww things that form a huge part of event profeszionals’
jobs. Az a conseguence, permanent accessibility to client and event data 1z eszental to
ther m order to delrrer s ooth and successhal events.

Imazine being connected to your mportant data at any time. Whether you smnt to
loolcup contact details, phone nambers or find out about clients” erent histornes. All
vou need 1z an mternet cormechon and your laptop or mobile device. You simply log 1n
to your event sofbware via your broweser wherever you are. Sound likke a dream ?Itiz
poszible thankes to cloud computng.

2, Accuracy Thanks to Real-Time Data

Forget that "daily-dpm-functon-zheet" that wall be out-of-date zoon. If yowur data 1=
constantly updated in one place and accezable thmugh the internet, there 1= 1o need
to print out event data. And that gives you zo0 much more flexbility with client wishes
and short notice changes.

Feal-time data comesz with another m ajor benefit: It iz reliable. Everyitem that you
order untl the wery end of the event iz capbared and therefore mvoiced.

d. Mo IT and Hardware Worries

Feally, you don't need to be a tech expert to work wmth the clowd. You can put your

mind at rest and let others talke care of IT. There are zavrry people at the "end ofthe
line" malking sure you can work efficiently and assuring data security at any tme.

Mot hawing to mammtain an internal [T mbastactare 12 abiy opporbaraty to zavwe
money. We oftenn hear about tim e and resource constramts when spealang to owur
chents. It iz wery difficult for event orpanizations to find the time to maintain an
nternal technical department.

If the thought of simply o pening your broweser, logring in and immediately bemg
connected to your client and event data males you happy? Then you should conaider
moving to the cloud and choozing the eazy and efficient way of managing events.



PROJECT MANAGEMENT

Coordination and collaboration are the two esgential components
of handling a project. Coordination iz within a location for
traditional projectz, and acrozs locations for distributed projects.
There iz a need for Collaborative Froject Management Architectures
[CFMAz] in order to build szysterns that can overcome the
challenizes faced by traditional project managstnent.

Traditional Project Managemett Scenarios

When tearmn members or companies carry out project management
[FM], there are many potential mistaltes or pitfalls to which thew

can easily fall preyw. Instead of high lighting them all, let’s focus on a
fewr common overarching themes identified in the literature,
Combining together all of thesge thetnes account for the reazon why
maty major projects either fail or are significant Iy lege efficient and
effect ive than th ey could be.

Over-emphasizing of PM as a Project Reporting Mechanisin

Traditional project management often emplove a simple paszsive
reporting mechanistm instead of a dynamic tearnworle coordinating
approach. In many companies, the project management
methodology iz assumed ag a corporate reporting tool rather than
an efficient gvstern that the various parts of the company can usge
to help themselves, In thiz tyvpe of zituation, information flow iz
lezz among project contributors,

Ineffective and Inefficient Communication

In traditional PM, communication may be ineffective due to many
reagons -

o Mizunderastandings due to inexplicit or poor cotrmunication.
e Members having a poor grasp regarding the problem,
o Different interpretations by different team members.

Communication iz also inefficient or not up to the mark becausze of
various reazons like -

o Untimely cotmmunicatiosn,

o Failure to update latest notification to every team member who
needs to know,

o Poor communication skills and capabilities are mostly cited as
themain reagon for project failure,



Managing Project Inputs and Outputs but not Process

Another gerious problem in traditional project management iz that

employess manage deliverables and resourcesz, but they dont
manage the process,

o Tearn leadersz create PEET and plan the project within a
titneline, thev tmanage time, budget, equipment, human
regources, and the product, but fail to manage worll process,

o Une reagon for the failure of zoftware projectz iz the ladk of
real-time improverment measurement svstems to  identify
potential rigks in the initial stages, before thev become
serious threats to the progress of the product,

o If emplovess only handle project inputz and outputs, the
process remaing a bladte box and project members are
unaware of the fact that something has gone wrong until it is

too late to correct the izzue without causing large amounts of
reworll and increasze cotmp lexity,

Thiz rezultz in making PM a reactive proceszs, rather than a
proactive one,

Reactive Management

Feactive management defines a pagsive PM strategy in which
project managers conduct incomplete planning with a hope that
everyth ing will be fine in the end,

o Feactive project managers react to what has happened and
they seldom plan for the future, Thev do not review their own

or others’ previousz experiences to gain inzight from lezszons
learned over time,

o In reactive management, emplovess spend a gignificant
amount of project time on reworking deliverables and
rectifiying errors,

o Another comimon izgue in reactive situations iz almost all the
reworkl must be done manually, including searching for worls
that iz influenced by changes in other partz of the project.

Feactive Project Management iz often accompanied by lack of
svetematic procedure for storing project information which leads to

cotnpounding the probletns of poor planning and the need for
I ewrork,

Lack of an Electronic Project Repository

Lack of an electronic repository is a company-wide problem as well
ag a project-specific izzue, A paper-baszed repozitory has zeveral
lithitationsg lilke -



o Fetrieval delays
o Lost documents
o Incomplete files and storage problems

o Error proneness due to data extraction, interpretation, and
repaclkaging,

o Difficulty in coordination and failure under given time
constraints,

Lack of an electronic project reposgitory leads to inadequate project
docummentation,

o Project memberz are usually tmore concernied with

accommplishiment of current project rather than capturing and
archiving information that can be uszeful at a later time.

o Most of the project related information iz not stored at all, like
the project procesges, contexts, rationalesz, or artifactz, Even if
they are stored, they may not be structured, organized and
indexed in a way that enables project members to easzily
access, search, and retrieve the infortmation,

Collaborative Project Management as a Solution

We agzume that various challenges faced in traditional PM can be
addrezzed by uszing collaborative FM tools and processes. A
collaborative PM tool deals with explicit representation of project
information and titmely sharing of the adequate information.

Let’s have a look at how a collaborative PM enwvirornnent can
overcome the limitations that plague traditional FA.

Considering PM as a Project Analysis Mechanism

When teatn members congider FM asg a project reporting tool, thewy

care ghout the outputs of the FM rather than the analysiz process
which gives those outputs.

e When people consider PM az a project reporting tool, extra
project-related  infortmmationn that iz usually not formally
captured, will effectively be lost when memory fades.

o Un the other hand, when employvees treat PM as a project
analvsiz tool instead of conszidering it as merely a reporting

tool, the product will be the tazk information, decizion
raticnale, and other related artifacts,



Effective and Efficient Communication

Explicit representation of project infortnation iz important for
effective and efficient cormmunication, especially in distributed
situations.

o Effective cormununication also describes clear specification and
unanitmous agresment of zignificant project information such
as ey concepts, ideas, project process, team member duties,
and rezponsibilities,

o All these are documented and saved for future reference by
the team members.

o In addition to support for explicit representation of project
infortmation, a collaborative PM tool needs to support, manage
and handle automatic notification of taslk status changes, and
allow members to dizcuss and give feedback on one another’s
worlks,

Explicit representation, however, iz an important step towards
effect ive cotmtnunication.

Managing Project Process as well as Inputs and Outputs

Managing the project process iz the most crucial part of FM. OUne

way to get an idea about the process is though a project lifecycle,
The project lifecycle iz broadly categorized int o four major steps -

Step 1 - Understanding the project [problem definition and
specification| - planning the project.

Step 2 - Executing.

Step 3 - Tracking and controlling the project,
Step 4 - Clozing the project.

Here the team members manage the inputs and outputs, but not
the proceszz, thev overemphaszize step 1, 2, and 4 at the cost of ztep
3,

The nature of project processes iz dynamic and changes
significantly fromn the original project plans and expectations as the
project improves further. An ongoing process alwayvs leads to some
changesz in project inputs and outpute and these changes, in turn,
lead to further changes in the project process,

A collaborative FM tool allows tesam mermbers to update, and review
one another's worlkk progress, collect project measures like
resources spent on the task, and acceszz the current worle of others
within a titne bound,



Proactive Project Management

Froactive project management refers to future-oriented planning,
rizkt management, and change management in the current ongoing
project. Proactive management requires project team members to
conduct precize, specified, clear, and detailed planning at the
beginning of the project cycle, identifving potential risks, and
making plang to miticate thoze rigks,

A project manager, who conducts proactive management, examines
task interdependencies and malkes their decizions based on precize
“hard” data rather than wizshful thinlking,

o Proactive managetment iz followed by learning,

o Proactive managemment of the PM procesz requires an
Enterprizge’s project memory, from which members can learn
during an ongoing project and refer back for future projects.

Cne way to implement an effective business organizational project
tretniory iz with the help of an electronic project repogitory,

Employing an Electronic Project Repository

With the growing advancement of information technology, files in
digital format are easier to store, access, retrieve, edit, and route.
The paper-bazed repogitory is replaced with an electronic project
repogitory. The goal of an electronic project repogitory ig to control,
handle, and share project information efficiently and effectively,

o Effective information management improves the overall project
performance within budget, reducing data entrv and reentrv
cogtz, eliminating duplication, infoermation lozs, reducing
product development time, fostering progress in process
quality, standardizing works processes, improving
management’s ability to  efficiently retrieve accurate
infortmation, and indeazing management control.

o A electronic project repogitory can be connected wia
middleware with other information sgystems in the
organization and provide a smooth informat ion flow.



Database-as-a-service (DBaaS)

With a database ag a gervice model, application owners do not
have to install and maintain the datab ase themszelves, Instead,
the databasze gservice provider takes responsibility for installing
and maintaining the databaszse, and application owners are
charged according to their usage of the gervice, Thiz iz atype
of Saas - Software ag a Service,

Architecture and common characteristics

o Most database gservices offer web-based congoles, which the
end user can useto provision and configure database
instances.

o Databasze zervices congizst of a databaze-manager componett,
which controlz the underlving database ingtances usging a
service APL. The gervice APl iz expozed to the end user, and
permits users to perform maintenance and scaling operations
ol their database instances,

o Underlving zoftwar e-stack stack tvpically includes the
operating system, the databasze and thirdparty software uszed
to manage the databazse, The zervice provider iz responsible
for installing, patching and updating the underlyving software
stack and enzsuring the overall health and performance of the
databaze.

o mcalabilitv features differ between vendors — gome offer auto-
scaling, others enable the user to zcale up using an AFL, but
do not zcale automatically.

o There iz tvpically a comimitment for a certain lewel of high
availabilitv [e.2, 99.9% or 99.99%]. Thiz ig achisved by

replicating data and failing instances over to other databasze
instances..

Data model

The dezign and developtnent of typical gvsterms utilize data
management and relational databases az their kev building
blocks, Advanced queries expreszed in S0 L worle well with the
strict relationsghips that are impoged on information by relational
databazes. However, relational databasze technology was not
initially designed or developed for usge over distributed svstems.
Thiz izzue has been addreszed with the addition of clustering
enhanceaments to the relational databazesz, although gome bagic



tasks require complex and expensive protocols, such as with
data synchronization. il

Modern relational databaszses have shown poor performance on
data-intensive svastems, therefore, the idea of Noo DL has been
utilized within database management systems for cloud based
gyvetemns B Within Noo QL implemented storage, there are no
regquirements for fixed table schemas, and the use of join
oparations ig avoided, "The No30L databazes have proven to
provide efficient horizontal zcalability, good performance, and
eaze of azgsembly into cloud applications "Bl Data models relying
on gimplified relay algorithms have also been emploved in data-
intengive cloud mapping applications unique to virtual

fratneworkcs Bl

It iz alzo important to differentiate between cloud databaszes
which are relational az opposed to non-relational or NoZ0QL:E
SUL databases
are one type of databaze which canrun in the cloud, sither in
a virtual machine or az a service, depending onthe vendor,
While S0L databazes are easily vertically zcalable, horizontal
scalability poges a challenge, that cloud database services
bazed on S30L have started to addregs Bllmeed quotation & yenfa]
NoS50L databases
are another type of databaze which canrun in the cloud.
NoS0QL databaszes are built to gervice heawy ready/ write loads
and can scale up and down eazily,Fl and therefore they are
motre natively suited to running inthe cloud.: However, tmost
contemp erary applications are built around an SQL data
model, g0 working with NoS0L databases oftenrequires a
complete rewrite of application code B
motne SL databaszes have developed NoZOQL capabilities
including JS0ON, binary JSON (e, BSON or zimilar variants],
and kev-value store data tvpes.
A multi-model databaszse with relational and non-relational
capabilities provides a standard S0QL interface to usgers and
applications and thus facilitates the ugage of such databases
for contemporary applications built arcund an S0OL data
model, Native multi4nodel databazes zupport multiple data
models with one core and a unified query language to access
all data models,




CHALLENGES AND RISHS IN CLOUD COMPUTING

In January 2018&, Rightocale conducted itz annual State of the
Cloud Survey on the latest cloud trends. Thev questioned 997
technical profeszionals acress a  broad  crogs-section  of
organizations about their adoption of cloud infrastructure. Their
findings were ingightful, especially in regards to current cloud
commputing challenges, To angwer the main question of what are the
challenges for cloud computing, below we hawve expanded upon
zome of their findings and provided additional cloud computing
problems that businesses may need to address,

Cloud Challenges

Security

Managing cloud spand
Lack of resources / expertiss
Gaovernance/control
Comphance

IManaging multiple clouds

Performance ® Significant challenge

Building a private cloud B Somewhat of a challenge

1. Security issues

mecurity riskee of cloud computing have become the top concern in
2018 az 77% of respondents stated in the referred swrvey, For the
longest time, the ladk of resources /expertize was the number one
voiced cloud challenge, In 2018 however, gecurity inched ahead.,

We already mentioned the hot debate around data security in
our buginess intellicence trends 2019 article, and zecuritv has
indeed been a primary, and walid, concern from the start of cloud
commputing technology: vou are unable to gee the exact location
where vour data ig stored or being processged. This increases the
cloud computing rigks that can arize during the implementation or




management of the cloud. Headlines hishlicghting data breaches,
compromized credentials, and broken authentication, hacked
interfaces and AFlz, account hijacking haven® helped alleviate
coticerniz, All of this makes trusting gensitive and propristary data
to a third partv hard to stomach for some and, indeed, highlighting
the challenges of cloud computing, Luckily az cloud providers and
ugers, mature zecurity capabilities are constantly improving, To
enzure Vour organization’s privacy and zecurity iz intact, wverity the
maas provider  has gecure uger  identity  management,
authentication, and access control mechanisms in place. Also,
check which databasze privacy and securitv laws theyv are subject to,

While vou are auditing a provider’s gecurity and privacy laws, make
sure to algo confirmm the third biggest izsue iz talten care of:
compliance., Your organization needs to be able to comply with
regulations and standards, no matter where vour data iz stored.
mpeakring of storage, alzo ensure the provider hasz strict data
recovery policies in place,

The security risks of cloud computing have becomne a reality for
every organization, be it stmall or large, That's why it ig important to
itmplement a gecure Bl cloud tool that can leverage proper gecurity
measlureas,

2, Cost management and containment

The next part of our cloud computing rislkees list involves coszts, For
the most part cloud computing can save busgineszes money, [n the
cloud, an organization can easily ramp up itz processing
capabilities without making large investments in new hardware.
Buzinezzez can instead access eXtra proceszzing through pav-as-
yvoll-go models from public cloud providers, However, the on-
demand and zcalable nature of cloud computing zervices malce it
sometimes difficult to define and predict quantities and costs.

Luckily there are geveral wayvs to keep cloud costg in cheds, for
example, optimizing costz by conducting bhetter financial
analytics and reporting, automating policies for governance, or
keeping the management reporting practice on course, go that these
igzues in cloud computing could be decreaszed.




3. Lack of resources} expertise

COne of the cloud challenges companies and enterprises are facing
today iz lack of resources and/or expertize. Organizations are
increazingly placing more workloads in the cloud while cloud
technologies continue to rapidly advance. Due to these factors,
organizations are having a tough time keeping up with the tools,
Alzo, the need for expertize continues to grow, Theze challenges can
ke minimized throush additional training of IT and developtment
staft, A strong CIO championing cloud adoption alsoe helps. As
Cloud Engineer Drew Firment puts it

“The successz of cloud adoption and migrations comes down to your
people—and the investmentsz vou tnalke in a talent transformation
programm. Until vou focus on the #1 bottleneck to the flow of cloud
adoption, improvements made anvwhere elge are an illuzgion.”

SME [small and medium-sized| organizations may find adding cloud
specialists to their IT teams to be prohibitively coztly. Luckily, many
cotinon taslks performed by theze specialists can be automated, To
thiz end companies are turning to DevOps tools, like Chef and
Puppet, to perfortn tasks like monitoring uzage patterns of
regources and autormnated backupsz at predefined titme periods.
Theze tools alzo help optimize the cloud for coszt, governance, and
gecurity,

4, Governance]Control

There are many challenges facing cloud computing and
governance/ control iz in place nuwmber 4. Proper IT governance
should ensure IT aszetz are implemented and used according to
agreed-upon policiez and procedures, enzsure that these aszzsets are
properly controlled and maintained, and ensure that theszse assets
are supporting yvour organization'’s strategy and business goals.

In todav's cloud-bazed world, IT does not always have full control
over the provigioning, de-provizioning, and operations of
infrastructure. Thizs hasz incaeased the difficulty for IT to provide the
QOV errance, cotmmp liance, rizks and data guality
management required. To mitigate the various risks and
uncertaintiez in transitioning to the cloud, IT must adapt itz
traditional [T governance and control processzes to include the
cloud, To thiz effect, the role of central IT tearmns in the cloud has
been evolving over the last few wvears., Along with buszinessz units,




central IT iz increazingly playving a role in gelecting, brokering, and
governing cloud services, On top of thig third-partv cloud
computing/management providers are progressively providing
governance support and best practices,

=, Compliance

COne of the risks of cloud computing iz facing today iz compliance.
That iz an izzue for anvone uging backup services or cloud storage.
Every titne a company moves data from the internal storage to a
cloud, it iz faced with being compliant with industry repulations
and laws. For example, healthcare organizations in the USA have to
comply  with  HIPAA  [Health  Insurance  Portabilitv  and
Accountability Act of 19986], public retail companies have to commply
with 50X [Sarbanes-Oxley Act of 2002 and PCI DES [Pavment Card
Industry Data Security Standard).

Depending on the industry and requirements, every organization
must engure theze standards are respected and carried out.

Thiz iz one of the many challenges facing cloud computing, and
although the procedure can take a certain amount of time, the data
must be properly stored.,

Cloud cuszstomersz need to look for wendorz that can provide
compliance and check if they are repulated by the standards they
nead, Some vendors offer certified compliance, but in gorme cages,
additional input iz needed on both zidez to ensure proper
cotnpliance regulations.

6. Managing multiple clouds

Challengesz facing cloud computing haven't just been concentrated
ifn one, gingle cloud,

The sztate of multi-cloud has grown exponentially in recent years.
Companies are shifting or combining public and private clouds and,
as mentioned earlier, tech giants like Alibaba and Amazon are
leading the way.

In the referred survey, 81 percent of enterprizes have a multi-cloud
strategyv. Enterprises with a hybrid strategy [combining public and
private clouds] fell from 58 percent in 2017 to 51 percent in 2018,



while organizations with a stratesy of multiple public clouds or
multiple private clouds grew zlightly.

Enterprise Cloud Strategy

1000+ employees

— Multiple private
10%
Sing e public Multiple public
8% 21%
Single private
4% Hybrid cloud
519
No plans
2%

Source: RightScake 2018 State oif the Clowo Repot

While organizations leverage an average of almost 5 clouds, it is
evident that the use of the cloud will continue to grow,. That's whov it
iz impeortant to answer the main questions organizations are facing
today: what are the challenges for cloud computing and how to
overcomme them™

Y. Performance

When a buginess moves to the cloud it becotmes dependent on the
service providers, The next prominent challenges of mowving to cloud
computing expand on  thiz  partnersghip. Nevertheless, this
partnership often provides buszinesszses with innovative technologies
they wouldnt otherwize be able to accesz, Un the other hand, the
parformance of the organization’s Bl and other cloud-baszed gvsterns
iz alzo tied to the performance of the cloud provider when it falters,
When vour provider iz down, vou are also down.,



Thiz izn't uncorrtnon, over the past couple of vears all the big cloud
plavers have experienced outages. Make sure vour provider hag the
right proceszes in place and that thev will alert vou if there iz ever
an izsue,

For the data-driven decigion making processg, real-time data for
organizations is imperative. Being able to access data that iz stored
on the cloud in real-time iz one of the imperative zolutions an
organization has to congider while zelecting the right partner,

With an inherent laclk of control that comes with cloud computing,
companies may run into real-time monitoring izsues, Make sure
vour oaao provider has realtime monitoring policies in place to
help mitigate theze izzues,

8. Building a private cloud

Although building a private cloud isnt a top priority for many
organizationsg, for those who are likely to implement szuch a
golution, it quickly becomes one of the tmain challengesz facing cloud
commputing — private golutions should be carefully addreszed.

Creating an internal or private cloud will cause a significant benefit:
having all the data in-housge, But IT managers and departiments will
need to face building and gluing it all together by themselves, which
can cauge one of the challenges of moving to cloud computing
extrernely difficult.

It iz important to keep in mind alzoe the stepz that are needed to
enzure the stnooth operation of the cloud:

Automating az many manual tasks as poszsible [which would
require an inventory management svstemn)|

Orchestration of taslks which hasg to enzure that each of them iz
executed in the right order.

Az thizg article stated: fhe doud soffware layer has fo grab an IF
address, sef up a virtual local area nefwork (TLAN), put the server in
the load balancing quene, put the server in the firewall rule set for the
IF address, joad the corect version of EHEL pafch fhe server
soffware when needed and place the server nfo the nightly backup
LLELLE



That being gaid, it iz obvicous that developing a private cloud iz neo
easy tasl, but neverthelesz, some organizations still manage and
plan to do 20 in the next vears,

9, Segmented usage and adoption

Mozt organizations did not have a robust cloud adoption strategy in
place when they started to move to the cloud. Instead, ad-hoc
strategies sprouted, fueled by geveral components, Une of them was
the speed of cloud adoption, Ancther one waz the staggered
expiration of data center contracts/equipment, which led to
intermittent cloud migration. Finally, there also were individual
development teams using the public cloud for specific applications
or projectz. These bootstrap envirotwnents have fostered full
integration and maturation iszues including:

[zolated cloud projects lacking shared standards
Ad hoc gecurity configurations
Lack of crogg-tearmn shared rezources and learnings

In fact, a recent survevhy IDC of 6,159 executivez found that
just 3% of  respondents define their cloud strategies as
“optimized”. Luckily, centralized IT, strong governance and control
policies, and zome heavy lifting can get uzage, adoption, and cloud
commputing strategiesz inline,

Nearly half of the decizion malkters believe that their [T worldorce iz
not completely prepared to address the cloud computing industry
challenges and managing their cloud resources owver the nest &
vears, sifice buginesses are adopting the cloud strategy more often
than ever, it iz eminent that the worlforce zshould keep up and
carefully address the potential iszues,

10, Migration

One of the main cloud computing industry challengez in recent
vears concentrates on migration. Thiz i a process of moving an
application to a cloud. An although moving a new application iz a
straightforward processz, when it comesz to moving an existing
application to a cloud enwvironment, many cloud challenges arize,

A recent survey conducted bv Velogtrata showed that over 9550 of
companies are currently migrating their applications to the cloud,




and over hall of them find it more difficult than expected — projects
are over budget and deadline,

What are the challenges faced during storing data in the cloud?
Mozt cotmmnonly cited were:

Extensive troubleshooting
mecurity challenges

mlow data migrations
Migration agents

Cutover cormp lexity
Application downt ime

In another survev, although not that recent, but a picturesque
perception of the migration to the cloud; IT professionals stated
thev would rather “get a root canal, dig a ditch, or do their own
taxes” than addresz challenges in cloud computing regarding the
deplowment process



